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Abstract 

 
The purpose of this Deliverable is to describe and elaborate the description and the overall design of the 

cSD-RAN Controller. Also, here will be described the methods for efficient network slicing, optimisation, and 

the development procedures of the Edge DC and the related services under various configurations for the 

main component of the 5G ESSENCE.  

 

 

5G-PPP Disclaimer:  
This Deliverable has been prepared by the 5G Initiative, via an inter 5G-PPP project collaboration. As such, the 
contents represent the consensus achieved between the contributors to the report and do not claim to be the 
opinion of any specific participant organisation in the 5G-PPP initiative or any individual member organisation. 
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Executive Summary 

This document is focused upon the concept definition and the elaboration of the 5G ESSENCE centralised 
Software-Defined RAN controller. Here, the overall design of the cSD-RAN Controller as well as its potential 
realizations or variants are described with the intention of providing a comprehensive analysis of its 
architecture, its constitutive software components as well as interfaces and the basic technologies that enable 
the cSD-RAN Controller as the cornerstone of the 5G ESSENCE Network Architecture.  
 
Here will be also described the RATs which are considered for the cSD-RAN Controller, the different network 
interfaces used in the solution in order coordinate the utilization of these heterogeneous resources, as well as 
the methods and mechanisms for implementing a novel radio resource management framework using as a lying 
foundation the Multi-RAT Dual Connectivity technology in order to promote the exploitation of all the available 
spectral resources throughout an innovative Resource Abstraction and Allocation function capable of providing 
common metrics for the system with the intention of seamlessly integrate all these radio access technologies 
into the 5G ESSENCE Network Architecture, while defining multi-tenancy management mechanisms and a novel 
and efficient network slicing solution fully integrated with the elements deployed in the Main Datacentre. 
 
The same way, is provided the description of the advanced techniques for radio resource management in 5G 
heterogeneous networks, including self-optimisation, and self-planning mechanisms for multi-tenant small cell 
networks together with LTE-WiFi joint optimization as well as the description of some of the most relevant 
procedures of the Edge DC and the related services under various configurations. 
 
In the next section, a detailed description of the F0, an enhancement of the F1AP interface defined by 3GPP, 
with the intention of supporting the Protocol Stack virtualization split option 1 using 4G and 5G RATs for 
integrating massive networks of CPEs using delay tolerant backhaul technologies. 
 
Finally, a description of the available implementations of the cSD-RAN Controller, that will evolve towards 
integrating some of the central findings of the 5G ESSENCE project. The same way a set of slice 
implementations are described in order to provide a good understanding of some of the potential applications 
of the cSD-RAN Controller to the 5G ESSENCE Use Cases and Demonstrations. 
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ITU International Telecommunication Union 

ITU - R International Telecommunication Union – Radio communication 

ITU - T International Telecommunication Union - Telecommunications Standardisation 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   9/212 
 

Sector 

IWF Interworking Function 

KPI Key Performance Indicator 

KVM Kernel-based Virtual Machine 

LAA / eLAA License Assisted Access / Enhanced  License Assisted Access 

LAN Local Area Network 

LBT Listen Before Talk 

LC Licensed shared access Controller 

LC Load Control 

LCM Lifecycle Management 

LOS Line of Sight 

LR Licensed Shared Access Repository 

LSA Licensed Shared Access 

LTE Long Term Evolution 

LTE-A Long Term Evolution Advanced 

LTE-U Long Term Evolution - Unlicensed 

LVAP Light Virtual Access Point 

LWA LTE-WLAN Aggregation 

LWAAP LWA Adaptation Protocol layer 

LWIP LTE WLAN Radio Level Integration with IPsec Tunnel 

M2M Machine-to-Machine 

MANO Management and Network Orchestration 

MAC Medium Access Control 

MC-PS Mission Critical - Public Safety 

MC Mission Critical 

MCD Mission Critical Data 

MCG Master Cell Group 

MCPTT Mission Critical Push-To-Talk 

MCTP Management Component Transport Protocol 

MCS Modulation and Coding Scheme 

MCV Mission Critical Video 

MEC Mobile Edge Computing  

MEC Multi-Access Edge Computing 

MFBR Maximum Flow Bit Rate 

MIMO Multiple Input Multiple Output 

MLA Modern Language Association 

MLME Media Access Control sublayer Management Entity 

MME Mobility Management Entity 

mmTC massive machine Type Communications 

mmWave millimetre Wave 

MN Master Node 

MNO Mobile Network Operator 

MO Mobile Operator 

MOCN Multi Operator Core Network 

MPDU MAC Protocol Data Unit 

MR-DC Multi-RAT - Dual Connectivity 

MSDU MAC Service Data Unit 

MU-MIMO Multi User MIMO 

MVNO Mobile Virtual Network Operator 

NAV Network Allocation Vector 

NB Narrow Band 

NEF Network Exposure Function 

NF Network Function 

nFAPI network Functional Application Platform Interface 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   10/212 
 

NFO Network Function Orchestrator 

NFP Network Function Provider 

NFV Network Function Virtualization 

NFVI Network Function Virtualization Infrastructure 

NFVO Network Function Virtualization Orchestrator 

NG-RAN Next Generation Radio Access Network 

NGMN Next Generation Mobile Networks 

NIC Network Interface Controller 

NLOS Non-Line of Sight 

NMS Network Management System 

NO Network Operator 

NR New Radio 

NRA National Regulation Authority 

NRF NF Repository Function 

NRT Non-Real Time 

NS Network Service 

NSA Non-Stand-Alone 

NSI Network Slice Instance 

NSIM Network Slice Infrastructure Manager 

NSM Network Slice Manifest 

NSMF Network Slice Management Function 

NSO Network Slice Service Orchestrator 

NSSI Network Slice Subnet Instances 

NSSF Network Slice Selection Function  

NSSMF Network Slice Subnet Management Function 

NST Network Slice Template 

NR New Radio 

O&M Operations and Management 

OAM Operations, Administration and Management 

OAI OpenAirInterface 

ODL OpenDayLight 

OF OpenFlow 

OFDM Orthogonal Frequency-Division Multiplexing 

ONOS Open Network Operating System 

ONF Open Networking Foundation 

OPEX Operating Expense 

OS OpenStack 

OS Operating System 

OSS Operations Support Systems 

OTN Optical Transport Network 

OVF Open Virtualization Format 

P2P Point-to-Point 

PaaS Platform as a Service 

PAL Priority Access License 

PC Personal Computer 

PC Private Call 

PCCH Paging Control Channel 

PDCP Packet Data Convergence Protocol 

PDN Packet Data Network 

PDU Protocol Data Unit 

PED Personal Electronic Device 

PFS Proportional Fair Scheduling 

PGW Packet Data Network Gateway 

PHY Physical Layer 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   11/212 
 

PLMN Public Land Mobile Network 

PMI Precoding Matrix Indicator 

PNF Physical Network Function 

PON Passive Optical Network 

PRB Physical Resource Block 

PS Public Safety 

PTI Precoding Type Indicator 

PTT Push-To-Talk 

QCOW2 QEMU copy-on-write version 2 

QEMU Quick Emulator 

QFI QoS Flow ID 

QoE Quality of Experience 

QoS Quality of Service 

R&D Research and Development 

RAC Radio Admission Control 

RAM Random Access Memory 

RAN Radio Access Network 

RAT Radio Access Technology 

RB Radio Bearer 

RBC Radio Bearer Control 

RCM RAN Configuration Mode 

REST Representational State Transfer 

RF Radio Frequency 

RFC Request for Comments 

RI Rank Indication 

RLC Radio Link Control 

RNIS Radio Network Information Service 

RNP Radio Network Planning 

RoE Return of Equity 

RPC Remote Procedure Call 

RR Round Robin 

RRC Radio Resource Control 

RRM Radio Resources Management 

RRU Radio Remote Unit 

RSI RAN Slice Instance 

RSPG Radio Spectrum policy Group 

RSRP Reference Signal Received Power 

RSRQ Reference Signal Received Quality 

RSSI Received Signal Strength Indicator 

RT Real Time 

RTS Request to Send 

RU Radio Unit 

Rx Reception 

S-NSSAI Single Network Slice Selection Assistance Information 

S-NSSI Single Network Slice Selection Information 

SAS Spectrum Access System 

SBA Service-Based Architecture 

SBI Secure Border Initiative 

SC Small Cell 

SCaaS Small Cell as-a-Service 

SCG Secondary Cell Group 

SCNO Small Cell Network Operator 

SCTP Stream Control Transmission Protocol 

SD Slice Differentiator 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   12/212 
 

SD-RAN Software-Defined Radio Access Network 

SDAP Service Data Adaptation Protocol 

SDN Software-Defined Network 

SDR Software-Defined Radio 

SGW Serving Gateway 

SIB System Information Block 

SINR Signal-to-Interference and-Noise Ratio 

SIP Session Initiation Protocol 

SL Service Layer 

SLA Service Level Agreement 

SME Small and Medium-sized Enterprise 

SN Secondary Node 

SNMP Simple Network Management Protocol 

SNR Signal-to-Noise Ratio 

SON Self-Organized Network 

SOTA State-of-the Art 

SP Service Provider 

SR-IOV Single Root – Input Output Virtualization 

SRB Signalling Radio Bearer 

SSID Service Set Identifier 

SSH Secure Shell 

SSL Secure Sockets Layer 

SST Slice/Service Type 

STA Station 

STRIDE Spoofing, Tampering, Repudiation, Information disclosure, Denial of Service, 
Elevation of Privilege 

SW Software 

TCO Total cost of Ownership 

TBD to be defined 

TDF Traffic Detection Function 

TDMA Time-Division Multiple Access 

TEID Tunnel Endpoint Identifier 

TOSCA Topology and Orchestration Specification for Cloud Applications 

TT Traffic Type 

TTI Transmission Time Interval 

TR Technical report 

TS Technical Specification 

Tx Transmission 

UC Use Case 

UD User Density 

UDP User Datagram Protocol 

UDR User Data Rate 

UE User Equipment 

UL Upload 

UP User Plane 

UPF User Plane Function 

UR Ultra Reliable 

URL Unisource Remote Locator 

UR-LLC Ultra-Reliable and Low Latency Communications 

VA Video Analytics 

VAP Virtual Access Point 

VHT Very High Throughput 

VIM Virtualized Infrastructure Manager 

VLAN Virtual Local Area Network 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   13/212 
 

 

VM Virtual Machine 

VNA Vector Network Analyser 

VNF Virtualized Network Function 

VNFC Virtualized Network Function Component 

VNFM Virtualized Network Function Manager 

VNO Virtual Network Operator 

VoLTE Voice over LTE 

VR Virtual Reality 

VRF Virtual Reality Function 

VSCNO Virtual Small Cell Network Operator 

WAN Wide Area Network 

Wi-Fi, WiFi Wireless Fidelity 

WG Work Group 

WP Work Package 

WT Wireless Terminator 

WWW, www World Wide Web 

xDSL x Digital Subscriber Line 

xML Extensive Markup Language 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   14/212 
 

Table of Contents 

1 Introduction ................................................................................................................................... 24 

1.1 Motivation .............................................................................................................................. 24 

1.2 Objectives ............................................................................................................................... 24 

1.3 Structure of the document ..................................................................................................... 25 

2 cSD-RAN Controller Requirements and Specifications .................................................................. 26 

2.1 Requirements ......................................................................................................................... 26 

2.1.1 General Requirements ................................................................................................... 26 

2.1.2 Support and coordination of multi-RAT operation ........................................................ 28 

2.1.3 Support and coordination of multi-tenant operation .................................................... 29 

2.1.4 Support and coordination of licensed, unlicensed and lightly-licensed operation........ 30 

2.1.5 Support of SON, RRM and CoMP in the cSD-RAN Controller ......................................... 32 

2.1.6 Network slicing requirements for supporting 5G ESSENCE use cases ........................... 32 

2.1.7 Monitoring Requirements of the cSD-RAN Controller ................................................... 33 

2.2 cSD RAN controller initial specifications ................................................................................ 35 

2.2.1 General Features ............................................................................................................ 36 

2.2.2 Virtualization Features ................................................................................................... 37 

2.2.3 Networking Feature Specifications ................................................................................ 37 

2.2.4 5G Feature Specifications ............................................................................................... 38 

2.2.5 4G Feature Specifications ............................................................................................... 39 

2.2.6 Wi-Fi Feature Specifications ........................................................................................... 40 

3 cSD-RAN Overall Design and Architecture ..................................................................................... 42 

3.1 Detailed Architecture of the cSD RAN integrated in the Cloud Edge ..................................... 42 

3.1.1 5G RAN Architectures standardized in 3GPP Rel. 15 ..................................................... 42 

3.1.2 3GPP High-level Network Architecture .......................................................................... 42 

3.1.3 3GPP Functional Architecture ........................................................................................ 43 

3.1.4 5G Transport Network .................................................................................................... 44 

3.1.5 The cSD-RAN Controller within the Edge Cloud ............................................................. 46 

3.2 Orchestration strategy ........................................................................................................... 47 

3.3 SDN and NFV .......................................................................................................................... 51 

3.4 Interfaces for multi-connectivity and inter-RAT coordination ............................................... 52 

3.5 Control plane User Plane Separation between the cSD-RAN Controller (Main DC) and the 

radio unit (Light DC) ........................................................................................................................... 52 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   15/212 
 

3.6 Monitoring solution for the cSD-RAN Controller ................................................................... 54 

3.6.1 General and Use-Case Specific Metrics .......................................................................... 54 

3.6.2 Network Slices to be compliant with the radio resources ............................................. 55 

4 Network Slicing in 5G Radio Resource Management ..................................................................... 57 

4.1 State of the art of virtualization ............................................................................................. 57 

4.2 Comparison between virtualization types ............................................................................. 58 

4.3 Virtualization Framework to blend Containers and Virtual Machine benefits ...................... 60 

4.4 RRM-oriented network slicing ................................................................................................ 62 

4.4.1 Network Slicing Architecture in 5G HetNets .................................................................. 65 

4.4.1 The TOSCA Service Template and its mapping with NFV-MANO ................................... 66 

4.4.2 End-to-End Slicing at the Edge Cloud ............................................................................. 67 

4.5 RAN slicing management ....................................................................................................... 69 

4.5.1 Descriptors for the configuration of radio access functions for RAN slicing .................. 71 

4.5.2 Example of RAN slicing configuration in a multi-operator and multi-slice scenario ...... 74 

4.5.3 Configuration of admission control and packet scheduling parameters in a sliced RAN

 79 

4.6 Monitoring Network Slices ..................................................................................................... 88 

4.6.1 Security ........................................................................................................................... 88 

4.6.2 Measuring performance requirements at L1, L2 and L3 ................................................ 89 

4.6.3 Requirements to monitor services connected to Network Slices .................................. 90 

5 Techniques and features for advanced RRM, network coordination and management of dense 

HetNets .................................................................................................................................................. 91 

5.1 Abstraction and selection of the Radio Resources as a three dimensional grid of Time, 

Frequency and RAT ............................................................................................................................ 91 

5.1.1 Basic Model .................................................................................................................... 91 

5.1.2 Definition of the Optimization Problem ......................................................................... 93 

5.1.3 Utility Function ............................................................................................................... 95 

5.1.4 Pricing Model ................................................................................................................. 96 

5.1.5 Attainable Throughput Estimation ................................................................................. 97 

5.1.6 Queuing Delay Estimation .............................................................................................. 99 

5.1.7 Optimization Problem Decomposition ........................................................................... 99 

5.1.8 CC Allocation Strategy .................................................................................................. 101 

5.2 MR-DC in the 5G ESSENCE cSD-RAN Controller ................................................................... 101 

5.2.1 MR-DC Status in 3GPP Release 15 ................................................................................ 103 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   16/212 
 

5.2.2 Control plane and user plane split according to the standards ................................... 103 

5.2.3 Wi-Fi Aggregation ......................................................................................................... 105 

5.3 Load balancing ...................................................................................................................... 106 

5.3.1 Multi-RAT load balancing ............................................................................................. 106 

5.3.2 Wi-Fi load balancing ..................................................................................................... 109 

5.4 Mobility management .......................................................................................................... 110 

5.4.1 Optimal Cell selection in MR-DC environments ........................................................... 110 

5.4.2 Wi-Fi CSA-based handover ........................................................................................... 110 

5.4.3 Light Virtual Access Point based handover .................................................................. 113 

5.4.4 Handover between 3GPP and non-3GPP access .......................................................... 114 

5.5 Self-X functions..................................................................................................................... 115 

5.5.1 cSON in the Wi-Fi RAN .................................................................................................. 115 

5.5.2 Self-Configuration Functions ........................................................................................ 117 

5.5.3 Self-Planning Functions ................................................................................................ 118 

5.5.4 Self-Optimization Functions ......................................................................................... 123 

5.5.5 Self-Healing Functions .................................................................................................. 123 

5.6 Security Risks to 5G ESSENCE ............................................................................................... 124 

5.6.1 5G ESSENCE Assets ....................................................................................................... 124 

5.6.2 Threats to Assets .......................................................................................................... 125 

5.6.3 Vulnerabilities............................................................................................................... 127 

6 cSD-RAN Controller   CESC Signaling Interface ..................................................................... 129 

6.1 General Considerations ........................................................................................................ 129 

6.2 Support of different Protocol Stack Split Options ................................................................ 129 

6.3 F0 Interface .......................................................................................................................... 130 

6.3.1 Introduction.................................................................................................................. 130 

6.3.2 Procedures Description ................................................................................................ 132 

7 cSD-RAN Controller and Network Slicing realizations for the 5G ESSENCE Project ..................... 135 

7.1 cSD-RAN Realizations  5G-EmPower: Open-source solution for the cSD-RAN Controller 135 

7.1.1 Abstraction-based cSD-RAN Controller for heterogeneous RANs ............................... 136 

7.1.2 Radio resource allocation strategy for slicing .............................................................. 138 

7.2 cSD-RAN Realizations  i2CAT WLAN cSD-RAN Controller ................................................. 142 

7.3 cSD-RAN Realizations  Casa Systems’ Axyom cSD-RAN Controller .................................. 143 

7.4 Network Slicing Realizations ................................................................................................ 144 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   17/212 
 

7.4.1 5G E2E Slicing for Mission Critical Applications ........................................................... 144 

7.4.2 5G In-flight Communications and Entertainment System ........................................... 147 

7.5 Practical deployment of a network slice .............................................................................. 148 

7.5.1 OpenStack basic introduction ...................................................................................... 148 

7.5.2 Defining a virtual network ............................................................................................ 150 

7.5.3 Using containers ........................................................................................................... 158 

8 Conclusions .................................................................................................................................. 164 

9 References .................................................................................................................................... 165 

10 ANNEX 1: Self-planning of small cell capacity in multi-tenant networks ................................. 170 

10.1 System model ....................................................................................................................... 170 

10.2 Functional architecture ........................................................................................................ 171 

10.2.1 Multi-tenancy management entity .............................................................................. 171 

10.2.2 Self-planning entity ...................................................................................................... 173 

10.3 Performance evaluation ....................................................................................................... 179 

10.3.1 Simulation scenario ...................................................................................................... 179 

10.3.2 Analysis of the network planning solutions ................................................................. 180 

10.3.3 Analysis of the network operation with the new tenant ............................................. 181 

10.3.4 Re-planning the new tenant during tenant’s operation .............................................. 183 

10.3.5 Comparison with the state-of-the-art .......................................................................... 185 

10.4 Conclusion ............................................................................................................................ 186 

11 ANNEX 2: F0 Interface Procedures Description ....................................................................... 188 

11.1 General Procedures .............................................................................................................. 188 

11.1.1 F0 Setup ........................................................................................................................ 188 

11.1.2 Error Indication............................................................................................................. 189 

11.1.3 CESC Configuration Update .......................................................................................... 190 

11.1.4 cSDRC Configuration Update ........................................................................................ 191 

11.1.5 CESC SON Report Activation ......................................................................................... 193 

11.1.6 CESC SON Report .......................................................................................................... 195 

11.1.7 REM Report Activation ................................................................................................. 195 

11.1.8 REM Report .................................................................................................................. 197 

11.2 UE Context Management procedures .................................................................................. 197 

11.2.1 CESC Resource Coordination ........................................................................................ 197 

11.2.2 UE Context Setup ......................................................................................................... 198 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   18/212 
 

11.2.3 UE Context Release Request (CESC initiated) .............................................................. 201 

11.2.4 UE Context Release (cSDRC initiated) .......................................................................... 201 

11.2.5 UE Context Modification (cSDRC initiated) .................................................................. 202 

11.2.6 UE Context Modification Required (CESC initiated) ..................................................... 205 

11.2.7 UE Inactivity Notification .............................................................................................. 206 

11.2.8 Notify ............................................................................................................................ 206 

11.3 RRC Message Transfer procedures ...................................................................................... 207 

11.3.1 Initial UL RRC Message Transfer ................................................................................... 207 

11.3.2 DL RRC Message Transfer ............................................................................................. 208 

11.3.3 UL RRC Message Transfer ............................................................................................. 208 

11.4 Warning Message Transmission Procedures ....................................................................... 209 

11.4.1 Write-Replace Warning ................................................................................................ 209 

11.4.2 PWS Cancel ................................................................................................................... 210 

11.5 System Information Procedures........................................................................................... 210 

11.5.1 System Information Delivery ........................................................................................ 210 

11.6 Paging procedures ................................................................................................................ 211 

11.6.1 Paging ........................................................................................................................... 211 

 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   19/212 
 

List of Figures 

Figure 1. LSA architecture [89] ............................................................................................................... 31 

Figure 2. Wi-Fi cSD-RAN Controller architecture and features .............................................................. 41 

Figure 3. Overall Architecture defined in 3GPP TS38.300 [3] ................................................................ 43 

Figure 4. 3GPP Functional Architecture defined in 3GPP Release 15 .................................................... 44 

Figure 5. Example of 5G RAN transport network following 3GPP Rel.15 standards .............................. 45 

Figure 6. 5G ESSENCE Edge Cloud system architecture ......................................................................... 46 

Figure 7. MANO architecture of the work group of the ETSI Industry Specification Group (ETSI ISG) .. 49 

Figure 8. OpenStack’s dashboard with the image available .................................................................. 50 

Figure 9. Details of the image Cirros ...................................................................................................... 50 

Figure 10. Template to create images .................................................................................................... 51 

Figure 11. CUPS Architecture for the 4G Core Network dataplane ....................................................... 52 

Figure 12. Network Functions of the 5G Protocol Stack VNF in 5G ESSENCE cSD-RAN Controller 

deploying a 5G small cell RAN using a protocol stack split Option 1 ..................................................... 53 

Figure 13. Network Functions of the 5G Protocol Stack VNF in 5G ESSENCE cSD-RAN Controller 

deploying a 5G small cell RAN using a protocol stack split Option 6 ..................................................... 54 

Figure 14. Basic VM architecture ........................................................................................................... 59 

Figure 15. Basic Container architecture ................................................................................................. 60 

Figure 16. Virtualization Framework with Containers embedded into VMs ......................................... 61 

Figure 17. Example architecture of the cloud edge cSD-RAN Controller using Dockers and OpenStack

 ................................................................................................................................................................ 62 

Figure 18. Three-Layer Network Slicing Framework .............................................................................. 66 

Figure 19. The TOSCA service template and its mapping with NFV-MANO........................................... 67 

Figure 20. 5G ESSENCE eMBB Slice ........................................................................................................ 67 

Figure 21. 5G ESSENCE URLLC Slice ........................................................................................................ 68 

Figure 22. 5G ESSENCE mMTC Slice ....................................................................................................... 68 

Figure 23. RAN Slicing Management Function in 5G ESSENCE. ............................................................. 70 

Figure 24. Descriptors for the configuration of the L3, L2 and L1 radio access functions for the 

realization of a RAN slice ........................................................................................................................ 72 

Figure 25. Radio protocol stack view of the RAN slicing configuration ................................................. 76 

Figure 26. Control of RAN slices at L3 and L2 ......................................................................................... 80 

Figure 27. Blocking rate of Premium Video HD service ......................................................................... 85 

Figure 28. Blocking rate of Basic Video service ...................................................................................... 85 

Figure 29. Blocking rate of MC Video service ......................................................................................... 86 

Figure 30. Average throughput per DRB of Premium Data Service ....................................................... 87 

Figure 31. Average throughput per DRB of Basic Data Service .............................................................. 87 

Figure 32. Average throughput per DRB of MC Data Service ................................................................ 87 

Figure 33. Pricing Factor vs Normalized Price evolution ........................................................................ 97 

Figure 34. Pricing Factor vs Normalized Price evolution ...................................................................... 100 

Figure 35. NSA 5G NR scenario with signaling overlay of 4G on different 5G NR small cells .............. 102 

Figure 36. MR-DC network interfaces and architecture for the three standardized schemes ............ 103 

Figure 37. Architecture of the cloud edge SC Controller and protocol split between virtual small cells 

and the radio unit ................................................................................................................................. 104 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   20/212 
 

Figure 38. LWA architecture: (a) Collocated and (b) non-collocated scenario [53]. ............................ 105 

Figure 39. Representation of the resources as calculated at the AP employing Regmon ................... 107 

Figure 40. Network service deployment at the MainDC for traffic steering........................................ 108 

Figure 41. Procedure for traffic steering load balacing........................................................................ 108 

Figure 42. Network controlled Wi-Fi handover: Procedures and handshake ...................................... 111 

Figure 43: Network controlled Wi-Fi handover: Example of an unicast beacon with CSA element .... 112 

Figure 44. Network controlled Wi-Fi handover: The user was sending an UDP flow of 10 Mbps and 

was moved between two APs (a) each 20 seconds and (b) each 5 seconds. There are some occasional 

throughput degradations caused by interference (channel 6 and 11 are very crowded). .................. 113 

Figure 45. LVAP based WiFi handover in 5G ESSENCE ......................................................................... 113 

Figure 46. Throughput measure in case of (a) legacy and (b) LVAP-based handover. ........................ 114 

Figure 47. Different possible LTE/WiFi coupling architectures: (a) loose coupling, (b) tight coupling 

and (c) very tight coupling .................................................................................................................... 114 

Figure 48. NETCONF conceptual layers. ............................................................................................... 117 

Figure 49. NETCONF’s execution flow .................................................................................................. 118 

Figure 50. Functional architecture of the self-planning approach ....................................................... 119 

Figure 51. Traffic demand and network deployment in the initial situation (before new tenant’s 

arrival) .................................................................................................................................................. 121 

Figure 52. Network deployment and estimated traffic assuming the SC-level correlated distribution 

method ................................................................................................................................................. 122 

Figure 53. Network deployment after re-planning .............................................................................. 122 

Figure 54. Summary of 5G assets (Source: ENISA Threat Landscape for SDN/5G) .............................. 125 

Figure 55. Summary of threats (Source: ENISA Threat Landscape for SDN/5G) .................................. 126 

Figure 56. Integration of the F0 interface in the 5G ESSENCE cSD-RAN Controller ............................. 131 

Figure 57. Abstraction-based cSD-RAN Controller based on the open-EmPower protocol ................ 135 

Figure 58. The 5G-EmPower agent structure for (a) LTE and (b) WiFi. ................................................ 136 

Figure 59. Abstraction-based cSD-RAN Controller based on the open-EmPower protocol ................ 137 

Figure 60. The 5G-EmPower agent structure for (a) LTE and (b) WiFi. ................................................ 138 

Figure 61. CEAP hypervisor for RAN slicing .......................................................................................... 139 

Figure 62. The LTE slicing model .......................................................................................................... 141 

Figure 63. Example of the RAN slicing scheduling for 2 slices and 3 UEs in 5MHz (25 PRBs) .............. 142 

Figure 64. Wi-Fi RAN proposal: Centralization and separation between control and data planes. .... 143 

Figure 65. Interfaces and entities of the 4G RAN Axyom cSD-RAN Controller .................................... 144 

Figure 66. Mission Critical applications for Public Safety. ................................................................... 145 

Figure 67. Use Case 2 scenario: Stage 1 – Default service agreement. ............................................... 145 

Figure 68. Use Case 2 scenario: Stage 2 - Incident. .............................................................................. 146 

Figure 69. Use Case 2 scenario: Stage 3 – Damaged infrastructure. ................................................... 146 

Figure 70: Mapping of WP3 cSD-RAN Controller tasks into UC3 scenarios ......................................... 148 

Figure 71. Access to the HORIZON dashboard. .................................................................................... 150 

Figure 72. First view in HORIZON dashboard with the available physical resources in the network. . 151 

Figure 73. Capture of the set of images available in the project. ........................................................ 151 

Figure 74. Command to install disk-image builder from the official repository. ................................. 151 

Figure 75. Command to make an image of an Ubuntu operating system. .......................................... 152 

Figure 76. Output of the process of creation of an image. .................................................................. 152 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   21/212 
 

Figure 77. Process of creation of new images in Horizon. ................................................................... 152 

Figure 78. View in HORIZON dashboard about the available networks in an administrator account. 153 

Figure 79. View in HORIZON dashboard about network topology (no instances created yet). .......... 153 

Figure 80. First step for launching an instance: choose the instance name and description. ............. 154 

Figure 81. Second step for launching an instance: select the image to create the VM. ...................... 154 

Figure 82. Selection of the flavour for the VM. .................................................................................... 155 

Figure 83. Allocation of the network to the VM .................................................................................. 156 

Figure 84. Final network topology ....................................................................................................... 157 

Figure 85. Graph representation of network topology ........................................................................ 157 

Figure 86. Aspect of portainer signing webpage.................................................................................. 158 

Figure 87. Configuration of the endpoint of docker ............................................................................ 159 

Figure 88. Docker portainer dashboard ............................................................................................... 159 

Figure 89. Options for creating images ................................................................................................ 160 

Figure 90 Example of an image created by commands ....................................................................... 160 

Figure 91. Docker hub webpage .......................................................................................................... 161 

Figure 92. Looking for a web server in the docker hub ........................................................................ 161 

Figure 93. Creating a container from a docker hub element ............................................................... 162 

Figure 94. List of images available in the docker ................................................................................. 162 

Figure 95. List of containers in the docker ........................................................................................... 163 

Figure 96. Result of the execution of docker container ls command .................................................. 163 

Figure 97. Example of normalized traffic demand over three days ..................................................... 172 

Figure 98. Network deployment and estimated traffic demand using the detailed planning 

specifications: (a) Based on uniform distribution at the SC-level, (b) Based on correlated distribution 

at the SC-level, (c) Based on uniform distribution at the pixel-level, and (d) Based on correlated 

distribution at the pixel-level ............................................................................................................... 181 

Figure 99. Traffic demand of the new tenant: (a) 90% correlated with network’s traffic demand; (b) 

15% correlated with network’s traffic demand ................................................................................... 182 

Figure 100. Network deployment with real tenant’s traffic demand for: (a) 90% correlated traffic; (b) 

15% correlated traffic ........................................................................................................................... 182 

Figure 101. Network deployment with real tenant’s traffic demand for: (a) 90% correlated traffic, 

method based on correlated distribution at the SC-level; (b) 90% correlated traffic, method based on 

correlated distribution at the pixel-level: (c) 15% correlated traffic, method based on correlated 

distribution at the SC-level; (d) 15% correlated traffic, method based on correlated distribution at the 

pixel-level ............................................................................................................................................. 184 

Figure 102. F0 Setup procedure: Successful Operation ....................................................................... 188 

Figure 103. F0 Setup procedure: Unsuccessful Operation ................................................................... 189 

Figure 104. Error Indication procedure, cSDRC originated. Successful operation ............................... 189 

Figure 105. Error Indication procedure, CESC originated. Successful operation ................................. 190 

Figure 106. CESC Configuration Update procedure: Successful Operation ......................................... 190 

Figure 107. CESC Configuration Update procedure: Unsuccessful Operation ..................................... 191 

Figure 108. cSDRC Configuration Update procedure: Successful Operation ....................................... 192 

Figure 109. cSDRC Configuration Update: Unsuccessful Operation .................................................... 193 

Figure 110. CESC Performance Report: Successful Operation ............................................................. 194 

Figure 111. CESC Performance Report: Successful Operation ............................................................. 194 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   22/212 
 

Figure 112. CESC Performance Report: Successful Operation ............................................................. 195 

Figure 113. cSDRC Configuration Update procedure: Successful Operation ....................................... 196 

Figure 114. cSDRC Configuration Update procedure: Unsuccessful Operation .................................. 196 

Figure 115. CESC Performance Report: Successful Operation ............................................................. 197 

Figure 116. CESC Resource Coordination, successful operation .......................................................... 198 

Figure 117. UE Context Setup Request procedure: Successful Operation ........................................... 198 

Figure 118. UE Context Setup Request procedure: unsuccessful Operation ....................................... 200 

Figure 119. UE Context Release (CESC initiated) procedure. Successful operation ............................ 201 

Figure 120. UE Context Release (cSDRC initiated) procedure. Successful operation .......................... 202 

Figure 121. UE Context Modification procedure. Successful operation .............................................. 202 

Figure 122. UE Context Modification procedure. Unsuccessful operation .......................................... 205 

Figure 123. UE Context Modification Required procedure. Successful operation .............................. 205 

Figure 124. UE Inactivity Notification procedure. ................................................................................ 206 

Figure 125. Notify procedure. Successful operation. ........................................................................... 207 

Figure 126. Initial UL RRC Message Transfer procedure. ..................................................................... 207 

Figure 127. DL RRC Message Transfer procedure ................................................................................ 208 

Figure 128. UL RRC Message Transfer procedure ................................................................................ 209 

Figure 129. Write-Replace Warning procedure: successful operation ................................................ 209 

Figure 130. PWS Cancel procedure: successful operation ................................................................... 210 

Figure 131. System Information Delivery procedure. Successful operation. ....................................... 211 

Figure 132. Paging procedure. Successful operation. .......................................................................... 211 

 
  



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   23/212 
 

List of Tables 

Table 1: Proposed Values for 5G transport networks ............................................................................ 45 

Table 2: Comparison of VM and containers ........................................................................................... 60 

Table 3: Simulation parameters ............................................................................................................. 77 

Table 4: Illustrative assessment of the degree of isolation between the RAN slices ............................ 78 

Table 5: Services of each RAN Slice ........................................................................................................ 81 

Table 6: Simulation parameters ............................................................................................................. 82 

Table 7: RAN Slice Configurations .......................................................................................................... 83 

Table 8: Actual Req. BW [MHz] and Cell BW [MHz] for the correlated SC-level approach ................. 122 

Table 9: Number of channels per SC with the proposed approach and with the SOTA method ........ 123 

Table 10: Initial list of vulnerabilities in the 5G ESSENCE system ........................................................ 127 

Table 11: Simulation parameters ......................................................................................................... 179 

Table 12: Actual Req. BW [MHz] and Cell BW [MHz] for 90 and 15% correlated traffic ..................... 183 

Table 13: Network deployment before and after re-planning ............................................................ 185 

Table 14: Actual Req. BW [MHZ] and Cell BW [MHz] for SOTA Method ............................................. 186 

 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   24/212 
 

1 Introduction 

1.1 Motivation 
 
The 5G Infrastructure Public Private Partnership (5G-PPP) is a joint initiative between the European Commission 
and European ICT industry (ICT manufacturers, telecommunications operators, service providers, SMEs and 
Research Institutions). The 5G-PPP is now in its second phase where 21 new projects were launched in Brussels 
in June 2017.  
 
5G ESSENCE aims at play a central role in the 5G-PPP program, defining an efficient solution for leveraging the 
existing infrastructure into the new 5G architecture implementations of network operators by means of 
seamlessly managing multiple radio access technologies into a single virtualized edge infrastructure, with the 
ability to support multi-tenancy and apply the network slicing technology that allows service segmentation.  
 
This concept plays a “key” role in for lowering the entry barriers for network operators in terms of investment 
by means of re-using the existing deployed equipment, allowing them to phase the deployment of new 
equipment until the cost has been reached the right efficiency, as the execution of 5G NR will require new 
FPGAs and chips that can perform the required number of complex operations per second with an adequate 
power consumption and size.  
This basically means waiting for the 7nm lithography technology in the silicon industry which is expected to be 
commercially available in 2020, raising the cost efficiency of previous silicon generations in one or two years, 
which can lead to delay until 2021 or beginning 2022 the availability of low-power consumption 5G NR enabled 
small cells, as the first silicon products using 7nm technologies are targeting implementing UE baseband 
processors or high-end products like new generation FPGAs. 
 
For that purpose, 5G ESSENCE targets providing a concrete solution for crucial business use cases as well as 
introducing innovation in the fields of network softwarisation, virtualization, and cognitive network 
management in order to jointly operate different radio nodes and radio access technologies, abstracting the 
available radio resources in an edge datacenter. 
 
Within this Edge Cloud or Edge Datacenter, the cSD-RAN Controller, or the Centralized Software-Defined Radio 
Access Network controller is in charge of providing the RAN infrastructure the required resource abstraction 
framework and the virtualization capabilities for introducing network slicing into existing legacy RAN 
deployments, which turns into providing a multi connectivity framework to the end user in a way that is 
seamlessly using the optimal RAT combination for meeting the QoS requirements of the service, operator or 
terminal type. 
 
Finally, this entity also enables in legacy networks the support of Control Plane and User Plane Separation, by 
means of defining a centralized radio resource management that unifies the Control Plane functions for 
different RATs. 
 
In summary, the cSD-RAN Controller implements a critical concept of the 5G ESSENCE solution architecture, 
laying the foundation of a cost-efficient and easy to deploy 5G system architecture as it is one of the main 
contributions of 5G ESSENCE to a practical 5G network implementation, being as well completely aligned with 
the ongoing standardization work developed in 3GPP, the ITU-R and other standards bodies. 
 

1.2 Objectives 
Management of Radio Resources, HetNet Coordination and Multi-Connectivity in 5G networks have been major 
topics for both infrastructure equipment providers and network operators, as both industry players are 
planning a realistic implementation of a 5G solution which can be sustainable and aligned with the market 
needs and the investment capabilities of industry verticals.  
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In this deliverable, which is the first deliverable of WP3, the 5G ESSENCE Consortium will present techniques for 
advanced centralised radio resource management, Multi-RAT support and 5G network coordination that are 
envisioned to be used in a cSD-RAN Controller deployed in a 5G ESSENCE Edge Cloud.  
 
This document is the first deliverable of WP3 (Centralised 5G SD-RAN Controller & Network Embedded Cloud), 
whose main objective is to provide the specification, framework and interfaces design of a 5G Centralised SD-
RAN Controller capable of dynamically managing a cluster of small cells, their network interfaces, and its 
associated functionality to ensure rich slicing, multi-RAT and multi-tenant support. Moreover, the 5G 
centralised SD-RAN controller will accommodate in certain slice realizations advanced functionalities like real-
time SON, cell clustering, coordinated scheduling and CoMP, together with a local orchestrator of network 
slices needed for the multi-tenant multi-operator use case, where isolation is a primary enabler of 
infrastructure sharing. 
 
Therefore, in this deliverable, we should define the mechanisms that can enable the abstraction of the radio 
resources and the strategies for implementing the concept of Generalized Multi-Connectivity Framework 
providing novel network slicing mechanisms to support this parallel operation. 
 

1.3 Structure of the document 
 
This document is structured as follows:  
 In Section 2, are presented the high-level design requirements of cSD-RAN Controller and its initial 

specifications that will drive the realizations envisioned in the different system demonstrators. 
 In Section 3, the cSD-RAN design and its detailed architecture are defined in order to provide a clear 

understanding of this network function, describing the interfaces for multi-connectivity and advanced 
analytics support. 

 The Section 4 presents the Network Slicing concept applied in the cSD-RAN Controller for implementing the 
novel 5G Radio Resource Management framework, providing a detailed analysis of the state of the art of 
virtualization solutions to select the most suitable one for the cSD-RAN Controller implementation.    

 The Section 5 discusses techniques and features for advanced Radio Resource Management, network 
coordination of multi-RAT dense HetNets, as well as call flows that enable this management framework.  

 In Section 6 the document addresses the definition of specific network slicing realizations and VNF 
deployment for the cSD-RAN Controller in order to cover the use cases defined in other work packages of 
the 5G ESSENCE project. 

 And finally, the Section 7 presents the main conclusions of the deliverable and remarks. 
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2 cSD-RAN Controller Requirements and Specifications 
 
The requirements of the cSD-RAN Controller are functional and non-functional, but here, the document targets 
capturing the main functional requirements in terms of the key technologies that become the core of a 5G 
infrastructure solution, together with the concept of centralised or edge controller with a centralised RRM and 
SON functions together with the resource abstraction function that enables a unified utilization of the most 
relevant radio access technologies. 
 
Then, the initial specifications provided in this section will define the features in terms of supported cells, 
technologies, capabilities in terms of supported procedures, interfaces, mobility management, etc.  
The specification provided in this section, define as well an initial set of resources to be used at the different 
components and for the overall system in order to deliver multi-connectivity services using multi-modal CESCs 
using different radio interfaces and different Radio Access Technologies (RATs). 
 
As this document demonstrates, the 5G cSD-RAN Controller is the fundamental piece in the 5G ESSENCE 
architecture for enabling a more optimised usage of the radio resources in a 5G Heterogeneous Small Cells 
Network, thanks to technologies such as Multi-RAT Dual Connectivity, network slicing and advanced Radio 
Resource Management techniques that are coordinated with advanced smart SON solutions for jointly 
optimising the configuration and operation of a Multi-RAT network. 
 
 

2.1 Requirements 

2.1.1 General Requirements 

The cSD-RAN Controller is the cornerstone of the 5G ESSENCE solution, providing the required integration of 
the 5G ESSENCE architecture with the 5G architecture defined in 3GPP, but the requirements are not only 
technology-related but also business-related, as the solution targets providing a backwards compatibility 
framework for leveraging the existing equipment in order to ease the transition from 4G to 5G. 
 
In this sense, cSD-RAN Controller the solution shall be able to scale massively in order to potentially manage a 
massive network based in CPE deployments, but this scaling can be based in using different virtualization 
technologies, like elasticity and self-scaling, evolving the concept of distributed datacentre, with the 
coordination of different Edge Clouds in a way that the operator can provide the right network distribution in 
order to support the most relevant 5G use cases and services according to their latency and bandwidth 
requirements.  
This is crucial in order to allow the operator to be able to seamlessly upgrade its already deployed 
infrastructure with only new software or firmware versions avoiding the need of swapping this equipment, 
which in other case would require a complete re-farming of the existing equipment. 
 
5G ESSENCE, targets accelerating the adoption of 5G RAN technologies as well by means of taking advantage of 
the existing backhaul and transport technologies while deploying an Edge Cloud Datacentre in order to utilize 
the operator assets in place in order to gradually introduce the 5G core technologies within their networks, 
being the cSD-RAN Controller able to evolve together with the operator networks. 
 
On the other hand, the 5G ESSENCE Consortium considers the cSD-RAN Controller a Multi-Vendor solution, able 
to accommodate VNFs from different providers, promoting the open innovation paradigm. Given this fact, the 
solution shall be designed in order to use open interfaces, open virtualization technologies and any of the 
definitions should be locked to a particular vendor’s solution, development or protected technology, making 
use as much as it is possible of international standards and open technologies and developments such as the 
ones provided by the Open Source community.   
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For that reason, the general requirements for the cSD-RAN Controller are the following: 
 
 The cSD-RAN Controller shall support multiple Radio Access Technologies, and especially 5G NR, 4G LTE and 

WiFi. 
 

 The cSD-RAN Controller solution shall be compliant with the 3GPP standards related to 5G in order to use 
Non-Standalone 5G NR solutions and Standalone 5G NR solutions. 
 

 The cSD-RAN Controller shall be implemented using the core technologies of 5G identified by the different 
5GPPP projects and other international research and development initiatives. 
 

 The cSD-RAN Controller shall be a native virtualized solution, using as NFV as one of the foundations of the 
solution, in a way that its components should support being deployed as software components or VNFs 
inside the cSD-RAN virtualization framework, being the cSD-RAN Controller itself a VNF. 
 

 The cSD-RAN Controller shall support high availability, elasticity and autonomous upscaling and downscaling 
according to the needs of the RAN utilization. 
 

 The cSD-RAN Controller shall support Software-Defined Networking technologies such as OpenFlow, 
OpenDaylight and other potential SDN applications according to the implementation decisions of the cSD-
RAN Controller vendor or the SW component provider. 
 

 The cSD-RAN Controller shall support the separation of the Control Plane functions from the User Plane 
functions in order to independently scale the control plane VNFs and its associated resources from the user 
plane VNFs and its associated resources. 
 

 The cSD-RAN Controller architecture shall support the Protocol Stack virtualization split options 1 to 7 
defined by 3GPP in [5]. 
 

 The cSD-RAN Controller shall support interfaces defined by international open standards or industry open 
standards whenever is possible. 
 

 The cSD-RAN Controller shall support using non-ideal backhaul network technologies like xDSL or PON when 
using a certain protocol stack option split set (1 to 6). 
 

 The cSD-RAN Controller shall support using almost ideal backhaul network technologies like DWDM, CPRI, 
eCPRI or Next Generation Fronthaul Interface IEEE 1914 when using a certain protocol stack option split set 
(6 and 7). 
 

 The cSD-RAN Controller shall define open interface specifications in order to promote the open innovation 
and system openness for supporting a rich multi-vendor environment. 
 

 The cSD-RAN Controller shall support being executed in a COTS infrastructure that has the right processing, 
memory and networking resources according to the dimensioning of the system.  
 

 The cSD-RAN Controller shall support different southbound interface definitions according to the option 
split used in the CESC in order to optimally adapt the signaling to the latency and management 
requirements of each interface. 
 

 The cSD-RAN Controller shall support a number of south-bound interface protocols defined as plug-ins e.g.: 
openflow, netconf, GTP-handlers, etc. 
 

 The cSD-RAN Controller shall support coordination interfaces for: east/west bound interfaces to other 
controllers or to other 5G RAN equipment, like an external macro gNBs or eNBs. 
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 The cSD-RAN Controller shall support dedicated network functions and also north-bound interfaces with the 
5G ESSENCE orchestrator and multiple control applications. 

 

 The cSD-RAN Controller shall support interface to SDN-capable devices. 
 

 The cSD-RAN Controller shall support the integration towards an operator´s OSS/BSS supporting the 
interfaces defined for the different services (Configuration Management, Fault Management, Performance 
Management and Event Logging). 
 

 The cSD-RAN Controller shall support providing individual performance reports per managed cell, per 
Protocol Stack VNF entity and per cSD-RAN Controller VNF entity. 
 

 The cSD-RAN Controller shall support providing individual alarms per managed cell, per Protocol Stack VNF 
entity and per cSD-RAN Controller VNF entity. 
 

 The cSD-RAN Controller shall support its integration with an external SON function deployed either in the 
Main Datacentre or a centralized SON function for HetNet coordination in the operator´s cloud. 
 

 The cSD-RAN Controller shall be a Carrier-Grade solution providing support for Real-Time network operation 
and extremely high levels of service reliability. 
 

 The cSD-RAN Controller shall support being deployed as a Virtual Machine for OpenStack. 
 

 The cSD-RAN Controller shall support using Open MANO as a NFV Management and Orchestration solution. 
 

 The cSD-RAN Controller shall support deploying components using container technologies like Dockers and 
intra cSD-RAN Controller local orchestration for containers using solutions like Kubernetes. 
 

 The cSD-RAN Controller shall be implemented using Linux as the Operating System, using at least the 3.x 
Kernel, but preferring the Kernel 4.x. 
 

 The cSD-RAN Controller shall support the Linux Real-Time patch in order to support real-time operation. 
 

 The cSD-RAN Controller shall support different VRFs for separating the user plane data traffic, the control 
plane traffic and the management traffic. 

 
 

2.1.2 Support and coordination of multi-RAT operation 

 
The fifth generation of the mobile network (5G) is expected to provide adequate support for data-hungry 
application and services while at the same time laying the foundations for new categories of services like 
massive machine type communications (mMTC) and ultra–reliable low latency communications (UR–LLC). 
Purpose-built radio interfaces (e.g., mmWave), heterogeneous radio access networks (RAN), mixed small and 
macro cell coverage, and network virtualization are just some of the technological enablers that will be used to 
achieve the aforementioned goals. The immediate consequence of this evolution is that network management 
platforms will be required to deal with a multitude of technologies characterized by significantly diverse 
protocols stacks and vendor-specific interfaces. 
 
In this context, Software-Defined Networking (SDN) is set to play a key role in taming the growing complexity of 
5G networks. Indeed, the SDN paradigm has already proven the advantages in managing wired network and 
data centres. The separation of the control plane from the user plane trough a well-defined interface (i.e. the 
so-called southbound interface) has led to an overall simplification of the network architecture and of its 
management. Another essential point in a true SDN paradigm is the abstraction of the lower layers.  
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This allows representing the network state in a uniform way enabling to develop management functions 
without having to handle RAT-specific details. Especially in the future 5G systems characterized by high 
technology heterogeneity, the application of the SDN principle is of capital importance so that programmers 
are provided with just enough information about the state of the network to define in a declarative way the 
expected behaviour of the network without having to deal with technology-dependent implementation details. 
 
Regarding LTE, all the layers in the access stratum of an LTE eNB (PPHY, MAC, RLC, PDCP and RRC) can be 
decomposed in two planes: control plane and data plane. The former (control plane) is responsible for 
allocating resources that will then be used by the latter (data plane). Notice how, control operations have tight 
latency constrains, for example MAC scheduling decisions must be taken as the granularity of 1ms to allow the 
eNB to cope with the stochastic channel fluctuations. Any additional latency introduced in these decisions can 
severely impact the data-plane performances and impose constraints on the possible functional split of the 
control plane and thus the control functions that can be centralized in the cSD-RAN Controller [82].  
More generally, we can define control as the set of real-time operations executed at all layers of the LTE stack. 
Conversely, we use the term management for monitoring (checking if the operating conditions of a certain 
policy are still met) and reconfiguration (reconfiguring or swapping the policy) operations. For example, a 
certain scheduling algorithm could be optimized for a uniform distribution of clients across the sectors of a 
mobile cell. However, if the client distribution is not uniform, a different policy could be required. As a result, in 
our architecture we leave control functionalities close to the air interface, while we disaggregate the 
management functionalities from the eNB and we move them to the cSD-RAN Controller. 
 
Similar decomposition strategy can be applied to the Wi-Fi RAT, where split-MAC approaches allow to centralize 
and softwarise different functionalities of the Wi-Fi MAC layer [25]. Although there are some solutions which 
aim to centralize the whole control and data planes [33], in order to avoid delaying data and time critical 
control procedures (e.g. acknowledgements, RTS/CTS messages, etc.) the usual approach is based on 
centralizing non-real time management procedures like association or authentication [34]. Moreover, a 
centralized control of the Wi-Fi RAT can enhance medium sharing by applying scheduling and load balancing 
mechanisms, as will be detailed in Sections 4 and 5.  
 

The following functional requirement will be needed for the cSD-RAN to support the multi-RAT environment: 
 
 The cSD-RAN shall abstract the different CESC technologies describing the desired network behaviour hiding 

the technology-dependent details (e.g. how the HO is performed). 
 

 The cSD-RAN abstraction shall be general enough to support different resource allocation techniques or 
policies (e.g. random access or scheduled access). 
 

 The cSD-RAN shall provide a global view of the underlying network resources. 
 

 The cSD-RAN shall be able to provide monitoring information of the CESC cluster network statistics. 
 
The cSD-RAN shall provide the mechanisms whereby new device types can be added to the platform (i.e., like a 
device driver). 
 
 

2.1.3 Support and coordination of multi-tenant operation 

One of the key goals in the 5G networks is to enable multi-tenancy and support of dynamic multi-service and 
vertical market players. A fundamental feature to enable this is network slicing to ensure efficient sharing of 
the same physical infrastructure among different actors (i.e. services provider, MVNOs or verticals) while 
providing virtual resource isolation and service level agreement (SLA) guaranties. More specifically, we assume 
that an infrastructure provider owns the network (e.g. physical eNBs and the network switches), which are in 
time leased to the service provider (the slices owners or tenants). 
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In an end-to-end optic, to achieve this goal it is necessary to enable sharing of the infrastructure, spectrum and 
RAN. Indeed, the end-to-end service bearer created to support the data-plane communications is composed by 
a radio bearer from the UEs to the RAN and the S1 bearer from the RAN to the core network. The former one 
falls in the cSD-RAN responsibilities being the entity in charge to set-up and efficiently control the radio 
resources (i.e. allocating the available physical resource blocks (PRBs) to each slice or tenant to meet their SLA). 
To support multi-tenancy, the cSD-RAN should support network slicing by guaranteeing performance isolation, 
programmatic slice customization, and efficient resource utilization. The first goal means that misbehaving 
slices cannot affect the performance of other slices. The second goal means that each slice should be allowed to 
freely allocate its resources. Third goal means that the slicing operation must make efficient use of the radio 
resources. 
 
The following functional requirement will be needed for the cSD-RAN to support the multi-tenancy 
environment: 
 
 The cSD-RAN should provide isolation between different tenants and their applications so that failures or 

security-related events within one slice instance do not have a negative impact on the others. 
 

 The cSD-RAN should be able to allocate resources on the data-plane on behalf of the tenants. 
 

 The cSD-RAN should multiplex different tenants accordingly to their requested service and SLA. 
 
The cSD-RAN should support the life-cycle management of the tenant resources on the shared infrastructure 
i.e., enable CRUD operations (Create, Retrieve, Update, and Delete) on the tenant slice via a northbound 
interface. 
 
 

2.1.4 Support and coordination of licensed, unlicensed and lightly-licensed operation 

 
In order to satisfy the massive demand of mobile data traffic, 5G networks are expected to support 
heterogeneous wireless technologies and spectrum bands. In addition to the dedicated access through licensed 
bands, shared access-based strategies for lightly-licensed or unlicensed bands have attracted the interest of the 
regulation bodies, standard groups and industry ([42], [43], [44]). Although these bands are actually dedicated 
to other technologies, intelligent dynamic sharing can increase efficiency and avoid the under-utilization of the 
spectrum.  
 
In the case of unlicensed bands, first, the integration with Wi-Fi at 2,4Ghz and 5Ghz ISM bands should be 
considered. There are different possible approaches which integrate Wi-Fi and 4G/5G, like Wi-Fi offloading or 
aggregation via LWA or LWIP ([45], [46]), and the cSD-RAN Controller should be able to manage them according 
to the requirements of the service and the status of the different RANs. 
  
Also defined to operate on the 5GHz ISM band, LTE in Unlicensed Spectrum (LTE-U) and License Assisted Access 
(LAA) have to be contemplated [47]. Since LTE-U is developed outside the 3GPP standards and doesn’t meet 
regulatory requirements regarding spectrum usage in some parts of the world (e.g. Europe), LAA seems to be 
the best alternative to be considered in 5G ESSENCE.  
This has firstly been defined in 3GPP Release 13 only supporting supplemental downlink carriers anchored to a 
licensed carrier, and then enhanced in Release 14 (eLAA), which includes both supplemental downlink and 
uplink carriers anchored to a licensed carrier. In terms of spectrum aggregation solution, LAA is based on carrier 
aggregation, where a primary component carrier is transmitted through licensed spectrum and a set of 
secondary component carriers through the unlicensed band using LAA. In order to ensure a fair contention with 
the other wireless technologies present in the unlicensed bands, LAA should implement Listen Before Talk (LBT) 
and Energy Detection Threshold (EDT) features [48].  
In the 5G ESSENCE, the cSD-RAN Controller should be able to manage CESC with LAA capabilities and implement 
cRRM/cSON techniques to ensure an efficient utilization of the unlicensed bands. Indeed, since in some 
deployments the cSD-RAN Controller will manage both Wi-Fi and LAA – enabled CESCs, it should coordinate the 
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spectrum usage of both technologies according to the radio resources available exposed in the 3D/4D Resource 
Grid.  
 
Finally, another unlicensed spectrum sharing model is the Collective Use of Spectrum (CUS) [42]. The main 
interest of this model is the license-exempt regime, where access to spectrum is unrestricted and there is no 
need of self-coordination between users. In order to avoid harmful interference, this model is especially 
indicated to very high spectrum bands, where radio propagation is very limited. In the context of 5G, it can be 
useful to provide broadband services in specific high dense areas or indoors [42]. In any case, in order to 
provide an adequate QoS, its implementation will rely on the usage of Software Defined Radios (SDR) and 
advanced sensing and cognitive radio systems, thus being actually out of the scope of the 5G ESSENCE.  
 
Compared to CUS, lightly-licensed sharing spectrum models are more indicated to provide a certain level of QoS 
assurance by licensing some parts of the spectrum which are underused in a specific geographical area during a 
specific time interval (e.g. bands reserved for military use). There are two main frameworks being proposed, 
the Licensed Shared Access (LSA) in Europe and the Citizens Broadband Radio Service (CBRS) or Spectrum 
Access System (SAS) in US ([43], [49]). Both are below 6Ghz and included in the 3GPPP Release 14: LSA is 
planned to work on the LTE 40 Band (2,3 – 2,4 GHz) and SAS on the 48 Band (3,55 – 3,70 GHz).  
 
LSA is based on a two-tier regime, where incumbent users will share its spectrum with a specific number of 
licensed users according to a leasing agreement.  
Figure 1, depicts the current LSA architecture as defined by ETSI [50] and in the 3GPP SA5 [51]. The LSA 
Repository (LR) is managed by the National Regulation Authority (NRA) or the incumbent, and provides the 
spectrum availability according to the incumbent’s usage of the spectrum (time, space and frequency). On the 
other hand, the LSA Controller (LC) uses the information of the LR (or several LRs) to provide a specific 
allocation of resources to one or more licensee. Since incumbents have priority, licensee should use the LC to 
avoid interfering them and the LR should be updated adequately. Note that this framework is similar to the 5G 
ESSENCE architecture, where the cSD-RAN Controller uses a 3D/4D Resource Grid to manage the different 
wireless interfaces and is able to provide service to different tenants. Thus, in order to implement LSA in the 5G 
ESSENCE, an interface between LR and the cSD-RAN Controller should be provided.  
 

 
 

Figure 1. LSA architecture [89] 
 
In the case CBRS or SAS, there is an additional tier to be considered: The General Authorized Access (GAA) [43]. 
GAA users are able to use a specific part of the band without license, but they need to avoid interfering 
incumbents and users under Priority Access License (PAL) (i.e. licensee). Thus, in SAS, in addition to the geo-
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location repository with the information about the planned spectrum usage of the incumbents, radio sensing 
methods should be implemented in order to capture the utilization in real time. This adds extra complexity to 
the SAS model compared to LSA, but enhances the efficiency of the spectrum utilization. In the case of the 5G 
ESSENCE, this could be accomplished by adding advanced cRRM/cSON methods at the Main DC or dRRM/cSON 
at the CESCs able to reallocate the channels of PAL or GAA users (which are not fixed) according to the 
perceived signal.  
 
The following functional requirement will be needed for the cSD-RAN to support operation on different 
spectrum licensing regimes: 
 
- The cSD-RAN shall provide a detailed global view of the available resources at licensed, unlicensed and 

lightly-licensed bands.  
 
- The cSD-RAN shall be able to detect the usage of the spectrum by interfering, prioritized or licensed users. 

This should be accomplished by the implementation of radio sensing mechanisms and the definition of 
interfaces to repositories or databases providing spectrum availability (e.g. LSA case).  

 
- The cSD-RAN shall provide mechanisms to select the more appropriate RAT according to the 

spectrum/time/space availability. 
 
 

2.1.5 Support of SON, RRM and CoMP in the cSD-RAN Controller 

 
SON refers to the self-configuration of the network, which is totally aligned with the policies of RRM executed 
in the layer 2 of the radio protocol stack. In addition, thanks to the use of the central controller, the system 
could apply sophisticated techniques of cooperative multi-point transmission.  
Therefore, special emphasis must be put on the techniques developed in the state of the art or the project to 
support CoMP over the cSD-RAN Controller. 
 
Within this concept we introduce the concept of edge or cluster optimization, which takes into consideration 
the set of small cells managed by the cSD-RAN integrated into a network with other cSD-RAN clusters or the 
macro network. 
 
 The cSD-RAN Controller shall provide capabilities for the centralised operation of RRM functions within a set 

of CESCs. This can be in the form of centralised RRM decision making in the cSD-RAN Controller and/or 
through the coordination of distributed RRM decision making within the CESCs. 
 

 The cSD-RAN Controller shall provide capabilities for the centralised operation of SON functions within a set 
of CESCs. This can be in the form of centralised SON decision making in the cSD-RAN Controller and/or 
through the coordination of distributed SON decision making within the CESCs. 

 
 The cSD-RAN Controller should enable delegation of control functions between the controller itself and 

EdgeDC. Thanks to such delegation option, controllers’ functionalities can also be reconfigured per slice and 
as hot-plug. 
 

 The cSD-RAN Controller should support hierarchical control an API or a toolbox for enabling time-
constrained NF composition (like e.g. the RAN protocols), (see e.g. section 2.5 in D4.1 for a proposal of VNF 
composition framework in 5G ESSENCE) 

 
 

2.1.6 Network slicing requirements for supporting 5G ESSENCE use cases 

-  Study the NS requirements for 5G Edge Network Acceleration at a stadium (Latency, Throughput, 
selection of group camera, video quality, Additional contents, Video analytics). 
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-  Study the NS requirements for 5G E2E Slicing for Mission Critical Applications with focus on MCTP 
and Chat Application. 

 
- Study the NS requirement for 5G In-flight Communications and Entertainment System. 
 
 
5G in-flight entertainment and communication (IFEC) use case: 
 
One technical enabler for this use case is the capability to slice the network enabling different content 
providers to deploy isolated end-to-end services sharing the common infrastructure. Slices can be deployed on 
a service basis and can be linked to a mobile network operator.  
Multiple mobile operators with hosted by means of multiple core networks (MOCN) could be forecast [71]. Slice 
isolation will ensure that a tenant (content provider) will not have access to other tenants’ content and network 
resources. The use case aims at deploying different radio interfaces, so RAN slicing needs to be supported for 
each radio technology employing the cRRM functions in the cSD-RAN.  
 
 
Specific functional requirements: 
 
In the following we summarise functional requirement for the cSD-RAN to support the network slicing: 
 
 The RRM functions within the cSD-RAN Controller shall be able to make decisions on a per RAN slice basis. 

 
 The 5G Essence orchestrator (in coordination with cSD-RAN Controller) shall support inter-slice resource 

broker as well as slice-specific VNF orchestrators [93]. 
 

 The SON functions within the cSD-RAN Controller shall be able to make decisions on a per RAN slice basis. 
 The RRM and SON functions within the cSD-RAN Controller shall be configurable by the RAN slicing 

management functions within the management system (i.e. NMS/EMS).  
 

 The cSD-RAN Controller shall provide the management system (i.e. NMS/EMS) with performance 
measurement data regarding its operation including counters and Key Performance Indicators (KPI) on a per 
RAN slice basis. 
 

 The concept of different RAN configurations (RAN configuration modes – RCM) should be used to cover 
multiple use-cases. 
 
 

2.1.7 Monitoring Requirements of the cSD-RAN Controller 

 
The cSD-RAN Controller should support the monitoring of the underlying RATs to collect statistics and support 
full-fledged radio resource management applications implementing complex Self-Organizing Network (SON) 
features. Moreover, the cSD-RAN Controller should support north-bound interfaces with the 5G ESSENCE 
orchestrator and monitoring tool (e.g. Prometheus) in order to report the necessary statistics to monitor that 
the service KPIs are met and eventually take necessary actions at orchestrator level. 
 
Given the heterogeneity of the underlying technology, the cSD-RAN Controller shall support the abstractions of 
the measures to allow network developers to gather the status of the network using high-level querying 
primitives without exposing the controller applications to the system-level details of polling network elements, 
aggregating statistics, and detecting network events. 
 
Performance parameters can be related to a slice (e.g. metrics necessary to verify the functioning of the service 
in a slice), a cell (e.g. measures related to monitor the functioning of an eNB) or at UE level. The cSD-RAN shall 
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be able to recognize the slice to which each UE belongs in order to aggregate statistics and ensure that slice 
KPIs are met. 
 
The cSD-RAN should be able to support the monitoring of the following measures: 
 

 The number of attached users of each cell. 
 

 The used PRBs in uplink and downlink of each cell. 
 

 The signal strength of each user (e.g. RSRP/RSRQ for LTE and RSSI for WiFi). 
 

 The Channel Quality Indicator of each user. 
 

 The packet error rate of each user. 
 

 Bit-Rate of each user. 
 

 Used PRBs of each slice in a cell. 
 
This data, in some cases, have time-scales so short that it would be impossible to have precise, in-real-time 
information, so, the measurable values that can be obtained have to be filtered and exposed by the SD-RAN 
controller in a way that the monitoring system is able to scrape and add them as metrics, which have to be 
given as average, maximum and minimum values and then, exposed to the monitoring system in order to 
obtain measurable, useful data to assure the correct functionality of the radio resources. 
 
The monitoring system will measure the parameters given by the cSD-RAN Controller to send alerts in case 
some radio resources stop being available, or if there are not enough resources to maintain the QoS and the 
expected performance.  
 
 

2.1.7.1 Aims for the UCs.  

 
In the 5G ESSENCE, each one of the three use cases will have some common standard KPIs necessary to check 
the QoS and the QoE of the services using the RAN, but, based on the peculiarities of each use case, some 
custom exporters, that are the responsible of translate and expose the data to Prometheus, will be 
implemented.  
 
For the purpose of measuring KPIs, first, it is important to determine what metrics have to be considered for 
each KPI, adapting and personalizing data, based on the previously numbered measures: 
 

UC1: 5G Edge Network Acceleration at a Stadium: 
 
 UEs attached to the network. 

 
 Bit-Rate of each user. 

 
 Small cells and UE receiving Multicasting. 

 
 Used PRBs in uplink and downlink of each cell. 

 
 Average total bandwidth used. 

 
 Signal strength around the stadium. 
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 Transmission delay. 
 
 

UC2: 5G E2E Slicing for Mission Critical Applications: 
 

 Latency to UE. 
 

 Bit-Rate of each user. 
 

 Access time of each user. 
 

 Package error rate of each user. 
 
 

UC3: 5G In-flight Communications and Entertainment System 
 
 Used PRBs in uplink and downlink of each cell. 

 
 Number of attached users of each cell. 

 
 Bit-Rate of each user and tenant. 

 
 Total Bandwidth used per slice. 

 
 Transmission delay. 

 
 The signal strength of each user. 

 
 

2.1.7.2 Interfaces to communicate with the monitored system 

In order to obtain data from SD-RAN controller, a proper interface is necessary to interconnect and expose data 
to the monitoring system. This interface should be an intermediary access where filtered metrics are available 
to be scraped and stored by the monitoring system, using a custom exporter preconfigured on the SD-RAN 
controller. (Waiting for specifications in 2.2). 
 
 

2.2 cSD RAN controller initial specifications 
 
The RAN controller is a very crucial and important component in networks with huge frequency reuse, when 
interference between cells or users is the main factor limiting the general network capacity or QoS of a 
communication system. RAN controller is responsible for using in an efficient manner the available shared 
resources such as, time, spectrum and space between systems or users.  
This will ensure a robust interference-limited transmission between different parts of a communication system. 
Software defined network (SDN) in an intelligent idea which can be extended to the RAN controller in order to 
improve its capacity and considering the opportunity for the conventional RAN controller to optimise via the 
virtualized control functions its performance in various scenarios.  
Many Software defined RAN (SD-RAN) controllers exists, e.g. the Flex-RAN [2] controller and 5G-EmPOWER 
controller [1]. Moreover, the Metis-II (see e.g. its deliverable D2.4), 5G Norma (see e.g. its deliverable D4.1) and 
related 5G Monarch (see e.g. its deliverable D2.1 with 5G-PPP Phase1 gap analysis of existing mobile controller 
frameworks) architectures for mobile network programmability should be thoroughly studied and best-of bread 
functionalities and interfaces considered in the cSD-RAN Controller design to avoid duplicating architectural 
work. 
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FlexRAN is a flexible and programmable SD-RAN platform that separates the RAN control and data planes 
through a new, custom-tailored southbound API. Aided by virtualized control functions and control delegation 
features, FlexRAN provides a flexible control plane designed with support for real-time RAN control 
applications, flexibility to realize various degrees of coordination among RAN infrastructure entities, and 
programmability to adapt control over time and easier evolution to the future following SDN/NFV principles. 
FlexRAN is an extension to a modified version of the Open Air Interface LTE platform. FlexRAN is a solution for 
SD-RAN platform and highlight its applicability for a diverse set of use cases. Three network services have been 
deployed over FlexRAN focusing on interference management, mobile edge computing and RAN sharing [1]. 
 
5G-EmPOWER is an open Mobile Network Operating System for SDN/NFV research and experimentation in 
heterogeneous mobile networks. Its flexible architecture and the high-level programming APIs allow for fast 
prototyping of novel services and applications. It is considered as a Multi-access Edge Computing Operating 
System supporting lightweight virtualization and heterogeneous radio access technologies. 5G-EmPOWER 
converges SDN and NFV into a single operating system for multi-access edge computing. 5G-EmPOWER 
supports multi-tenancy (WiFi and LTE), slicing (WiFi and LTE), and mobility management (WiFi and LTE). 5G-
EmPOWER supports both open (srsLTE) and commercial LTE small cells. 5G-EmPOWER also supports all WiFi 
access points that can run OpenWRT [2]. 
 
In any case, the current cSD-RAN Controller realizations, are still partial realizations of the 5G ESSENCE cSD-RAN 
Controller concept, so here, we do present the initial specifications of a complete realization that includes and 
supports the features and algorithms researched within the 5G ESSENCE project, so these specifications should 
be understood as the features that a future realization of the 5G ESSENCE cSD-RAN Controller function should 
support in order to be able to meet all the requirements previously defined in this document and solution 
design provided in the next sections of this document.  
 
The Initial Specifications of a complete realization of the cSD-RAN Controller have been defined as follows: 
 

2.2.1 General Features 

 
The general features of the cSD-RAN Controller are the following ones: 
 
 The cSD-RAN Controller supports managing multi-modal CESCs including different cells of 5GNR, 4G LTE and 

WiFi RATs. 
 

 The cSD-RAN Controller is integrated in the 5G ESSENCE Main Datacentre using the virtualized infrastructure 
deployed there, and interfacing the 5G ESSENCE NFV Orchestrator and CESC Manager acting as the Element 
Management System. 
 

 The cSD-RAN Controller requires a minimum of 4 virtual cores and 8 SW threads, 64GB of RAM, 20 GB of 
HDD and 6x 1Gbps network interfaces. 
 

 The cSD-RAN Controller requires 1 virtual core and 1GB of RAM per managed cell in case of 4G and 5G cells 
and 1 virtual core and 1GB of RAM for managing 4 WiFi APs. 
 

 The cSD-RAN Controller supports intra-High-Availability. 
 

 If the selected protocol stack split option is Option 2 or higher, the cSD-RAN controller includes a Multi-RAT 
User Plane Function VNF. 
 

 If the selected protocol stack split option is Option 2 or higher, the cSD-RAN Controller requires a minimum 
of 2x 10Gbps network interfaces. 
 

 A standard dimensioning for the 5G VNF is using a 10Gbps vNIC per 5G NR Cell Cluster with 25 cells using a 
concurrency factor of 20%. 
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 A standard dimensioning for the 4G VNF is using a 10Gbps vNIC per 4G LTE Cell Cluster with 256 cells using a 

concurrency factor of 20%. 
 

 A standard dimensioning for the WiFi VNF is using a 10Gbps vNIC per 4G LTE Cell Cluster with 1000 APs 
using a concurrency factor of 20%. 
 

 A cSD-RAN Controller can deploy PS VNF instances supporting different PS Option Splits. 
 
 

2.2.2 Virtualization Features 

 
The virtualization features of the cSD-RAN Controller are the following ones: 

 
 The cSD-RAN Controller is an OpenStack Virtual Machine using OpenStack Pike or later release. 

 
 The cSD-RAN Controller uses the Telemetry service for measurement collection and NFV orchestration 

integration. 
 

 The cSD-RAN Controller VMs support KVM Hypervisor on X86 Compute Platform. 
 

 When a VNF is composed of several different VNFCs with diverse functionality, each type of VNFC is built as 
a separate image file, instead of a single generic image file for different VNFC types in order to allow a multi-
vendor environment. 
 

 Each VNFC VM image is fully built with the entire applicable software stack, rather than VM image being a 
stub/skeletal image which downloads software packages from an external Install/Config Server and installs 
them post-instantiation. 
 

 The cSD-RAN Controller supports ETSI NFV 2.0 orchestration, using Open MANO as the primary 
orchestration solution using YAML configuration files. 
 

 The orchestration of internal protocol stack instances implemented using dockers is performed by using 
Kubernetes. 
 

 The cSD-RAN Controller supports fixed resource allocation mapping virtual processor and resource pooling 
for different. 

  
 

2.2.3 Networking Feature Specifications 

 
The networking features of the cSD-RAN Controller are the following ones: 
 
 The cSD-RAN Controller supports 3 different redundant network interfaces using VRRP offering the same IP 

address for load balancing and high-availability purposes. 
 

 The vNICs of the cSD-RAN Controller VNF support IPv4 and IPv6. 
 

 The vNICs of the cSD-RAN Controller support dual stack IPv4/v6 addresses for all interfaces. 
 

 The vNICs of the cSD-RAN Controller support VLANs. 
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 The vNICs of the cSD-RAN Controller support DSCP marking. 
 

 The network interfaces of the cSD-RAN Controller support DHCP and Fixed IP assignment. 
 

 The VNFs that are dual-stack are Floating IP (FIP) aware. 
 

 The SR-IOV VFs vNIC drivers for Networking VMs support up to 8 Vectors (aka Transmit / Receive queue 
pairs). 
 

 I/O Interrupt handling is distributed across the assigned CPUs. 
 

 Interfaces to RAN are supported on SR-IOV VFs. 
 

 Internal Networking (or “Virtualized” Backplane) is be supported on SR-IOV VF vNICs. 
 

 The VNFC supports the configuration of multiple virtIO-net and SR-IOV network. 
 

 The VNFC supports the activation of VLAN tagging on an SR-IOV VF interface. 
 
 

2.2.4 5G Feature Specifications 

 
The 5G features of the cSD-RAN Controller are the following ones: 

 
 The 5G Protocol Stack VNF of the cSD-RAN Controller is compliant to TS 38.300 [3]. 

 
The 5G Protocol Stack VNF of the cSD-RAN Controller is compliant to TS 38.401 [4]. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports the 5G NR Air Interface according to the 
protocol stack defined in TS 38.300 [3]. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports a protocol stack realization using Non-
Standalone 5G NR. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports a protocol stack realization using Standalone 
5G NR.  
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports the connection towards the 5G Core using 
the Architecture Options 2, 4, 4a. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports the connection towards the EPC or 4G Core 
using the Architecture Option 6. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports the F0 interface according to the definition 
provided in the Section 6.3 of this deliverable, using it for interfacing a CESC using the Protocol Stack Option 
Split 1. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports the F1 interface according to [75], [76], [77] 
using it for interfacing a CESC using the Protocol Stack Option Split 2. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports the nFAPI interface according to [72] using it 
for interfacing a CESC using the Protocol Stack Option Split 6. 
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 The 5G Protocol Stack VNF of the cSD-RAN Controller supports the F2 interface according to [90] using it for 
interfacing a CESC using the Protocol Stack Option Split 7. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports the NGAP interface according to 3GPP TS 
38.413 [78] using it for interfacing the 5G Core. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports the S1AP interface according to 3GPP TS 
36.413 [80] using it for interfacing the EPC or 4G Core. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports the XnAP interface according to 3GPP TS 
38.423 [91] using it for interfacing the 5G Protocol Stack VNF with other 5G Protocol Stack VNF, other 4G 
Protocol Stack VNF, other cSD-RAN Controllers, with other gNBs, CU-gNBs or other macro eNBs. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports managing up to 100 5G NR cells, but the 
supported cells depend on the selected Option Split, as the processing requirements of each option are 
basically different. 
 

 A 5G Protocol Stack VNF of the cSD-RAN Controller can implement one single protocol stack split option, as 
the network interfaces are common for all the managed cells. 
 

 The 5G Protocol Stack VNF of the cSD-RAN Controller supports seamless mobility amongst the managed 
cells. 

 
  

2.2.5 4G Feature Specifications 

 
The 4G features of the cSD-RAN Controller are the following ones: 
 
 The 4G Protocol Stack VNF of the cSD-RAN Controller is compliant to TS 36.300 [53]. 

 
 The 4G Protocol Stack VNF of the cSD-RAN Controller is compliant to TS 38.463 [55] for supporting the 

integration and coordination with WiFi carriers. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports the 5G NR Air Interface according to the 
protocol stack defined in TS 36.300 [53]. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports a protocol stack realization using Carrier 
Aggregation on up to 5 carriers. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports a protocol stack realization using Carrier 
Aggregation with a LAA carrier. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports a protocol stack realization using Dual 
Connectivity.  
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports the connection towards the 5G Core using 
the Architecture Option 5. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports the connection towards the EPC or 4G Core 
using the Architecture Options 1, 3, 3a. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports the F0 interface according to the definition 
provided in the Section 6.3 of this deliverable, using it for interfacing a CESC using the Protocol Stack Option 
Split 1. 
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 The 4G Protocol Stack VNF of the cSD-RAN Controller supports an adaption of the F1 interface for 

supporting the 4G protocol stack information elements, according to [75], [76], [77] using it for interfacing a 
CESC using the Protocol Stack Option Split 2. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports the nFAPI interface according to [72] using it 
for interfacing a CESC using the Protocol Stack Option Split 6. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports the F2 interface according to [90] using it for 
interfacing a CESC using the Protocol Stack Option Split 7. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports the S1AP interface according to 3GPP TS 
36.413 [80] using it for interfacing the EPC or 4G Core. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports the NGAP interface according to 3GPP TS 
38.413 [78] using it for interfacing the 5G Core. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports the X2AP interface according to 3GPP TS 
36.423 [79] using it for interfacing the 5G Protocol Stack VNF with other 4G Protocol Stack VNF, other 5G 
Protocol Stack VNF, other cSD-RAN Controllers, with other gNBs, CU-gNBs or other macro eNBs. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports managing up to 256 4G LTE cells, but the 
supported cells depend on the selected Option Split, as the processing requirements of each option are 
basically different. 
 

 The 4G Protocol Stack VNF of the cSD-RAN Controller supports seamless mobility amongst the managed 
cells.  
 

 A 4G Protocol Stack VNF of the cSD-RAN Controller can implement one single protocol stack split option, as 
the network interfaces are common for all the managed cells. 

 
 

2.2.6 Wi-Fi Feature Specifications 

 
The cSD-RAN Controller will manage the Wi-Fi RAN formed by a cluster of CESCs according to the following 
main functionalities: 
 
 The cSD-RAN Controller manages WiFi APs using the IEEE 802.11n standard or newer versions of this 

standard that comprise but are not limited to IEEE 802.11ac, 11ad and 11ax. 
 

 Configuration of the RAN: This includes all the operations related to the full configuration of the 
radio/physical and MAC levels of the Wi-Fi interfaces at the Light DCs. For instance, the BSSID, the SSID, the 
security configuration, the radio parameters (standard, frequency band, channel, bandwidth, transmission 
power, etc.), among others. Self-configuration capabilities shall be considered in order to ease the 
deployment of the Wi-Fi infrastructure. Also, online reconfiguration of parameters shall be allowed to 
provide a proper adaptation to the actual RAN status.  
 

 User management: The principal control procedures that can be centralized in Wi-Fi networks are related to 
the management of the users. This allows the implementation self-optimization features like enhanced 
handover, admission control and load balancing.   
 

 Multi-tenancy and RAN slicing: The Wi-Fi RAN shall support a certain degree of RAN slicing and multi-
tenancy. Although it is very challenging to provide complete isolation and strict resource allocation due to 
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the random access nature of the Wi-Fi RAT, virtualization techniques can be applied to create different 
slices and tenants on top of a single radio interface ([25], [34], [37]).  
 

 Telemetry: As stated in Section 2.1.7, the cSD-RAN Controller shall monitor the status of the Wi-Fi RAN, 
including parameters related to the attached users. This parameters and statistics will be used as an input of 
the cRRM/cSON mechanisms in order to maintain the QoS based on the defined KPIs. 
 

In order to provide all these features, proper interfaces, data models and procedure calls shall be defined.  

Figure 2 depicts the expected high-level architecture of the Wi-Fi cSD-RAN Controller part. Basically, one 

southbound interface will be used to communicate with the CESCs and two northbound interfaces will allow, 
respectively, the management of configurations and users, and the access to the statistics.   
 

 
 

Figure 2. Wi-Fi cSD-RAN Controller architecture and features 
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3 cSD-RAN Overall Design and Architecture 

3.1 Detailed Architecture of the cSD RAN integrated in the Cloud Edge 

3.1.1 5G RAN Architectures standardized in 3GPP Rel. 15 

 
On the 21

st
 of December of 2017, 3GPP announced the completion of the first wave of documents that 

constitute the foundations of the 5G international standard, defining the most relevant aspects of the 
technology and the evolution path of the future releases. The Phase I Work Item is now completed through the 
3GPP Release 15, providing a consensus to move forward on the plans to accelerate specifications for a non-
stand-alone (NSA) 5G NR. 
 
This is a major outcome for both the industry and the research community, as sets the pillars of the new 
standard, providing real guidelines to both research and product innovation activities. In respect of the 5G 
ESSENCE, this represents a major guideline in the implementation of a Cloud Edge architecture, as any potential 
implementation proposal should be at least compliant to the basic architectural principles defined by 3GPP.  
 
The standard, defines the 5G New Radio or 5G NR and the main architectural principles and options, 
introducing in a native way NFV, SDN, MEC and slicing technologies as the base for implementing the building 
blocks of this new standard. On top of this, the standardization of protocol stack splits is of paramount 
importance for defining the different network slices, network architecture and real support of the most 
relevant 5G Use Cases (eMBB, mMTC and URLLC). 
 
The overall result of the work performed in 3GPP and other fora, which is reflected in the different Rel.15 
technical specification documents is a Service-Based Architecture (SBA) that aims to flexibly and efficiently 
support diverse and sometimes conflicting mobile service requirements. With the above mentioned software-
defined networking (SDN) and Network Functions Virtualization (NFV) technologies supporting the underlying 
physical infrastructure, 5G standards comprehensively cloudifies the access, transport, and core networks. In 
that sense, the cloud paradigm introduced together with the SBA allows for a better support for large variety of 
new 5G services, enabling the native support for network slicing, on-demand deployment of service anchors, 
and component-based network functions. 
 
Besides the pure architectural work, the introduction of the Multi-RAT Dual Connectivity framework for the 
Non-Standalone 5G NR empowers the early adoption of 5G RAN technologies, while defining a seamless 
integration of 5G into the existing LTE networks, but poses interesting requirements to small cell networks and 
to the traditional network equipment integration paradigms, introducing a management framework for 
enabling the support of legacy 3GPP RATs (LTE) and non-3GPP RATs (WiFi), which are considered as part of the 
future 5G RAN, acting as 5G infrastructure on its own right. 
 
This work has a highly relevant impact on the 5G ESSENCE, and especially in the cSD-RAN Controller function, 
which collects the most significant aspects of this standardization work in order to align its contributions with 
the standardization path, fostering the adoption of 5G ESSENCE technologies in real 5G networks. 
 
 

3.1.2 3GPP High-level Network Architecture 

 
As it is shown in Figure 3, the high-level network architecture can be seen as an evolution of the 4G 
architecture, but simplifying the 5G Core in a combined function that terminates the control plane and the user 
plane in the AMF/UPF entity. Besides that, the standard considers from the very beginning a heterogeneous 
network composed with a mixture of 4G and 5G nodes, defining the concept of the NG-RAN node as either 
gNBs, providing NR user plane and control plane protocol terminations towards the UE; or an ng-eNB, providing 
E-UTRA user plane and control plane protocol terminations towards the UE. 
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For coordination purposes, the gNBs and ng-eNBs are interconnected with each other by means of the Xn 
interface. The gNBs and ng-eNBs are also connected by means of the NG interfaces to the 5GC, more 
specifically to the AMF (Access and Mobility Management Function) by means of the NG-C interface and to the 
UPF (User Plane Function) by means of the NG-U interface. 
 
 

 
Figure 3. Overall Architecture defined in 3GPP TS38.300 [3] 

 
This just describes a very high-level architecture, but gives a very good insight of what potential 
implementations can be expected for the first wave of 5G technology. 
 
For the 5G ESSENCE this overall architecture defines the 5G interfaces that Edge Clouds can use for 
coordination and mobility purposes, as well as how these elements can also co-exist with a macro network 
overlay, and being connected to the 5G core.  
 
In that sense, these interfaces will be implemented by the cSD-RAN Controller, as it is responsible of executing 
the RRM and Layer 3 functions of the Small Cell RAN in order to provide the required degree of coordination. 
Following this idea, the cSD-RAN Controller will also implement the network interfaces towards the 4G Core, 
the EPC, in order to support the Option 3 of NSA 5G NR, where both the eNB and the EN-gNB are connected to 
the core network implementing a S1 interface. 
 

3.1.3 3GPP Functional Architecture 

 
As the need of supporting the different 5G Use Cases, a functional architecture has clearly emerged from the 
standards, defined a very simple, highly modular and flexible functional architecture for tackling with the 
different 5G requirements. 
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Figure 4. 3GPP Functional Architecture defined in 3GPP Release 15 

 
This simplistic architecture, together with the different protocol stack splits defined in the document 3GPP TR 
38.801 [5], provides the required flexibility for dynamically allocate network functions or protocol stack layers 
in those functional elements for supporting different use cases. 
 
Those functional elements can be also stacked in different manners for achieving different network topologies, 
covering thus a broad number of practical scenarios. In this sense, different splits can co-exist in a single 
network or in the same cloud infrastructure for covering different use cases or services. As we will analyze later 
on, the selection of the specific allocation of the different network functions, has a relevant impact on the use 
cases that a given 5G network implementation can support. 
 
The 5G ESSENCE is using that functional architecture for defining the functions that can be deployed in the 
different elements of its solution architecture, which mainly include the CESC and the Edge Data Center. 
 
In that sense, a crucial observation can be made about the real time requirements of the network functions, 
being able to define Non-Real Time RAN network functions and RAN Real-Time network functions. The RT 
requirements execution defines as well the sensitivity to the latency and jitter of this precise function within an 
e2e service chain. In that sense, we can consider the RRC and PDCP layers Non-RT RAN functions, for the RT 
constraints they have, the RLC as a soft or Non-RT RAN function and the MAC and PHY layers as RT RAN 
functions because their inherent RT execution constraints. 
 
Within this functional architecture, there is a big degree of freedom for placing VNFs in the different network 
elements defined as CU, DU and RU, but there some consensus amongst the industry and the operator 
community for placing Non-RT functions in the CU and RT functions in the DU, being the RU the most 
paradigmatic example of RT RAN element. 
 
 

3.1.4 5G Transport Network 

 
As a complementary work to the 3GPP specifications, the ITU-T and the ETSI have been working on providing 
feasible network topologies providing highly relevant insights on the implementation path for the new 5G RAN 
architecture, defining topologies feasible of supporting the above-mentioned use cases and technologies. 
 
The document TD78r2/G “Transport network support for IMT-2020/5G”, ITU-T SG15 agreed in the plenary 
meeting of Geneva, in June of 2017 defined a set of potential network topologies that will drive the 
development of network equipment, as have deep implications in how operators will deploy 5G networks. This 
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document also conceptualizes the different network segments proposing some initial numbers to consider for 
the fronthaul, mid-haul and backhaul networks. 
 
In the  
Figure 5, we can observe just a potential implementation of the 5G transport network with the different 
elements defined in 3GPP standards, which now appear as key pieces of the 5G RAN. 
 

 
 

Figure 5. Example of 5G RAN transport network following 3GPP Rel.15 standards 
 
In this sense, we can see how elements can be separated or aggregated according to the specific needs of the 
operator, having an gNB that combines the RU, CU and DU functions, and having as well Mobile Edge 
Computing Clouds (MECs) located in different network segments in order to properly support different services 
and use cases. 
 
This document also outlines some of the possible network parameters which are also relevant to the 5G 
ESSENCE, in order to determine where the 5G ESSENCE Edge Cloud including the cSD RAN Controller can be 
deployed. 
 
Those parameters can be found in the following table: 
 

Table 1: Proposed Values for 5G transport networks 

 
Parameter Proposed Values 

 

Network reach 
Fronthaul: Less than 20 km 

Mid/Backhaul: Less than 200 km 
 

Estimated values for network bandwidth 
Fronthaul: N x 10 G or higher (e.g. 25 G) 

Middle/Backhaul: N x 100 G or beyond 100 G 
 

Estimated values for latency allocation 
UE – CU: less than 4 ms (Tentative) 

 

Estimated interface type 

Fronthaul: eCPRI, RoE (IEEE 1914) … 
Middle/Backhaul: 100 GbE or beyond 100 GbE 

(over OTN) 
 

Slicing 
Each service should be isolated at layer 2 or 

higher (e.g. VLAN, etc.) 
 

Synchronization 
TBD (GPS-based synchronization) 

 

OAM 
Packet network based OAM (e.g. E-OAM) 
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Besides those network parameters, many real 5G RAN implementations will be based in non-ideal transport 
networks re-using some of the existing assets in order to leverage their current investments. In those scenarios, 
the network function distribution can change significantly in order to adapt the execution of the real time 
functions of the 5G NR protocol stack to the specific characteristics of a transport network in terms of 
bandwidth, latency and jitter. 
 
 

3.1.5 The cSD-RAN Controller within the Edge Cloud 

 
As defined above, the 5G ESSENCE Edge Cloud is composed by a heterogeneous mixture of CESCs and a Main 
Edge Data Centers that constitute a distributed Edge Cloud as a whole. This Edge Cloud coordinates multiple 
services, operating on different Radio Access Technologies, providing the resource abstraction of various site 
types, managing different RAN resources in real time for delivering an optimized service and enhanced quality 
of experience to the served users.  
Multi-RAT Dual Connectivity is introduced for enabling on-demand network deployment for RAN non-real time 
resources. A virtualized control plane and programmable user plane enable an efficient virtual network function 
orchestration to ensure that networks can select corresponding control-plane or user-plane functions according 
to different service requirements. The cSD RAN controller abstracts and analyses the network capabilities in 
real time to implement network optimization, but also exposing those network capabilities in the form of a 
Network Exposure Function for service delivery, enabling in the Edge Cloud end-to-end network slicing and 
network resource management. 
 
The evolution towards the CUPS architecture together with the introduction of the 5G Core Network functions 
which are spread over the network in order to efficiently support network distribution, allow to identify a 
suitable architecture that abstracts the different network functions and provides the crucial control plane and 
user plane separation as can be seen in the next figure, which abstracts the two-tier data center and the Small 
Cell PNFs into a single SDN system architected through CUPS. 
 

 
 

Figure 6. 5G ESSENCE Edge Cloud system architecture 
 
This architecture is as far as we know, the first formal architecture for a 5G Edge Gateway following the Rel. 15 
specifications, as considers the new 5G Core distribution together with the new functional architecture defined 
by 3GPP that boosts the virtualization of the different network functions into a distributed data center. 
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The separation of the control and the data plane is basically enabled by the use of the SDN controllers offered 
by OpenDayLight, which allows to have, together with a virtualization environment, typically OpenStack or 
Dockers with Kubernetes in order to supported distributed datacenters, a fully separated control plane from 
the data plane, allowing to dynamically scale in the Edge Cloud the User Plane Functions of each RAT according 
to the specific resource allocation matrix defined by the cSD RAN Controller, which has been decomposed as 
well in different virtual network functions (cRRM, Cloud SON) located in different planes (Control Plane, 
Services Plane). 
 
These technologies, allows implementing different protocol stack splits which are specific per network slice, as 
stated before. Those splits can be spread across different datacenters and or small cell PNFs, as we assume as a 
system requirement to be able to integrate part of the existing asset of 4G small cells as part as the potential 
RAN for 5G ESSENCE solutions, as are suitable for virtualizing some L3 and PDCP functions, continuing executing 
the rest of the protocol stack at the PNF itself.  
 
From an architectural point of view, which provides the initial implementation guidelines, we can clearly 
differentiate three different SDN domains: 
 

 Control Plane Function: This layer integrates the protocol stack of the different RATs (5G, 4G, WiFi), as well 
as the resource abstraction and cross-RAT cRMM function together with the distributed 5G Core functions 
that allows to deploy some local core functions in the Main Datacenter. This control plane is able to encode 
and process protocol stack headers and information elements in order to properly route and manage the 
dataplane over the different RATs, implementing inter-RAT coordination using logical X2 or X2 interfaces 
amongst the different RATs. 
  

 User Plane Function: This function abstracts RAT independent dataplanes using techniques like Zero-Buffer 
Copy and DPDK for latency optimization in order to perform efficient traffic delivery and service 
optimization by means of implementing common sequence numbers for service continuity and improved 
mobility, being able using the common routing functions for linking network slices with the corresponding 
core networks of the different tenants or operators connected to the 5G ESSENCE Edge Cloud. This layer 
also introduces the enhanced slicing by means of deploying NSSF and NEF which allow selecting the set of 
Network Slice instances serving the UE, determine the AMF Set to be used to serve the UE and to expose 
capabilities and events to other NFs like Application Functions or the Edge Computing Orchestrator.  
 

 Common Services Function: which provides common services to the system like the management or 
orchestration services like the ones offered by the CESCM (VNFM), the EMS, the Cloud-SON function, virtual 
routing functions, Content Caching management functions that configure the offloading policies to follow in 
the UPF, the CDN management, managing the local content database replication and update policies, as 
well as other external services that are common to the different operators and not slice-specific. 

 
Then, we can conclude that this architecture fulfils the 5G ESSENCE project requirements for covering the 
envisioned 5G use cases to support in the project in the pilot work packages while being 100% to the current 
3GPP 5G standardization path. 
 
 

3.2 Orchestration strategy 
 
Cloud automation provides description and coordination between different tasks. Moreover, it enables the 
setup of multiple VM using identical configurations using, as an example, a single script written in Puppet, an 
open source software configuration management tool that defines application using English-like command. In 
the other hand, cloud orchestration presents a step forward of cloud automation by guaranteeing security and 
order of each task. 
 
 As a part of could orchestration, we need the NFV orchestration.  That’s what NFV NANO is for. NFV MANO’s 
working group defines the framework for the management and orchestration of all resources in the cloud data 
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center including computing, networking, storage, and VM resources. The main objective of this concept is to 
allow a flexible and rapid spin up of the network components on the fly. 
 
In the framework of the cSD-RAN Controller the orchestration strategy is related to deploy the different 
instances and slices of the protocol stacks of the different RATs deployed in the cSD-RAN Controller, in a way 
that can cooperate with the set of Radio Resource Management algorithms for being able to meet the SLAs of 
the different services delivered by the 5G ESSENCE infrastructure. 
 
The following Figure 7 presents the framework of NFV MANO of the European Telecommunications Standards 
Institute Industry Specification Group (ETSI ISG NFV). The architecture has three important components: 
 
 NFV Orchestrator (NFVO): Responsible of on-boarding of new Network Service, its management 

(instantiation, scale-out/in, performance measurements...), and its lifecycle. Also, it has a global vision of 
the resources. therefore, it ensures a validation and authorization of NFVI resource requests. 
 

 VNF Manager (VNFM): Responsible of the lifecycle of VNF instances and the scaling up/down of the VNFs 
which results in scaling down/up of the CPU usage. Also, it ensures the fault, configuration, accounting, 
performance and security management of VNFs. We can have multiple VNFM managing separates VNFs or 
only one managing all the VNFs. 

 
 VIM: Manage the lifecycle of the virtual resources in an NFVI domain, which is physical (server, storage etc.), 

and virtual resources. It Controls the NFVI compute, storage, and network resources. 
 
As it is descripted above, we can have multiple VIM for the same service. Here it comes the important of NFVO 
who manages and coordinates the resources from different VIMs. Also, we can have multiple VNFMs managing 
their VNFs, here again it comes the role of NFVO to manages and coordinates the creation of each service that 
involves separates VNFs. 
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Figure 7. MANO architecture of the work group of the ETSI Industry Specification Group (ETSI ISG) 

 
The ETSI MANO is not really sufficient to handle what is needed in real world. Here comes the role of 
orchestration software like OpenStack and others. That presents a part of the VIM architecture of MANO.  
 
Let us take the example of OpenStack, a software tool to build and manage cloud computing platforms for 
public and private cloud, it enables users to deploy VMs that handles different tasks on the fly. It makes the 
scaling of the cloud easy by spinning up more instances using images that someone else has already created. An 
OpenStack compute cloud is not very useful only if we have virtual machines images. 
 
OpenStack offers many images that we can use to create our VM, with different formats: AKI/AMI/ARI, ISO, 
OVF, QCOW2, Raw… The most used one is QCOW2 since it supports snapshots. Therefore, a raw image is 
converted directly to a QCOW2 image. 
 
Figure 8 presents the Dashboard of OpenStack and the images available. In this case we have one image Cirros. 
  
Figure 9 presents the details of this image (ID, Size, Disk Format, Container Format…). 
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Figure 8. OpenStack’s dashboard with the image available 

 

 
Figure 9. Details of the image Cirros 

 
Also, we have the possibility to add our own image using Create image, as it is presenting in Figure 10. 
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Figure 10. Template to create images 

 
 

3.3 SDN and NFV 
 
In the process of transforming an infrastructure-centric network into a service-centric network, we are 
promoting a crucial paradigm change, as now, the infrastructure itself is just a needed asset for delivery the 
service, so enabling the required flexibility for delivering differentiated services supporting very diverse QoS 
parameters and SLAs with a common infrastructure becomes a very basic requirement in order to stimulate the 
adoption of 5G with a reasonable TCO for the operator. 
 
The technologies that can promise this new degree of flexibility are SDN and NFV, and it is widely recognised 
that are pre-conditions for every single realistic 5G solution realization, so they should be part of the building 
blocks of the solution in order to guarantee a future-proof design of a cSD-RAN Controller that can be 
integrated in functional 5G networks where the network densification and network distribution become more 
and more relevant for supporting 5G network KPIs. 
 
The cSD-RAN Controller is essentially targeting to be deployed for managing a given abstract set of radio 
resources, so depending on the network density, different controller instances can be deployed as long as the 
number of radio nodes grow in a certain geographical area in order to meet the service requirements in terms 
of capacity and latency. In a 5G ESSENCE Edge Cloud, the cSD-RAN Controller implement the pure RAN network 
functions, and depending on the small cell RAN density, different instances of this network function should be 
deployed in the Cloud Edge Datacenter.  
 
As stated before, cSD-RAN Controller coordinates clusters of radio nodes operating on different standards, 
deployed in various sites with specific RAT combinations and carriers managing multiple tenants and services, 
and deploying in each small cell cluster a certain protocol stack split with a given set of RAN real time resources 
that require a number of computing resources to be executed. 
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In order to coordinate these cell clusters, a generalized Multi-Connectivity Framework is introduced in the 5G 
ESSENCE to abstract the utilization of Multi-RAT Radio Resources, using a centralized management entity. This 
central feature implies to enable setting up on-demand network deployment for non-real time RAN resources 
and real-time RAN resources for different network slices and or end-to-end network realizations for covering 
special use cases, like C-RAN scenarios.  
 
5G ESSENCE Edge Clouds are targeting supporting different cSD-RAN entities, using both static, semi-static and 
dynamic policies based in new generation network analytics solutions natively integrated with the 
orchestration system. Control Plane & User Plane Separation, together with component-based control plane 
network functions and programmable user plane entities empowers an advanced network function 
orchestration that a flexible framework for network softwarization, where different network slices can be 
realized selecting the optimal control-plane and user-plane functions according to the specific network service 
requirements and underlying radio infrastructure. 
 

3.4 Interfaces for multi-connectivity and inter-RAT coordination 
 
The interfaces selected for performing inter-RAT radio resource management coordination and multi-
connectivity resource coordination are the ones standardized by 3GPP for both 4G and 5G.  
In this sense, and in order to be compliant with the different standards providing an open definition of these 
interfaces, the natural selection is X2AP and X2-U using the procedures and information elements defined in TS 
36.413 [79], XwAP and Xw-U using the procedures and information elements defined in TS 36.463 [55] and 
XnAP and Xn-U using the procedures and information elements defined in TS 38.463 [91].  
 
Those interfaces allow a complete coordination amongst 4G, 5G and WiFi, enabling the Multi-RAT Dual 
Connectivity framework and the generalized spectrum aggregation solution envisioned in the 5G ESSENCE 
project. 
 
 

3.5 Control plane User Plane Separation between the cSD-RAN Controller (Main 

DC) and the radio unit (Light DC) 
 
Even though the CUPS architecture was defined in the 3GPP Rel.14 for LTE, it lays the foundation for the 5G 
Core and network architecture, as the CP/UP disaggregation goes along with the Distributed Data Center 
approach which evolves into the Cloud Edge Data Center proposed in the 5G ESSENCE.  
 

 
Figure 11. CUPS Architecture for the 4G Core Network dataplane 
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This is a key technology and architecture that promotes a much more distributed network by means of 
distributing the User Plane Function into multiple Edge Gateways that allows reducing E2E service latency and 
transport network optimization. This new architecture, allows to deploy user plane functions flexibly (e.g. 
centrally or closer to the RAN) while the control plane functions could still remain centralized. 
 
On the other hand, CUPS defines a native SDN architecture using as the network softwarization as the main 
enabler for locating and scaling the CP and UP resources of the core network nodes independently, allowing as 
well an independent evolution of the CP and UP functions, exploiting the Software Defined Networking 
paradigm to distribute the user plane data more efficiently across the network. The SDN principles are the 
foundation of the Distributed Datacenter proposed by either SESAME and 5G ESSENCE, so this technology will 
play a central role in the 5G ESSENCE project, being introduced in the system architecture from the very 
beginning. 
 
In both  

Figure 12 and Figure 13, can be observed a realization of the CUPS architecture in the 5G ESSENCE for two 

different protocol stack split options for different realizations of the same cSD-RAN Controller architecture. 
 

 
 

Figure 12. Network Functions of the 5G Protocol Stack VNF in 5G ESSENCE cSD-RAN Controller deploying a 5G 
small cell RAN using a protocol stack split Option 1 

 
In the previous figure, the separation of the control plane and user plane processing is achieved through 
directly implementing the user plane function between the UPF function of the 5G Core and the small cell, 
defining the TEIDs of the GTP interface at the network interface of the small cell using the Cell Control interface, 
which defines the different buffers and sockets to be used in the remote radio node. 
 
For the sake of clarity and for simplifying the overall picture, we are not showing the cRRM and the Multi-
Access Resource Abstraction functions that conform the upper layer, Multi-RAT radio resource management 
function. 
  
In that sense, in this scenario the cSD-RAN Controller implements the Protocol Stack VNFs, the cRRM and the 
Multi-Access Resource Abstraction function that constitute the Control Plane functions for this particular 
network slice or RAN implementation.   
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Figure 13. Network Functions of the 5G Protocol Stack VNF in 5G ESSENCE cSD-RAN Controller deploying a 5G 

small cell RAN using a protocol stack split Option 6 
 
Need to be included the text of the evolution of the CUPS concept in 5G, which generalizes the Control Plane 
User Plane separation by means of virtualizing the protocol stack. The CUPS concept is extended to the CU and 
DU network entities, and thus to the protocol stack layers deployed there. In our case applies to the Edge 
Datacenter. 
 
 

3.6 Monitoring solution for the cSD-RAN Controller 
 
The proposed solution to monitor the cSD-Ran controller is based on the Prometheus monitoring system, 
obtaining filtered data from the cSD-RAN Controller, which uses a custom exporter that exposes useful metrics 
that are read and used by Prometheus, but the monitoring solution should also supervise the data relevant to 
network and applications, along with radio data, to have in account all the possible QoS loss causes of the 
overall system.  
The most important parameters to monitor concerning the whole service are separated as standard, when it 
has to be measured in every use case, and use case specific. 
 

3.6.1 General and Use-Case Specific Metrics 
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Standard: 
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 Bytes received 
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 Successful message delivery 
 
Application  

Standard: 
 Resources used by application 
 Requests per second 
 Availability 
 Traffic from/to application 
Use case specific: 
 MB/second transcoded 
 File accesses (popularity) 
 Last access to file  

 
Radio 

Standard: 
 PRB utilization per cell 
 Total bandwidth used 
 Signal quality to UE 
Use case specific: 
 E2E delay  
 Signal strength to UE 
Transmission power  

Standard: 
 Signal quality 
 Signal strength 

 
Exporters to be developed  

Standard: 
 Access time to small cell 
 Connection saturation per small cell 

 
 

3.6.2 Network Slices to be compliant with the radio resources  

 
There are some requirements that the RAN controller has to fulfil in order to support network slicing, as 
numbered in [32]. It is mandatory that those are achieved and the way to check if a violation regarding the 
requisites is taking place is by monitoring concrete parameters, which will show values out of specified valid 
working intervals. 
 
 Maximization of the utilization among multiple slices of RAN resources and hardware/software platforms: 

Usage of dedicated and shared resources to support and coordinate multiple common virtual networks 
infrastructures and transport links (fronthaul/backhaul) to maximize the overall efficiency. To monitor this 
parameter, it is possible to measure the utilization of each small cell to check if the utilization percentage is 
lower than expected. 
 

 Identification of slices to make it recognizable by the RAN: 
RAN is not able to base the resource prioritization on users or groups, so, it is hard to detect a variation on 
the QoS based on RAN. The cSD-RAN Controller should be able to differentiate the slices to manage 
priorities, guided by S-NSSAI (Single Network Slice Selection Assistance Information) mentioned in section 
4.5. Different KPIs used to calculate the QoS of the service are useful to monitor if this condition is being 
achieved, like comparing the usage of slices of users with different priorities. 
 

 Traffic differentiation tool to manage the behaviour over slices or services: 
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This mechanism should support the differentiation between types of traffic over radio and transport 
interfaces. The measurement of latency / bandwidth between known types of traffic is an option to 
measure this parameter. 
 

 Slice isolation and protection mechanism: 
It is vital to have a mechanism to protect the traffic over RAN E2E slices. In case none of the existent LTE 
restriction and admission control tools are valid for E2E slicing, a new one will have to be developed. Loss of 
service detection is a good approach to realize if there is an attack between slices or to one slice that affects 
another one. 
 

 Slice Management to operate new services: 
The cSD-RAN Controller should include the capacity to manage and create the network slices to host 
services, based on decisions and the RRM. Those services have to maintain the QoS based on previously 
agreed KPIs. 
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4 Network Slicing in 5G Radio Resource Management 

4.1 State of the art of virtualization  
 
Communication networks have been constantly evolving in order to initially support switching like type of 
services, where voice communications where prominent, and afterwards incorporate a myriad of rich packet-
based network services, basically forcing the introduction of new network elements on top of the existing 
infrastructure without removing the dependencies related to legacy technologies. Moreover, communication 
networks have historically had a strong dependence on dedicated and monolithic hardware, making these 
infrastructures very rigid and expensive to operate and maintain.  
 
This way, making changes or launching new services or products often involves long periods of time because of 
this rigidness. Indeed, the inclusion of new functionalities is often delayed by the need for economies of scale in 
order to manufacture a new and specific network hardware as well as by the long standardization process and 
different interests of vendors and operators.  
 
Virtualization is a solution to this problem. Server virtualization started back in the early 1960's and was 
launched by International Business Machines (IBM), Bell Labs and General Electric (GE). On the other hand, 
Unix, as one of the most famous multi-user operating system, was the first step towards virtualization at the 
user and workspace level. In this case, multiple users share the same hardware elements, like CPU, memory or 
hard disk. 
 
One step further into this trend is the application of the virtualization paradigm to communication networks. 
Virtualizing a network consists of separating software from HW and network infrastructure so that the network 
functionalities become independent of the physical element, but this is not an insignificant requirement at all, 
as many communication standards rely on hard real-time execution constraints. Network virtualization is 
composed of two technologies: Network Function Virtualization (NFV) and Software-Defined Networking (SDN). 
In NFV the same server can be used for several purposes depending on the software installed on it, and it is 
possible to package each network function in one or more virtual machines in order to decide where to execute 
them. However, this is not a trivial process and hardware resources must be allocated with great precision in 
order to achieve high and predictable performance.  
Moreover, at the same time, these network functions must be interconnected with each other in a coherent 
and coordinated way and, in many cases, the service architecture and the technology itself require a certain 
degree of centralization to efficiently deliver the service according to a contractual set of SLAs, as well as the 
participation of a service provider that efficiently manage and optimize this infrastructure.  
 
In this domain, 5G ESSENCE proposes a highly flexible and scalable 5G small cell network solution by means of 
leveraging the paradigms of edge cloud computing and Small-Cell-as-a-Service (SCaaS). In such context, it´s 
needed to transform current network implementations to make them much more flexible, nimble, elastic and 
mouldable infrastructures. A 5G network infrastructure must be flexible enough to meet the adaptation 
requirements in a better way to the quick pace imposed by the evolution of the digital services. To that end we 
have network virtualization as a significant leap to ensure the requirements of the 5G ESSENCE. With respect to 
the need of a central entity that manages the interconnections between network functions, the 5G ESSENCE 
proposes the use of a cloud and Software-Defined (cSD)-RAN controller. 
 
The main advantage of this concept is that various network nodes can be installed on the same infrastructure in 
such a way that it will be possible to share capacity amongst them. Therefore, when there is an increase in the 
demand of a specific node, instead of upgrading or purchasing new network devices, the capacity allocated to 
each virtual node could be balanced via software in a dynamic way and according to the current needs. At the 
same time, from the point of view of management and investment, Virtualized Network Functions (VNFs) are 
more efficient than traditional ones. The installation and configuration will be carried out in a more automatic 
way, making the process more economical while also making the network resilient and simplifying the 
management of the functions already installed.  
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We can conclude that virtualization is crucial for the future of telecom industry. In particular, NFV 
orchestration, that spins up virtual machines and containers according to the operator requirements, results of 
paramount importance for the reduction of CAPEX and OPEX. Therefore, the challenge today is to choose the 
best orchestrator for our virtual environment.  
 
The market provides many options depending on the specific needs. There are hypervisors for virtual machines, 
Dockers for containers and the last trend in this domain are projects to join both technologies, as Magnum and 
Kata containers, proposed by OpenStack, do. 
 
 

4.2 Comparison between virtualization types 
 
The more classical approach to virtualization is presented by Virtual Machines (VMs). In this case, each VM 
comes with its own operating system, on which applications run. The virtualization happens on the hardware 
level, in that the virtualized OSs interact with virtualized hardware that the hypervisor (virtual machine 
monitor) de-multiplexes onto the real hardware.  
This virtualized hardware can either be completely transparent to the operating system, in which case a certain 
amount of hardware support is needed from the system (in the form on virtualization extensions on the CPU). 
Alternatively, the virtualized OS itself can be changed to be aware of its situation as being run as a virtualized 
OS, using special “paravirtualized” drivers to interact with the real hardware. This increases performance at the 
cost of needing changes to the guest OS. A combination of those two approaches is also possible, using CPU 
virtualization extensions but also paravirtualized drivers, for example. 
 
Furthermore, from an architectural point of view, there are two popular ways to set up virtualization. A “type-1 
hypervisor” runs directly on the hardware. All hardware access is then granted by the hypervisor. This is a 
typical setup of enterprise-grade virtualization, such as VMWare ESX, Microsoft Hyper-V, or Xen. Conversely, a 
“type-2 hypervisor” runs inside a host operating system, from which it requests the resources that it requires to 
run guest VMs. The best-known example of this is KVM, which runs on a Linux host system and starts guests 
from there. 
 
In the last years, another new virtualization concept has become extremely popular. Containerization, or 
lightweight virtualization, uses a different level of abstraction. A virtual machine provides the abstraction of the 
hardware, whereas containers provide and abstraction of the OS, which means that all containers in the same 
host share the same OS kernel.  
This often means that a server with containers can support many more applications than with virtual machines. 
With respect to 5G ESSENCE terminology, an application is a VNF and a use case is a set of applications. In this 
case, since the number of VNF is supposed to be big enough, using containers is more advantageous than using 
virtual machines. Moreover, containers have another advantage over VM, which is the low overhead that 
allows containers to be launched quickly. This improves the performance of the KPIs related with latency.  
 
However, containers have important drawbacks that can prevent them from being the optimal solution. First, 
containers are not as secure and cannot assure the required levels of isolation in the provisioning of the 
network slices since they are sharing the kernel. Because all containers share the same operating system kernel, 
any successful attack on it compromises all containers on the system. Conversely, hypervisors provide a high 
level of isolation for each virtual machine, meaning that each virtual machine has its own guest OS. 
 
In Figure 14. , we present the architecture of three VMs running on the same hardware (on top of a type-1 
hypervisor), with possibility of having more if the resources of the physical hardware allow it. Each virtual 
machine runs an application which is in our case a virtual network function. 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   59/212 
 

 
Figure 14. Basic VM architecture 

 
In Figure 15 we present the architecture of three containers, also with the possibility of having more if the 
resources allow it. A container is a network function with its binaries and libraries, sharing the kernel with other 
containers that are running on the same hardware. 
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Figure 15. Basic Container architecture 

 
The next table summarise the comparison between VM and containers, with focus on the main characteristic 
that are relevant for the 5G ESSENCE use cases. 
 

Table 2: Comparison of VM and containers 

Technology Shared kernel Capacity Overhead Security Isolation 
 

VM 
No Low High High High 

 

Containers 
Yes High Low Low Low 

 

 
 

4.3 Virtualization Framework to blend Containers and Virtual Machine benefits 
 
For facilitating the realization of an open and multi-vendor virtualization framework, the 5G ESSENCE proposes 
a heterogeneous architecture, highly flexible, in which containers run inside VMs, allowing to drastically 
reducing the virtualization overhead and makes the system more efficient and dynamic.  
Moreover, we benefit from the high security and isolation of VM and the fast deployment and the high capacity 
of containers. 
 
Figure 16 shows another area in which VM present a great place to host containers, is by making the 
communication between different services of VM and containers possible. For instance, if you have an 
application running on a container or set of containers they can communicate with another server (data base as 
an example) running in a VM. 
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Figure 16. Virtualization Framework with Containers embedded into VMs 

 
This architecture presents a big benefit for the 5G ESSENCE use cases, by giving us multiple options adapted to 
the requirement of each use case.  
For example, in 5G E2E Slicing for Mission Critical Applications a Group Communication Service application will 
support one-to-one and one-to-many communication services with extremely low-latency which mean that we 
need to deploy the VNF inside a container, since it has a very low overload.  
At the same time, we need to ensure security and isolation between different tenants, which makes the use of 
those containers inside a virtual machine is the optimal solution. 
 
In  
Figure 17, we present the integration of this solution inside the architecture of the 5G ESSENCE. In this figure 
we are not presenting the split between the user and the control plane, since it is not the goal of this section. 
But we do so in section 5.3. 
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Figure 17. Example architecture of the cloud edge cSD-RAN Controller using Dockers and OpenStack 
 
 

4.4 RRM-oriented network slicing 
 
Before talking about what is network slicing, we have to define its origin idea which is the Infrastructure as a 
service (IaaS) of cloud computing. Through which different tenants share resources (computing, networking and 
storage), in order to create different, isolated and fully functional virtual networks on a common infrastructure. 
Network slicing is a form of virtualization using the principles of Software Defined Networking (SDN) and 
Network Function Virtualisation (NFV) in fixed networks. In other words, is a set of VM where a set of VNF are 
instantiated and connected through a Virtual Local Area Network (VLAN). This allows different virtual networks 
to share the same physical infrastructure. 
 
In the case of the 5G ESSENCE, a single physical network will be sliced into multiple use cases and services with 
different requirements on the network that vary enormously. For example, Mission Critical Push to Talk 
(MCPTT) application requires low latency but not necessarily a high throughput. Although, 5G Edge Network 
Acceleration at a Stadium requires both, low latency to fully exploit the ''real-time'' video broadcast and high 
rates to support different video qualities demanded. 
 
In this case, a network slice is a set of virtual network functions with specific resources, capacity, connectivity, 
coverage and network topology. Thus, depending on the requirements those functions can be deployed inside 
virtual machines or inside containers. 
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In order to understand how a service is going to be assigned to any special slice, we need to know the 
relationship of the cSD-RAN controller and the CESCM, which is in charge of providing the interfacing of the 
Edge Cloud infrastructure towards Mobile Edge Computing services as well as the core services, exposing to the 
cSD-RAN controller the technical requirements and QoS or SLA attributes that will be analysed in order to 
instantiate a network slice. 
 
In order to automate the network slice creation, the 5G ESSENCE infrastructure use Network Slice Blueprinting, 
which is a complete description of the structure, configuration and the workflow for how to instantiate and 
control a network slice during its life cycle.  
This enables the instantiation of a network slice easily and rapidly depending on the demand on a given Edge 
Cloud according to its available resources, logically separating the definition or characterization of a network 
slice into two components: Network Connection Service and Network Resources Service. 
 
In the 5G ESSENCE solution, the Network Connection Service describes the service characteristics in terms of 
connectivity and radio level performance. Then, the Network Connection Service defines the technical features 
or attributes that govern the performance of a given slice, as well as the real-time protocol stack resources to 
deploy in the CESC and in the cSD-RAN controller to meet the QoS requirements or SLAs of the service.  
 
The main parameters used for defining the Network Connection Service in the 5G ESSENCE are the following 
ones: 
 

 Latency Requirements: Maximum end-to-end delay in terms of milliseconds. 
 

 Jitter Requirements: Maximum mean deviation of the latency in terms of milliseconds. 
 

 Packet Loss Rate: Maximum Packet Loss rate for the service. 
 

 Guaranteed Bitrate per User (GBR): Aggregated guaranteed bitrate for the users that belong to this 
particular network slice. 
 

 Aggregated Guaranteed Bitrate per service (A-GBR): Maximum aggregated guaranteed bitrate for the 
whole network slice. 
 

 Number of Connected Devices: Maximum number of connected devices to this particular network slice. 
 

 Simultaneity Factor: Statistical simultaneity factor that can be applied to the different target KPIs of the 
service or network slice in order to calculate the guaranteed computational resources, networking 
resources and physical resources for a given service. 
 

 Mobility Error Ratio: Maximum Handover and re-direction failure ratio allowed for this service. 
 

 Device Type: Classification of the device classes in terms of UE category that can accede to the slice. 
 

 Radio Interface: Allowed RAT or RATs to be used for this service in the network slice. 
 

 Network Access Error Ratio: Maximum RACH failure ratio allowed for this service. 
 

 User Inactivity Profile: The user Inactivity profile indicates the concurrency or simultaneity that supports 
the network slice multiplexing users by quickly configure them in Idle Mode. 
 

 QoS Mapping: Mapping of the service to QFIs, QCIs or WiFi QoS profiles in order to calculate the pre-
emption characteristics of the service. 

 
On the other hand, in the 5G ESSENCE solution, the Network Resources Service models the available Mobile 
Edge Computing services deployed in the Edge Cloud, like local offloading, local IoT security services for 
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enterprise customers or a messaging and localisation service deployed as over-the-top application and a MCPTT 
service, as well as other potential application requiring low latency or special isolation, like creating a new 
operator-defined QFI or QCI, or network services offered by the Core Network like VoLTE, Location Services or 
network operator services in general like an Online TV Platform services. Other valued-added services like 
business analytics, charging services, can be also required in the form of platform services, requiring an API 
towards some services of the CESCM, like exposing some key Network KPIs at the Prometheus service. Besides 
this, the Network Resources Service also defines if the underlying service is going to be shared amongst the 
different tenants present in the network or if it is operator-specific. 
 
From the previous paragraphs, we can clearly define the separation of the different responsibilities in order to 
determine if the deployment of a given network service can be accepted, and if it requires the creation of a new 
slice or if the service can be assigned to any of the existing network slices already deployed, optimizing the 
service creation and service delivery time.  
 
In the 5G ESSENCE solution the cSD-RAN Controller is the component that exposes to the network orchestrator 
the assessment of the feasibility of implementing and deploying the proposed Network Connection Service 
according to the declared technical or connectivity requirements, and if there is any existing network slice that 
can meet the SLAs defined in the Network Slice Blueprint.  
For that purpose, the cSD-RAN controller, using the real time information of the different network resources 
using the Resource Abstraction Function, can provide information on the available and utilized resources, 
defining what QoS and guaranteed SLAs can offer or absorb the Cloud Edge infrastructure and the 5G ESSENCE 
RAN, and what is the probability of supporting the promised SLAs. The Orchestrator evaluates the probability 
comparing it with a threshold, and depending if the threshold is achieved or not, the network slice is deployed 
or not. 
 
On the other hand, the CESCM is the responsible for assessing if the network services that expects to use this 
new service or network slice are available in the 5G ESSENCE Edge Cloud or can be accessed through the 
operator´s core network. In that sense, the CESCM can check in its MEC services catalogue if the desired service 
or services are available and or if the operator´s core offers those services for the users that aim to utilize this 
end-to-end service. As a final check, the CESCM shall verify if the platform services are available before 
proceeding with the notification to the network orchestrator service creation. In this sense, the CESCM hosts 
similar functions to the NEF (Network Exposure Function) to help expose and publish network data and the NRF 
(Network Function Repository Function) to help other node discover network services. 
 
Following the statements defined in the previous paragraphs, we can define then the network slice creation 
workflow which is described in high-level as follows. The service creation API and the 5G ESSENCE Network 
Exposure Function of the 5G ESSENCE Main Datacentre provides the characteristics of the new service defining 
a set of metrics and service identifiers for the Network Connection Service and Network Resources Service. 
 
Those metrics and service identifiers (NSSI) are provided to evaluate the feasibility of deploying this service, 
being evaluated firstly the CESCM, determining if the end services are available in the MEC catalogue and or 
operator´s Core Network, and if they are, then the j target KPIs (NSKPI[j]) defined in the Network Connection 
Service are evaluated by the cSDRAN controller, comparing them with the achievable AKPIs, and after doing 
that, informs the orchestrator with the fulfilment probability in order to provide the required information for 
applying or discarding the system re-configuration related to the network slice deployment. 
 
If the success probability (slaProability) is higher than the SLA threshold, then the cSD-RAN Controller evaluates 
if the service can be delivered using an existing network slice by means of comparing the requested SLAs 
through the different KPIs, or it is needed to create a new network slice with a defined set of QoS parameters. 
If there is any available network slice that can absorb the new service at RAN level, the cSD-RAN Controller 
identifies the network slice which will absorb the new service, providing the Network Orchestrator the Network 
Slice ID (NSabsorberID) in order to associate the new service to this slice. In case there is no existing network 
slice that can absorb the service, the Orchestrator creates a new network slice according to the network slice 
KPIs, assigning the new service to this new slice. 
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If these pre-conditions are not met, the new service is discarded and the infrastructure will not deliver this new 
network service, notifying of the failure to the 5G ESSENCE service creation API 
 

Algorithm  Network Slice Deployment using Network Slice Blueprinting 

1: // Network Exposure Function receives a Network Slice Creation Request 

2: 
Collect and store the Network Resources Service & Network Connection Service 

information from the 5G ESSENCE service creation API  NSSI & NSKPIs 

3: if (NSSI(newService) ϵ {MEC Catalogue} ꓴ {NRF of the Core Network}) then { 

4:          evaluateQoS (NSKPI[j]) { 

5:                          For i = 1 to i = j do { 

6:                                          Compare (NSKPI[i], AKPI[i])  comparisonOutput[i] 

7:                          } 

8:                          generateSLAProbability (comparisonOutput[j])  slaProbability 

9:          }                 

10:          if (slaProbability > slaThreshold) then { 

11:                          if existNSabsorber (NSKPI[i]) = true then { 

12:                                          identifyNSabsorber (NSKPI[i])  NSabsorberId 

13:                                          notifyOrchestrator (NSabsorberId) 

14:                                          assignNewService (NSabsorberId, newService) 

15:                                          Start(newService) 

16:                          } 

17:                          else  { 

18:                                          createNewNetworkSlice (NSKPI[j])  newNetworkSliceId 

19:                                          assignNetworkSlice (newNetworkSliceId, newService) 

20:                                          Start(newService) 

21:                          } 

22:          }      

23:          else  discard (newService)  

24: } 

25: else  discard (newService) 

 
 

4.4.1 Network Slicing Architecture in 5G HetNets  

 
In [8], they divide network slicing architecture into three layers: Business Layer (BL), a Network Slice service 
Layer (SL) and an Infrastructure Layer (IL). BL is responsible for creating the desired use case and to trigger the 
building of NS based on a standard template that specify policies, SLA, requirement, logical resources and 
topologies. In order to create a template, the market provide many technology drivers such us: TOSCA, IBM’s 
Blueprint and r-LSA.  
In section 4.4.2 we propose the use of TOSCA. Beside its capability to orchestrate services, TOSCA can be 
integrated with other NFV orchestration technologies that are compatible with MANO. The BL layer is in 
contact with SL that is responsible of the life-cycle of a NS by making the deployment, instantiation, 
management, control, scaling and termination of the network slices. The IL supports real-time configuration of 
the cloud ecosystem and virtualization by the use of a cSD-RAN Controller. With respect to 5G ESSENCE 
architecture, we divide the IL into two sub-layers. Light DC for ultra-fast service and the Main DC for fast 
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services. This infrastructure includes a virtualization layer that is responsible for the abstraction of the physical 
resources. 
 

 
Figure 18. Three-Layer Network Slicing Framework 

 
 

4.4.1 The TOSCA Service Template and its mapping with NFV-MANO 

 
In [10], they define TOSCA as a language that aims to standardize the description of software application and its 
requirements to run in the cloud.  
 
In Figure 19, we present the architecture of a TOSCA template and its component, also its mapping with NFV-
MANO. A node presents an infrastructure component such us subnet, network, server or a software 
component such us services. Moreover, a relationship describes how those nodes are connected with each 
other. Both nodes and relationship are typed in order to define reusable entities and their properties. 
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Figure 19. The TOSCA service template and its mapping with NFV-MANO 

 
 

4.4.2 End-to-End Slicing at the Edge Cloud 

 
Network slicing is one the basic pillars for efficiently delivering diversified 5G services, being a key element for 
supporting multiple operators and services, constituting one of the foundations of the 5G ESSENCE network 
architecture evolution, as it plays an effective role in the Radio Resource Management framework, as it is in 
charge of the highest point of control of Service Admission Control or in other words, the Network Slice 
Admission Control. 
 
Based on NFV and SDN, the physical infrastructure of this network architecture consists of sites and two-tier 
datacenters. The 5G ESSENCE’s sites are small cells potentially supporting multiple RATs (5G, 4G and Wi-Fi) 
implementing the RAN Real Time virtual and physical network functions at both the Light DC and the small cell 
PNF as can be seen at the Figure 20. These RAN Real Time network functions have stringent computing 
requirements in terms of real time performance and require the utilization of specific dedicated hardware. 
5G ESSENCE targets supporting the different service requirements, creating the corresponding network 
topologies and its related virtual network function sets (network slices) for each service type using NFV on a 
unified two-tier architecture, where each network slice is separated as an individual logical network, which 
allows for heavily customizable service functions and independent O&M through the system´s EMS and the 
CESCM for leveraging a real multi-tenant infrastructure. 
 

 
Figure 20. 5G ESSENCE eMBB Slice 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   68/212 
 

 

 
Figure 21. 5G ESSENCE URLLC Slice 

 

 
Figure 22. 5G ESSENCE mMTC Slice 

 
As illustrated in the previous figures, eMBB, uRLLC, and mMTC are independently supported on a single 5G 
ESSENCE physical infrastructure where the orchestrator is deploying in each slice the precise combinations of 
NFVs at each DC for meeting the specific requirements of each service.  
 
eMBB slices have stringent bandwidth requirements, potentially deploying a cache in the Main datacenter, 
which acts as a local CDN enabling high-speed services located closely to the end users, reducing requirements 
of the backhaul network. On the other hand, the control and data plane termination points are located in the 
Main DC, which can be offloaded to the different operators. For the protocol stack split, there are different 
choices that address this service, but the real time functions will be executed in the PNF. 
 
URLLC slices have strict latency requirements, being applicable to remote management of industry 4.0 or 
autonomous and assisted driving. In order to reduce the latency, RAN real Time and non-Real Time processing 
function units must be deployed on the PNF in order to minimize the system latency. On the other hand, the 
and data plane termination point is located in the Light DC in order to minimize the latency providing local 
offloading to those services, and the control plane termination in the Main DC, which can be offloaded to the 
different operators. Other services can be as well, located in the Light DC, specifically adapted to the needs of 
the related service.  
 
The mMTC slices involve the management of massive connections, some specific services and security 
frameworks provided by the IOT server, small amount of data and signaling coming from smart metering, 
sensor networks and wearables. Those devices are not very sensitive to the latency, so the control and data 
plane termination points are located in the Main DC, being able to offload the service to different operators or 
using a local IOT server. For the protocol stack split, relevant NRT network functions can be located in the Main 
DC for optimally addressing this service, executing like before the real time functions, in the PNF. 
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The role of the orchestrator and the 5G ESSENCE Edge Cloud is highly linked with the 5G ESSENCE cSD 
Controller, as it is in charge of deploying the optimal virtual network function split for executing RAN Real Time 
functions, on-demand non-real time resources, service-specific functions, flexible coordination, and network 
slicing considering the optimal available resource pool that meets the QoS characteristics of the service. This 
resource pool considers the different RATs as well as the real time execution requirements of the different 
protocol stack layers and network functions in general, which are briefly defined below, as part of the resource 
abstraction strategy. 
 
The RAN Real Time functions include access PHY, MAC scheduling, link adaptation, power control, interference 
coordination, HARQ management, retransmission, modulation, and coding. These functions require strict real-
time performance and are typically executed in a combination of real time hardware, like a DSP or a FPGA, and 
others are executed in software using a real-time patch. The RAN Non-Real Time functions include mobility 
procedures including handover, cell selection and reselection, user-plane encryption, and multiple connection 
convergence. These functions require minimal real-time requirements supported latencies up to 100 of 
milliseconds and are suitable for being centralized. 
 
As an example, the 5G ESSENCE Edge Cloud integrates part or all of the L3 functions in the Edge Cloud in order 
to implement a single anchor for the data connection for having a unified connection management and session 
management, having thus a cooperative management of the QoS characteristics of the service or services 
offered to the system users aligned with their slice SLAs. 
 

4.5 RAN slicing management 
 
An end-to-end slice includes support for specific features and resources both in the Core Network (CN) part, 
referred to as CN slice, and in the RAN part, referred to as RAN slice. In 5G, a RAN slice provides a particular 
Next Generation RAN (NG-RAN) behavior and can be purposely designed to provide specific RAN capabilities 
(e.g. URLLC access) and network characteristics (e.g. coverage of an industrial park) to fulfil the access part 
requirements of the Protocol Data Unit (PDU) connectivity service associated with a given slice identifier, 
denoted as S-NSSAI (Single Network Slice Selection Assistance Information) within a given Public Land Mobile 
Network (PLMN).  
 
From a deployment perspective, the implementation of a RAN slice, denoted here as RAN Slice Instance (RSI), is 
likely to admit different possibilities as to how the NG-RAN infrastructure functions and resources are 
orchestrated, including how radio spectrum is distributed among slices (e.g. slice-dedicated or shared among 
several slices). 
 
The support of RAN slicing in 5G ESSENCE involves different components as illustrated in Figure 23. The core 
functionality for RAN slicing support consists of a set of management functions, collectively referred to as RAN 
Slicing Management Function in Figure 23, in charge of the lifecycle Management (LCM) of RSIs (e.g. creation, 
modification and termination of RSIs). Irrespective of its particular implementation, this RAN Slicing 
Management Function is expected to expose a set of management capabilities for provisioning and monitoring 
of RAN slices (e.g. information models and procedures to request the creation of a RSI based on templates, 
procedures to create a measurement job for collecting the performance data of RSIs, etc.).  
Accordingly, and in line with the terminology and service-based management concepts being currently adopted 
by 3GPP for the management and orchestration of 5G networks [9], the RAN Slicing Management Function 
plays the role of a producer of management services that can be accessed by one or multiple management 
service consumers via (eventually 3GPP standardized) service-oriented interfaces. Consumers of the RAN slicing 
management services in 5G ESSENCE are the operator of the 5G ESSENCE infrastructure itself (e.g. operator 
staff that accesses the RAN Slicing Management Function through web-based interfaces or GUIs) as well as 
other management functions (outside the scope of the 5G ESSENCE architecture) such as those in charge of 
end-to-end network slicing management. Also, a limited/restricted set of the management capabilities offered 
by the RAN Slicing Management Function might be exposed to the tenants of a 5G ESSENCE infrastructure 
through the CESCM portal after enforcing the desired exposure governance. The interactions between the 
management service producer and the management service consumer(s) are expected to exploit “Request-
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response" and/or “Subscribe-notify” models. Under the former, a management service producer is requested 
by a management service consumer to invoke an operation, which either performs an action or provides 
information or both. The management service producer provides response based on the request by 
management service consumer. On the other hand, the “Subscribe-notify” allows a management service 
consumer to request a management service producer to establish a subscription to receive network events via 
notifications. 
 
For the realization of its duties, the RAN Slicing Management Function shall interact with the set of PNFs and 
VNFs distributed in CESCs and Main DC that actually support the L1, L2 and L3 radio access capabilities of the 
5G ESSENCE infrastructure. These interactions can be based on a combination of both proprietary and 
standardized interfaces (e.g. 3GPP interfaces such as Itf-N or new service-based interfaces under study, TR-069 
interfaces, SON APIs, etc.).  
Through these interfaces, the RAN Slicing Management Function should be able to allocate and configure the 
necessary L1, L2 and L3 radio access functions and resources for the creation and operation of RSIs. For that 
purpose, the manageable characteristics of these L1, L2 and L3 radio access functions and resources shall be 
represented through the corresponding descriptors/data models.  
While not reflected in Figure 23, of note is that the interaction of the RAN Slicing Management Function with 
PNFs and VNFs can be also realized through intermediate management functions (e.g. EMS / OAM tools) that 
rely on proprietary interfaces for interacting with the network functions but expose standardized interfaces for 
the integration with the RAN Slicing Management Function. Last but not least, the RAN Slicing Management 
Function shall be also capable to consume management interfaces provided by NFV MANO (e.g. Os-Ma-nfvo) 
for e.g. lifecycle management of the Network Services (NS) and VNFs that are used to realize part of the radio 
access functionality. 
 

  
Figure 23. RAN Slicing Management Function in 5G ESSENCE.  
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Based on the above, next section 4.5.1 proposes a particular solution for the specification of the set descriptors 
necessary to parametrize the features, policies and resources within the radio protocol layers for configuring a 
RAN slice in the 5G ESSENCE.  
Based on the proposed descriptors, section 4.5.2 presents an example of RAN slicing configuration in a multi-
operator and multi-slice scenario. Finally, section 4.5.3 goes deeper into the realization of slice-aware RRM 
functions parametrized by means of the proposed descriptors. 
 
 

4.5.1 Descriptors for the configuration of radio access functions for RAN slicing 

 
This section presents a solution for specifying the configuration of the radio access functions of a RAN slice. In 
particular, it is proposed to specify the operation of each RAN slice through a set of configuration descriptors 
that parametrize the features, policies and resources put in place across the L1, L2 and L3 radio protocol layers 
distributed across the set of PNFs and VNFs that jointly provide the full radio access functionality in the 5G 
ESSENCE.  
 
An illustration of the proposed descriptors is shown in Figure 24. As shown in the figure, a RAN Slice Descriptor 
is introduced as the baseline descriptor that includes: the RAN_Slice_ID; the list of the S-NSSAI(s) and 
PLMN_ID(s) served through the RAN Slice; and a set of pointers to the configuration descriptors of the 
underlying radio protocol layers 3, 2 and 1 (L3, L2, L1) for the realization of the RAN slice: 
 
 L3 slice descriptor. L3 comprises the RRC protocol and RRM functions such as Radio Bearer Control (RBC), 

Radio Admission Control (RAC) and Connection Mobility Control (CMC) for the activation and maintenance 
of Radio Bearers (RB), which are the data transfer services delivered by the radio protocol stack. For each 
UE, one or more user plane RBs, denoted as Data RBs (DRBs), can be established per Protocol Data Unit 
(PDU) session, which defines the connectivity service provided by 5GC [3]. Depending on the selected split 
in a given deployment scenario, in the 5G ESSENCE architecture these functions can be located within 
distributed CESC PNF(s) and VNF(s) or centrally executed in VNFs within the Main DC. A L3 slice descriptor 
is necessary to specify the capacity allocation for the RAN slice (e.g. number and characteristics of the 
DRBs that can be simultaneously established), the RRM policies that govern the operation of the slice (e.g. 
DRB configuration policies) and the capability set of the RRC protocol in use (e.g. application type specific 
RRC messages).  
 

 L2 slice descriptor. L2 comprises a Medium Access Control (MAC) sub-layer for multiplexing and scheduling 
the packet transmissions of the DRBs over a set of transport channels exposed by L1. Moreover, L2 
embeds a number of processing functions configurable on a per-DRB basis for e.g. segmentation, 
Automatic Repeat reQuest (ARQ) retransmissions, compression and ciphering (i.e. Radio Link Control [RLC] 
and Packet Data Convergence Protocol [PDCP]). In the NR specifications, an additional L2 sub-layer named 
Service Data Adaptation Protocol (SDAP) is included to map the DRBs and the traffic flows managed by the 
5GC, referred to as QoS Flows [3]. In the 5G ESSENCE architecture these functions run at the CESCs, 
typically at the SC PNFs, but they could also be at the SC VNFs depending on the considered functional 
split. Considering that the current MAC operation is based on individual UE and DRB -specific QoS profiles, 
a L2 slice descriptor is necessary to define the packet scheduling behaviors to be enforced on the traffic 
aggregate of DRBs of the same slice and to specify the capability set of the applicable L2 sub-layers 
processing functions. 
 

 L1 slice descriptor. L1 provides L2 with transfer services in the form of transport channels, which define 
how the data is transferred (e.g. Transmission Time Interval [TTI], channel coding). L1 also establishes the 
corresponding radio resource structure of the cell radio resources (e.g. waveform characteristics and time-
/frequency- domain resource structure). Considering that a RAN slice may require specific L1 transfer 
service capabilities (e.g. low latency shared transport channel) and/or specific radio resource allocation of 
the cell radio resources, a L1 slice descriptor is needed to specify both aspects. 
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Figure 24. Descriptors for the configuration of the L3, L2 and L1 radio access functions for the realization of a 

RAN slice 
 
Although being introduced for cellular networks, note that these descriptors can also be generalized for other 
RAN technologies like Wi-Fi. In this regard, one of the most promising strategies is based on the virtualization of 
different access points (i.e. VAPs) on top of the same physical interface in order to provide infrastructure 
sharing slicing [19].  
Although providing isolation and strict resource allocation and assurance is more challenging in RANs based on 
distributed medium access control, packet scheduling solutions (i.e. L2) based on controlling the airtime 
consumed by the different tenants sharing the same channel can achieve a remarkable performance [19]. At 
higher layers (i.e. L3), centralized solutions can control the amount of resources consumed by each tenant in 
the shared infrastructure (e.g. a cluster of CESCs) modifying the configuration of the schedulers or applying 
admission control policies.  
 
More details on the above introduced descriptors and their impact on the configuration and extended features 
necessary for RAN slicing within L3, L2 and L1 are discussed below. 
 
 

4.5.1.1 L3 configuration 

 
When multiple RAN slices are realized over shared radio resources, the RRM functions for RBC, RAC and CMC 
have to assure that each RAN slice gets the expected amount of resources and, in case, handle any resource 
conflicts that might appear across slices. These RRM functions are typically implemented as vendor-specific 
algorithms only abided by the use of the data models and control signaling capabilities established in the 
standards (e.g. UE and RB QoS model parameters, RRC protocol messages and procedures).  
 
Therefore, the following set of parameters per RAN slice are proposed to dictate the operation of the RRM 
functions for capacity allocation and traffic isolation among the slices: 
 
 Slice Authorized Capacity. This can be a combination of resource-oriented and rate-oriented parameters 

that limit the number and characteristics of the RBs established for the entire slice. Resource-oriented 
parameters can include absolute or relative occupation levels of the consumed radio resources (i.e. radio 
resource limitations) as well as hard limits on the number of simultaneously established UE Contexts/RBs 
(i.e. license limitations). Rate-oriented parameters can include rate limits on the aggregate bit rate of the 
entire set of admitted Guaranteed Bit Rate (GBR) RBs within the slice. All these slice capacity parameters 
are to be used by the RAC for the admission/rejection of RBs as well as by the RBC/CMC functions in order 
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to decide on modifications, handovers or even forced releases of active RBs if network dynamics turns into 
increased radio resource consumption in excess of the established limits. 
 

 Slice Allocation Priority. This parameter allows for conflict resolution amongst UE/RB resource 
requirements across slices that cannot be solved based only on the Slice Authorized Capacity parameters 
nor using the policies associated with the individual UE/RBs (e.g. a situation in which there are two GBR 
DRB admission requests with the same QoS profile in distinct RAN slices that cannot be granted 
simultaneously due to temporary congestion). In legacy 3G/4G RANs, priority and pre-emption policies at 
UE/RB level are solved through the Allocation and Retention Priority (ARP) parameter included in the QoS 
profile. The ARP encodes information about priority level (scalar with 15 levels), pre-emption capability 
(flag with “yes” or “no”) and pre-emption vulnerability (flag “yes” or “no”). A similar semantic can be 
adopted for the Slice Allocation Priority parameter. 

 
Moreover, since pursuing different optimization targets for the efficient use of the radio resources requires 
RRM functions with different parameterization, the RRM policies should be specifiable on a per-slice basis. This 
can be accomplished through a prescriptive specification, establishing the RRM algorithms and associated 
configuration parameters (e.g. thresholds, timers), and/or a declarative specification, establishing the expected 
RRM behavior (e.g. Key Performance Indicators [KPIs] and optimization goals). 
 
Regarding the RRC protocol, the customization of RRC messages and procedures on a per-slice basis (e.g. 
specific RRC signaling for Narrow Band – Internet of Things [NB-IoT] applications) can be realized without any 
impact on the protocol stack if customized RRC signaling is only used through UE-dedicated Signaling RBs (SRBs) 
and/or through common logical channels not shared with other RAN slices.  
However, if multiple RAN slices are configured to share the same set of common logical channels (e.g. 
Broadcast Control Channel [BCCH], Paging Control Channel [PCCH] and Common Control Channels [CCCH]), the 
following extended features have to be incorporated within the RRC protocol: 
 
 Protocol fields within the RRC messages to allow UEs to discriminate among signaling from different slices. 

 
 System Information Block (SIB) messages to advertise through a common BCCH the S-NSSAI(s) that can be 

reached from the cell. This allows the UE to take into account this information for network discovery and 
selection processes. 
 

 SIB messages to support cell (re-)selection parameters and neighboring cell information broadcasting per S-
NSSAI, so that the behavior of terminals in idle mode can be set differently per-slice. 
 

 SIB messages to support Access Barring and Load Control (AB/LC) per S-NSSAI so that un-scheduled 
transmissions over the uplink CCCH can be controlled separately per slice. 
 

 Paging configuration features allowing paging cycles to be organized considering the specifics needs of each 
S-NSSAI(s). 

 
 

4.5.1.2 L2 configuration 

 
Packet Scheduling (PS) performed by the MAC takes account of the traffic volume and radio conditions per UE 
together with the UE/RB QoS parameters that define the expected forwarding behavior (e.g. 5G QoS Identifier 
[5QI], Guaranteed Flow Bit Rate (GFBR), Maximum Flow Bit Rate [MFBR]). While this approach suffices for QoS 
differentiation on the packet forwarding treatment per-UE/RB, it lacks of any formalization to parameterize the 
expected QoS behavior at packet forwarding level for the traffic aggregate within a given RAN slice.  
 
Therefore, the proposed L2 slice descriptor includes the following parameters to dictate, along with the per-
UE/RB QoS profiles, the operation of the MAC scheduler and yield isolation at packet forwarding level on a per-
slice basis:  
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 Slice-Aggregated Maximum Bit Rate (AMBR), to limit the aggregate bit rate of all the Non-GBR RBs 

associated with the slice.  
 

 Slice Scheduling Priority, to handle short-term traffic congestion conflicts between RBs with the same QoS 
profile (e.g. same 5QI) but belonging to slices that should be given different precedence treatment.  
 

 Slice Resource Utilization, used to establish constraints on the amount of physical layer resources scheduled 
by the MAC that are consumed by the slice. This constraint can be formulated as a percentage of the overall 
L1 resources that are managed by the MAC scheduler. 

 
In addition, the L2 slice descriptor includes a L2 capability set to establish the possible configuration options for 
the RBs associated with the slice, including Hybrid ARQ configurations (e.g. synchronous / asynchronous 
operation and number of processes in parallel), RLC operation modes (e.g. 
acknowledged/unacknowledged/transparent modes and status reporting) and PDCP options (e.g. ciphering 
support). 
 
 

4.5.1.3 L1 configuration 

 
The new physical layer for 5G NR [10] is being defined with the target to provide high flexibility for the use of 
different waveforms (e.g. orthogonal frequency-division multiplexing [OFDM]-based waveforms with different 
numerologies) and adaptable time-frequency frame structures (e.g. selectable slot durations, dynamic 
assignment of DL/UL transmission direction).  
Considering that the L1 optimal settings can differ per slice type, the proposed L1 descriptor intends to 
establish a partitioning of the L1 radio resource structure so that different L1 optimization settings can be 
simultaneously applied. On this basis, the overall RF carrier resources can be split off in a number of L1 slices 
that could be separately optimized to offer specific transfer service capabilities (e.g. different TTI sizes, 
synchronous/asynchronous access).  
 
The segmentation of resources per slice avoids the transmission of common reference and control signals over 
the entire RF bandwidth but instead use self-contained transmissions per slice that can be arranged as needed 
(e.g. one slice could be configured to use a strict time-division separation of the physical layer control and data, 
like in current LTE, while in another slice control and data could be multiplexed over the same radio resources 
[12]).  
Note that this approach requires some minimum amount of resources to be allocated within the resource grid 
structure to facilitate the cell search process (e.g. common reference signals for UEs to acquire time and 
frequency synchronization) and provide the information for UEs to locate the control channels within the L1 
slices. This approach also allows the segmentation of resources to be dynamic (e.g. the location and number of 
resource units allocated to each L1 slice adapted over time to match traffic demand variations). 
 

4.5.2 Example of RAN slicing configuration in a multi-operator and multi-slice scenario 

This section presents an example to illustrate the RAN slicing configuration approach presented in section 4.5.1 
considering a scenario involving multiple service providers, service types and groups of 
subscribers/applications.  
 

4.5.2.1 Scenario description 

 
Let us assume a commercial MNO (MNO#A - PLMN#A) that has deployed a NG-RAN and primarily exploits it to 
deliver eMBB and IoT services to retail customers. To this end, MNO#A sets up three RAN slices: one for eMBB 
and two for mMTC. The eMBB slice (RAN_Slice_ID=1) is used for general public mobile broadband services, one 
of the mMTC slices (RAN_Slice_ID=3) for small enterprise customers with IoT needs (e.g. transportation 
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companies) and the other mMTC slice (RAN_Slice_ID=4) for a few customers with large scale deployments of 
IoT applications (e.g. utilities). In addition, MNO#A provides wholesale access to two 3rd party service 
providers, leasing capacity from its NG-RAN infrastructure.  
One 3rd party provider is a PS communications operator (MNO#B) that uses the contracted RAN slice 
(RAN_Slice_ID=2) for Mission Critical Push-To-Talk (MCPTT) and MCVideo services in a way that supplements 
the capacity of its own dedicated PS broadband network (PLMN#B). The second provider is an IoT 
communications provider (MNO#C – PLMN#C) specialized within the automotive sector, who exploits the 
leased RAN slice (RAN_Slice_ID=5) customized to serve the needs of connected car applications. 
 
Figure 25 provides a detailed illustrative view of the radio interface protocol architecture and the 
corresponding descriptors for the realization of this scenario. The overall configuration consists of five RAN Slice 
Descriptors, including a combination of five L3, four L2 and three L1 Slice Descriptors. At L1, L1_Slice_ID=1 is 
configured for eMBB services (based on e.g. a OFDM waveform as currently used for LTE), L1_Slice_ID=2 for 
mMTC services (based on e.g. the legacy NB-IoT physical layer) and L1_Slice_ID=3 for the delivery of URLLC 
services (based on e.g. a new 5G waveform optimized for vehicle-to-infrastructure communications, denoted as 
Car IoT in this example). A common frame duration of 10 ms is considered for the three L1 slices while the slot 
duration within each slice depends on the used OFDM numerology.  
Note that with NR it is expected that a UE may be instructed to receive or transmit using a subset of the 
resource grid only [10]. Moving upwards in the protocol stack, the two RAN slices (RAN_Slice_ID=1 and 2) on 
top of the L1_Slice_ID=1 are configured to use the same MAC instance (i.e. MAC-eMBB) and the same set of 
common logical channels (i.e. BCCH, PCCH and CCCH). Traffic isolation between RAN_Slice_ID=1 and 2 is 
enforced at both L2 and L3 levels through separate L2 and L3 slice descriptors.  
Like the two RAN slices for eMBB, the two slices for IoT services (RAN_Slice_ID=3 and RAN_Slice_ID=4) are also 
configured to use a shared MAC instance (i.e MAC-NB-IoT) and common logical channels. However, isolation is 
now only configured at L3 level (i.e. both slices uses the same L2 configuration descriptor). Finally, it can be 
noted that the Car IoT L1 slice is configured to be only exploited by RAN_Slice_ID=5, so that there is no need for 
isolation at L2 and L3.  
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Figure 25. Radio protocol stack view of the RAN slicing configuration 

 
 

4.5.2.2 Performance evaluation 

Illustrative evaluation results are provided next to show how some L1, L2 and L3 configuration descriptors 
parameters impact on the achieved performance and level of isolation across the RAN slices. The evaluation 
scenario considers an outdoor urban micro cell operating in the 3.4-3.8 GHz frequency band with a carrier 
bandwidth of 100 MHz (equivalent to 500 Physical Resource Blocks [PRBs] for an OFDM numerology with 
Δf=15kHz). Table 3 describes the simulation settings including traffic demand and configuration parameters of 
each RAN slice. Of note is that, regarding the two eMBB slices, the Slice Authorized Capacity parameter within 
L3 slice descriptors is used to limit both the maximum aggregated bit rate of the active GBR bearers allowed per 
slice and the average number of PRBs consumed by this traffic.  
 
Moreover, the parameter Slice Resource Utilization within L2 slice descriptors is used to limit the maximum 
share per RAN slice of the PRBs used to serve Non-GBR bearers (i.e. L1_Slice_ID=1 resources not consumed by 
the GBR bearers). On the other hand, regarding the two mMTC slices, the parameter Slice Authorized Capacity 
is set to only limiting the number of connected devices. On this basis, key performance indicators achieved for 
the eMBB and mMTC slices are given in Table 4, where t0 indicates a time instant under the traffic demand 
conditions in Table 3 and subsequent time instants consider some traffic demand variations. As seen in Table 4, 
GBR traffic overload in RAN_Slice_ID=1 from t1 onwards is mitigated via admission control as soon as GBR traffic 
starts compromising the Slice Authorized Capacity configuration so that GBR traffic served through 
RAN_Slice_ID=2 remains unaffected.  
 
Note however that this GBR traffic increase leads to a reduction of the capacity left for Non-GBR traffic and, 
consequently, Non-GBR DRB rates are lowered in both RAN_Slice_ID=1 and 2. On the other hand, the increase 
of Non-GBR connections in RAN_Slice_ID=1 from t5 onwards, while it reduces Non-GBR DRB bit rates in 
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RAN_Slice_ID=1, it does not hinder the Non-GBR DRB performance in RAN_Slice_ID=2 thanks to the protection 
achieved through the L2 descriptor.  
Note also that IoT applications performance remains unaffected from t1 to t6 because of the isolation enforced 
between L1 slices. Finally, it can be seen that the smart meter application upgrade in RAN_Slice_ID=4 leads to a 
delay increase for all IoT applications, including those running over RAN_Slice_ID=3 since the only isolation 
mechanism between RAN_Slice_ID=3 and 4 is based on the limit of the number of connected devices, which 
remains unchanged. This situation could be avoided by either introducing L2 descriptors to limit the traffic 
served per slice or by dynamically up scaling L1_Slice_ID=2 from 1 to 2 PRB and down scaling L1_Slice_ID=1 
from 450 to 449 PRB with a negligible impact on the eMBB slices. 
 

Table 3: Simulation parameters 

 
Parameter Value 

 

Deployment 
settings 

Path loss model 

Urban micro-cell model with hexagonal layout (source: Report 
ITU-R M.2135 “Guidelines for evaluation of radio interface 
technologies for IMT-Advanced”) 
 

Shadowing standard 
deviation 
 

3 dB in LOS and 4 dB in NLOS. 

Base station antenna gain 
5 dB 
 

Frequency 
3.6 GHz (source: RSPG16-032 FINAL “Europe Radio Spectrum 
Policy Group Opinion on spectrum for 5G”) 
 

Transmitted power per PRB  
14 dBm 
 

Carrier bandwidth 
100 MHz, equivalent to 500 PRBs for  OFDM numerology with 
Δf=15kHz 
 

UE noise figure 
9 dB (considered the same for all type of devices) 
 

Spectral efficiency model 
to map SINR with bit rate 

L1_Slice_ID=1: Model A.1 in 3GPP TR 36.942 and assuming a 
maximum spectral efficiency of 8.8 b/s/Hz 
L1_Slice_ID=2 and 3: 1 b/s/Hz 
 

RAN_Slice_ID=1 

Traffic Demand 

Mix of GBR and Non-GBR traffic, modelled with Poisson session 
arrival time distribution and exponential session duration. GBR 
DRBs used to offer 10 Mb/s high-quality video streaming 
services. 
Average of 100 Mb/s for GBR traffic.  
Average of 10 simultaneous active DRBs for Non-GBR traffic.  
 

L3 Descriptor - Slice 
Authorized Capacity 

Maximum aggregated GBR traffic = 240 Mb/s or up to 56% of 
PRBs consumed on average in L1_Slice_ID=1 
 

L2 Descriptor - Slice 
Resource Utilization 

Up to 70% of the PRBs left available for Non-GBR traffic in 
L1_Slice_ID=1 
 

L1 Descriptor  - Radio 
resource allocation 
 

450 PRB (shared with RAN_Slice_ID=2) 

RAN_Slice_ID=2 Traffic Demand Mix of GBR and Non-GBR traffic, modelled with Poisson session 
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arrival time distribution and exponential session duration. GBR 
DRBs used for MCVideo with 2 Mb/s standard video quality. 
Average of 30 Mb/s for GBR traffic. 
Average of 5 simultaneous active DRBs for Non-GBR traffic.  
 

L3 Descriptor - Slice 
Authorized Capacity 

Maximum Aggregated GBR = 60 Mb/s or up to 14% of PRBs 
consumed on average in L1_Slice_ID=1 
 

L2 Descriptor - Slice 
Resource Utilization 

Up to 50% of the PRBs left available for Non-GBR traffic in 
L1_Slice_ID=1 
 

L1 Descriptor - Radio 
resource allocation 
 

450 PRB (shared with RAN_Slice_ID=1) 

RAN_Slice_ID=3 

Traffic Demand 

Mix of IoT applications (e.g. assets tracking, environmental 
monitoring, etc.) whose traffic aggregate is characterised by 
messages of 128 Bytes every 1 minute on average. Total 
number of connected devices is 1000. 
 

L3 Descriptor - Slice 
Authorized Capacity 
 

Maximum number of UE Contexts  = 2000  

L1 Descriptor - Radio 
resource allocation 
 

1 PRB (shared with RAN_Slice_ID=4) 

RAN_Slice_ID=4 
Traffic Demand 

Smart meter application that generates 1024 Bytes messages 
every 2 minutes. Total number of connected devices is 400. 
 

L3 Descriptor - Slice 
Authorized Capacity 
 

Maximum number of UE Contexts  = 500  

L1 Descriptor - Radio 
resource allocation 
 

1 PRB (shared with RAN_Slice_ID=3) 

RAN_Slice_ID=5 
Traffic Demand 

Full buffer model  
 

L1 Descriptor - Radio 
resource allocation 
 

49 PRB 

 
 

Table 4: Illustrative assessment of the degree of isolation between the RAN slices 

  Time Instants 

  t0 t1 t2 t3 t4 t5 t6 t7 t8 

Traffic 
demand 
variation 
on 
RAN_Slice_
ID=1 

Progressive 
increase of GBR 
traffic from t1 to 
t4 

Average 
offered GBR 
load [Mb/s] 

100 150 200 250 300 300 300 300 300 

Progressive 
increase of the 
number of Non-
GBR connections 
from t5 to t7 

Average Non-
GBR load 
[number of 
DRBs] 

10 10 10 10 10 20 30 40 40 
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Traffic 
demand 
variation 
on 
RAN_Slice_
ID=4 

Periodic reporting 
decrease due to 
smart meter 
application 
upgrades 
implemented in 
two phases (t7 
and t8). No 
change in the 
number of 
connected 
devices. 

Message 
periodicity [s] 

120 120 120 120 120 120 120 60 30 

Performan
ce 
indicators 

RAN_Slice_ID=1 - Admission 
Acceptance Ratio for GBR DRBs [%] 

99.99 99.23 93.81 84.06 74.30 65.42 65.45 65.32 65.40 

RAN_Slice_ID=2 - Admission 
Acceptance Ratio for GBR DRBs [%] 

99.97 99.99 99.93 99.97 99.99 99.94 99.92 99.96 99.91 

RAN_Slice_ID=1 - Average rate per 
Non-GBR DRB [Mb/s] 

21.7 18.4 15.6 14.1 13.2 6.9 4.6 3.4 3.4 

RAN_Slice_ID=2 - Average rate per 
Non-GBR DRB [Mb/s] 

21.7 18.4 15.6 14.1 13.2 11.9 11.9 11.8 11.9 

RAN_Slice_ID=3 - Average Message 
Queueing Delay [ms] 

12.8 12.7 12.7 12.6 12.9 12.7 12.7 23.2 125.1 

RAN_Slice_ID=4 - Average Message 
Queueing Delay [ms] 

52.4 52.3 52.4 52.4 52.2 52.3 52.4 62.5 165.5 

 
 

4.5.2.3 Conclusions 

This section has analyzed in detail an illustrative use case to show the applicability of the proposed framework 
for RAN slicing configuration, visualizing the resulting radio interface protocol architecture along with the 
specific parameters involved in the RAN slicing configuration descriptors for a scenario with 3 operators and 5 
RAN slices.  
The study has shown that the general L3, L2 and L1 descriptors can be customized differently depending on the 
type of RAN slice in hand. In turn, the impact of the parameters configuration in terms of the achieved isolation 
among the different RAN slices has been analyzed.  
 
 

4.5.3 Configuration of admission control and packet scheduling parameters in a sliced RAN 

Making use of the approach presented in section 4.5.1 this section intends to further develop the specification 
of the subset of RAN slice configuration parameters intended to dictate the operation of both PS and RAC 
functions with regard to traffic differentiation and protection among the RAN slices offered though a common 
pool of radio resources.  
These control parameters are conceived as generic parameters that can be understood and enforced through 
any vendor-specific algorithmic implementation of a PS and/or RAC function. In this respect, the work 
presented here analyzes different options for configuring RAN slices by controlling certain parameters at radio 
protocols L2 and L3. These parameters allow configuring the RAC and PS functionalities that specify how the 
different radio resources are allocated to the slices. The considered approaches are evaluated in a multi-service 
scenario with one slice providing eMBB services and another one providing Mission Critical (MC) services for 
public safety. 
 
At L3, when multiple RAN slices are realized over shared radio resources, the RRM functions for RBC, RAC and 
CMC have to assure that each RAN slice gets the expected amount of resources and, in case, handle any 
resource conflicts that might appear across slices. This concept is illustrated in Figure 26, which represents a set 
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of DRBs belonging to different slices. Whenever a Guaranteed Bit Rate (GBR) DRB is established in a cell, the 
RAC process is executed to check the availability of resources in the cell to provide the requested bit rate 
guarantees. As for non-GBR DRBs, no admission control has to be performed since there are no bit rate 
guarantees.  
 
Based on the above aspects and as a practical realization of the L3 slice authorized capacity descriptor of 
section 4.5.1.1, we consider as the main means of RAN slices’ control related to L3 a parameter that specifies 
the maximum percentage of Physical Resource Blocks (PRBs) that can be considered in the RAC for the 
admission of GBR DRBs within the slice.  
At L2, considering that the current MAC operation is based on individual UE and DRB -specific QoS profiles, it is 
necessary to define the PS behaviors to be enforced on the traffic aggregate of DRBs of the same slice and to 
specify the capability set of the applicable L2 sub-layers processing functions. The operation of the PS under 
multiple slices is illustrated in Figure 26, reflecting that it determines the amount of resources that are assigned 
to both the GBR and non-GBR DRBs of the slices.  
 
Then, as a practical realization of the L2 slice resource utilization descriptor presented in section 4.5.1.2, we 
consider as the main means of RAN slices’ control related to L2 a parameter that specifies the minimum % of 
PRBs that the PS guarantees to the slice for allocating transmissions of both GBR and non-GBR bearers. The 
limit is expressed as a minimum % because the actual value of PRBs used by a RAN slice can exceed this value at 
specific points of time provided that other RAN slices are not consuming all their PRBs. 
 

 
Figure 26. Control of RAN slices at L3 and L2 

 
 

4.5.3.1 RAN slices deployment scenario 

 
The considered scenario assumes a commercial operator that has deployed a NG-RAN and uses it to provide 
eMBB services to its customers. At the same time, the operator leases capacity from its NG-RAN infrastructure 
to public safety communications operator that provides Mission Critical (MC) services. For this purpose, the NG-
RAN is configured in two RAN slices, namely RAN_slice_ID=1 for the eMBB services and RAN_slice_ID=2 for the 
MC services.  
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The considered services of each RAN slice are summarized in Table 5, indicating for each one the QoS 
parameters following the QoS model of [11]. The parameters considered here include: (i) 5G QoS Identifier 
(5QI): it is a scalar that is mapped to specific QoS characteristics in terms of a priority in the scheduling process 
(indicated in parenthesis in Table 5 and meaning that the lower the value the higher the priority), a packet 
delay budget and a packet error rate; (ii) Allocation Retention and Priority (ARP): it defines the relative 
importance of a resource request and allows deciding whether a new QoS flow may be rejected in case of 
resource limitations. Lower values of ARP represent higher priorities;  (iii) Guaranteed Flow Bit Rate (GFBR): it 
specifies the bit rate to be provided to a GBR QoS flow. 
 
As shown in Table 5, the commercial operator includes two different user profiles, the Premium and the Basic 
profile. Each of them includes a GBR video service and a non-GBR data service. The Premium video service 
provides High Definition (HD) quality while the Basic video service provides standard quality. In turn, the public 
safety operator provides two GBR services, namely Mission Critical Video (MC Video) and Mission Critical Push 
To Talk (MC PTT), and a non-GBR Mission Critical Data (MC Data) service. 
 
The deployment assumes a gNB with a single cell configured with a channel of 100 MHz organized in 275 

Physical Resource Blocks (PRBs) composed by 12 subcarriers with subcarrier separation f=30 kHz, 
corresponding to one of the numerologies defined for 5G NR in [10]. Only the downlink direction is considered. 
A system-level simulator is used to assess the performance. Table 6 presents the considered simulation 
parameters. Traffic generation assumes that services generate sessions following a Poisson process with the 
average rate indicated in the table for each slice.  
Each session corresponds to one QoS flow for one DRB associated to a UE at a random position following a 
uniform distribution within the cell radius. The service mix is such that, for RAN Slice ID=1, 10% of sessions are 
of Premium Video HD, 20% of Premium -Data, 30% of Basic Video and 40% of Basic-Data. In turn, for RAN Slice 
ID=2, 10% of the sessions are of MC Video, 50% of MC PTT and 40% of MC Data. In all the services the session 
duration is exponentially distributed with the average value indicated in Table 6. During a session, the GBR 
services always have data in the buffer to send, while a non-GBR session has data in the buffer according to an 
activity factor of 0.2. A UE remains static for the duration of the session. 
 
Based on the above traffic mixes and simulation parameters, the cell supports a reference GBR planned load 
level of LP(1)=200 Mb/s for RAN Slice ID=1 and a GBR planned load level of LP(2)=80 Mb/s for RAN Slice ID=2. In 
this respect, and to illustrate the performance for different offered load levels in relation to this planned load, 
this work defines the normalized offered load for RAN slice s as Lnorm(s)=L(s)/ LP(s), where L(s) is the GBR offered 
load of RAN slice s. It is worth mentioning that the offered load only accounts for GBR because non-GBR bearers 
do not have specific guarantees on the bit rate they can obtain. 
 

Table 5: Services of each RAN Slice 
 

RAN Slice ID Service Type 5QI (Priority) ARP GFBR 

1 

Premium - Video HD GBR 2 (40) 2 10 Mb/s 

Premium – Data Non-GBR 6 (60) 2 N/A 

Basic – Video GBR 2 (40) 3 1 Mb/s 

Basic – Data Non-GBR 8 (80) 3 N/A 

2 

MC Video GBR 2 (40) 2 2 Mb/s 

MC PTT GBR 65 (7) 1 10 kb/s 

MC Data Non-GBR 70 (55) 3 N/A 
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Table 6: Simulation parameters 

Parameter 
Value 

 

Cell radius 
 

115m 

Path loss and shadowing model 
Urban micro-cell model with hexagonal layout (see 
details in [13]) 
 

Shadowing standard deviation 
3 dB in Line Of Sight (LOS) and 4 dB in Non Line Of Sight 
(NLOS)  [13] 
 

Base station antenna gain 
 

5 dB 

Frequency 
 

3.6 GHz 

Transmitted power per PRB  
 

16.6 dBm 

Number of PRBs 
 

275 

UE noise figure 
 

9 dB 

Link-level model to map Signal to 
Interference and Noise Ratio and 
bit rate 
 

Model in section A.1 of [14] with maximum spectral 
efficiency 8.8 b/s/Hz. 

Average session generation rate 
Slice 1: varied from 0.5 to 3 sessions/s 
Slice 2: 2 sessions/s  

Average session duration 
 

120 s 

Activity factor of NonGBR services 
 

0.2 

Average number of UEs with an 
active session 
 

Slice 1: varies from 60 to 360 
Slice 2: 240 

Averaging period for measuring 
PRB occupation 
 

30  s 

Simulation duration 
 

20000 s 

 
The analysis considers the following configurations of the slices, as shown in Table 7. 
 
 Configuration #0 (Slice-agnostic): The L3 RAC function does not make distinctions among slices. The RAC 

establishes a limit of 70% of PRBs for all the GBR DRBs of the two RAN slices. In turn, at L2 the PS operates 
on the basis of the 5QI parameter and does not make distinctions among slices. 
 

 Configuration #1 (Slice-aware L3): The RAC function for the RAN Slice ID=1 supporting eMBB services is 
configured with a 50% of capacity for GBR bearers while for the RAN Slice ID=2 supporting MC services it is 
configured with 20% of capacity. In turn, the PS will not make differentiations among RAN slices when 
allocating PRBs to the different QoS flows. 
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 Configuration #2 (Slice-aware L3 & L2): This configuration considers the same at L3 as Configuration #1 to 

limit the % of PRBs of GBR DRBs in each slice at the RAC function. Additionally, the PS will ensure at least 
70% of PRBs for RAN Slice ID=1 and 30% of PRBs for RAN Slice ID=2. 

 
 

Table 7: RAN Slice Configurations 
 

 
Configuration #0 

(Slice agnostic) 

Configuration #1 

(Slice-aware L3) 

Configuration #2 

(Slice-aware L2&L3) 

Control parameters 
RAN Slice 

ID=1 

RAN Slice 

ID=2 

RAN Slice 

ID=1 

RAN Slice 

ID=2 

RAN Slice 

ID=1 

RAN Slice 

ID=2 

L3 - Maximum % of PRBs for the admission 

of GBR DRBs 

70% 50% 20% 50% 20% 

L2 - Minimum % of PRBs that the PS 

guarantees to the slice 

N/A N/A N/A N/A 70% 30% 

L1 - Number of PRBs 275 PRBs 275 PRBs 275 PRBs 

L1- Numerology: Subcarrier separation (f) 30 kHz 30 kHz 30 kHz 

 
The RAC is configured based on the L3 control parameter of each slice and takes into consideration the 
different priorities associated with the ARP of each DRB. More specifically, with Configurations #1 and #2 a GBR 
DRB of RAN slice s requesting a guaranteed bit rate GFBRi with ARP value equal to ARPi is admitted provided 
that the following condition is fulfilled:   

      max,  occ i iARP s GFBR s     (1) 

where occ(ARPi,s) measures the average % of PRBs (with respect to the total number of PRBs in the cell) 

occupied by the GBR bearers of slice s that have an ARP lower or equal than ARPi, (GFBRi) is the estimated % 

of PRBs needed to provide a bit rate equal to GFBRi and max(s) is the admission control limit, which is set equal 
to the maximum % of PRBs for GBR bearers indicated in the L3 control parameter.  
 
In the case of Configuration #0, the same general formula as in (1) is used but without making distinctions 

between RAN slices, i.e. the PRB occupation occ(ARPi) considers all the GBR bearers of any slice with ARP lower 

or equal than ARPi, and the limit max is the same for all RAN slices. 
 
The resource allocation process at the PS operates by distributing first the PRBs among the admitted GBR DRBs 
in order to provide them with the requested GFBR value. After this process, the remaining PRBs are allocated 
among the active non-GBR DRBs in such a way that each DRB gets a number of PRBs inversely proportional to 
the priority level associated with its CQI (see Table 5). More specifically, let assume that, after assigning the 
PRBs to GBR bearers, there are N available PRBs that have to be distributed among K non-GBR DRBs, and that pi 
is the priority level of the i-th bearer based on its 5QI. Then, the average number of PRBs that will be assigned 
to the i-th DRB along a certain time period (1s in the considered simulations) is: 
 

 

1

1

1

i

i K

jj

p
N N

p






 (2) 

In case of Configurations #0 and #1 the general formula (2) is applied by considering that K is the number of 
non-GBR bearers of all slices and N the remaining PRBs computed as the total number of PRBs in the cell minus 
the PRBs allocated to the GBR DRBs of all slices. On the contrary, in case of Configuration #2, expression (2) is 
applied separately for each slice. Then, K refers to the non-GBR DRBs of a given slice s and N the remaining 
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PRBs of this slice, computed as the minimum number of PRBs guaranteed to the slice s (i.e. the L2 control 
parameter of slice s) minus the PRBs allocated to the GBR DRBs of this slice. Besides, in case that a slice has no 
active non-GBR DRBs, the remaining PRBs of this slice are distributed among the non-GBR bearers of the other 
slices according to their priority level. 
 

4.5.3.2 Performance evaluation 

 
This section presents the comparison between the different Configurations #0, #1 and #2 in terms of the 
achieved performance for the different services when keeping constant the offered load of RAN Slice 2 at a 
normalized level of Lnorm(2)=0.6 and varying the total offered load of the RAN Slice 1 considering both underload 
(i.e. Lnorm(1)<1) and overload situations (i.e. Lnorm(1)>1). 
 
For GBR services the main Key Performance Indicator (KPI) considered in this analysis is the blocking rate, which 
measures the percentage of GBR DRBs that are rejected by the admission control. Figure 27 and Figure 28 
depict, respectively, the blocking rate for the Premium Video HD and the Basic Video services of RAN Slice 1 as 
a function of the normalized offered load of this RAN slice, Lnorm(1). In turn, Figure 29 depicts the blocking rate 
of the MC Video service of RAN Slice 2. The blocking rate of the MC PTT service is not shown explicitly because 
it is 0% for all the considered traffic loads.  
 
Focusing on the services of the RAN Slice 1 it is observed in Figure 27 and Figure 28 that the blocking rate is 
higher for the Basic Video than for the Premium Video HD, because the latter has a lower ARP value and 
therefore it has more priority during the admission process. As expected, the blocking rate of these services 
increases with the total offered load of their slice, being the increase significant when the normalized load is 
higher than 1 (i.e. during overload situations).  
 
The comparison between the different configurations for the Basic Video and Premium Video HD reveals that 
the blocking rate is basically the same with both Configuration #1 and Configuration #2. The reason of this 
behaviour is that the blocking rate is primarily affected by the configuration of the admission control for each 
slice given by the L3 control parameter (i.e. maximum % of PRBs for GBR slices), which takes the same value 
(50% of PRBs for RAN Slice 1) in both configurations. Similarly, the blocking rate of the MC Video service of RAN 
Slice 2 is kept equal to 0% with both Configuration #1 and Configuration #2, and the performance is not 
affected by the increase in the offered load of the RAN Slice 1. The reason is that in these configurations the 
RAC is adjusted based on a maximum PRB consumption of 20% for this slice, and this amount is sufficient to 
serve both the MC Video and the MC PTT DRBs. 
 
When the reference Configuration #0 is used, it is observed in Figure 27 and Figure 28 that the blocking rate of 
both Premium Video HD and Basic Video services of RAN Slice 1 decreases in relation to the other 
configurations. However, this is at the expense of degrading the blocking rate of the MC Video service of RAN 
Slice 2 (see Figure 29) when there is overload in RAN Slice 1 (i.e. when the normalized offered load is higher 
than 1). Specifically, the blocking rate can be as high as 10% for the highest value of the RAN Slice 1 offered load 
considered here.  
This is explained by the fact that Configuration #0 does not make distinctions between RAN Slices at L3 and just 
configures a total admission control limit of 70% of PRBs for GBR DRBs of both RAN Slices. Correspondingly, 
during overload situations of RAN Slice 1, the GBR bearers of Premium Video HD and Basic Video can consume 
more than the limit of 50% of PRBs imposed by Configurations #1 and #2 and, therefore, the GBR DRBs of RAN 
Slice 2 will have less than the 20% of PRBs that they can get with these configurations. This leads to some 
blockings of MC Video sessions. It is worth mentioning that this effect does not impact on the blocking rate of 
MC PTT DRBs because they have more priority (i.e. lower ARP) than all the other DRBs at the admission control 
stage. Looking at Figure 27 and Figure 29 with Configuration #0, it is also noticed that the blocking rate of 
Premium Video HD is higher than that of MC Video although both of them have the same ARP and 5QI. The 
reason is that MC Video requires a lower GFBR and, therefore, less PRBs, so it is less likely to block a request of 
this service.      
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The above observations reflect that the L3 control of the maximum % of PRBs for GBR bearers in a slice as done 
in Configurations #1 and #2 is appropriate to avoid that overload situations in one slice may affect the 
performance of GBR services in other slices, thus providing an adequate isolation. 
 
The performance of GBR DRBs in terms of other KPIs such as the bit rate per DRB is not included here because 
the analysis reveals that in all the considered cases the PS is able to ensure the guaranteed GFBR values of 
Table 5 to the admitted RABs. 
 

 
Figure 27. Blocking rate of Premium Video HD service 

 

 
Figure 28. Blocking rate of Basic Video service 
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Figure 29. Blocking rate of MC Video service 

 
Non-GBR services do not pass any admission control check and they make use of the PRBs that are available 
after having performed the PRB allocation to the GBR services. Based on this, the main KPI considered for non-
GBR services is the average throughput obtained by each DRB that has data to transmit in the buffer. Figure 30 
and Figure 31 plot the corresponding values of this KPI for the Premium and Basic data services of RAN Slice 1, 
respectively, while Figure 32 plots the throughput for the MC Data service of RAN Slice 2. 
 
It is observed in Figure 30 and Figure 31 that, with all the configurations, the throughput per DRB of the 
Premium and Basic data services of RAN Slice 1 decreases when increasing the load of RAN Slice 1. The reasons 
are two-fold. First, because the load increase leads to an increase in the number of GBR sessions of this slice, 
thus leaving less PRBs available for the non-GBR services. Second, because the load increase also implies an 
increase in the number of active non-GBR data sessions, so the available PRBs have to be distributed among a 
larger number of non-GBR DRBs.  
 
By comparing Figure 30 and Figure 31 it is also observed that Premium Data service achieves higher throughput 
than the Basic Data service. This is due to the higher priority associated to the CQI value of Premium Data 
bearers in comparison with Basic Data bearers (see Table 5). Indeed, it is noticed that the ratio between the 
Premium Data bearer throughput and the Basic Data bearer throughput matches the ratio between priorities of 
Table 5 for these services (i.e. 80/60). 
 
The comparison between Configurations #0 and #1 for non-GBR services reveals that there are almost no 
differences in terms of throughput. The reason is that none of these configurations makes use of the L2 control 
to ensure a minimum amount of PRBs per slice at the PS. Therefore, the remaining PRBs in the cell after having 
allocated the GBR DRBs are shared between the Premium and Basic data services of RAN Slice 1 and the MC 
Data service of RAN Slice 2. On the contrary, when Configuration #2 is used, the throughput of both Premium 
and Basic data services is substantially increased, particularly for low loads of RAN Slice 1. The reason is that in 
this case the L2 control ensures that the PS provides to this RAN slice at least the 70% of the PRBs in the cell for 
serving all its DRBs (both GBR and non-GBR). As a result, after having allocated the PRBs to the GBR DRBs, the 
PS will distribute the remaining PRBs from this 70% among the Premium and Basic data DRBs, without including 
in this distribution the MC Data service. 
 
For RAN Slice 2, Figure 32 reveals that the performance of the MC Data service with Configuration #2 is 
insensitive to the increase of offered load in RAN Slice 1, because in this case the PS always ensures at least 30% 
of the PRBs for this slice. On the contrary, with Configurations #0 and #1 the throughput of MC Data decreases 
with the load of RAN Slice 1, because the available PRBs are shared among the non-GBR services of the two 
RAN slices. Then, while for low loads of RAN slice 1 MC Data benefits from higher throughput than with 
Configuration #2, this throughput is progressively reduced when increasing the load of RAN slice 1, and 
eventually becomes lower than with Configuration #2 for the largest considered load. 
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Figure 30. Average throughput per DRB of Premium Data Service 

 

 
Figure 31. Average throughput per DRB of Basic Data Service 

 

 
Figure 32. Average throughput per DRB of MC Data Service 
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4.5.3.3 Conclusions 

 
This work has studied the specification of RAN slice configuration parameters at L2 and L3 to control the 
operation of PS and RAC functions in order to provide traffic differentiation and protection among RAN slices. In 
particular, the L3 control is performed by specifying the maximum percentage of PRBs to be considered in the 
admission control of GBR DRBs of a slice. In turn, the L2 control is performed by regulating the minimum 
percentage of PRBs that the packet scheduling guarantees to a slice for serving all its DRBs.  
 
Different slice configurations have been analyzed by means of system-level simulations in a multi-service 
scenario with one slice providing eMBB services and another one providing MC services. A reference slice-
agnostic configuration that does not make use of the abovementioned L2 and L3 control parameters has been 
compared against a slice-aware configuration based on L3 control and another one based on L2 and L3.  
 
Results have revealed that: (i) The L3 control performed by the two slice-aware configurations is appropriate to 
isolate the GBR services of the different slices and to avoid that overload situations in one slice may affect the 
blocking rate of the other slice; (ii) The performance of GBR services obtained with both slice-aware 
configurations is very similar, reflecting that the introduction of L2 control parameters has little influence on 
the performance of GBR services; (iii) From the perspective of non-GBR traffic, very similar performance is 
obtained with a slice-agnostic configuration and with a slice-aware L3 control, meaning that the L2 control is 
needed to properly isolate the non-GBR DRBs of different slices, avoiding that the non-GBR traffic of one slice 
impacts negatively on the throughput experienced by the other slice; (iv) In certain cases the ARP and 5QI 
parameters used for controlling the QoS are able to provide some degree of isolation among services of 
different slices even with the slice agnostic configuration (e.g. in the case of an MC PTT service which has higher 
priority than other services). However, this is not sufficient in the most general case in which services of 
different slices may be configured with the same ARP values. 
 

 

4.6 Monitoring Network Slices 
 
Network slicing presents new challenges for monitoring frameworks, because it is troublesome to measure 
parameters from a slice, without any interference coming from another one that shares common resources 
(isolation and security). Another problem is to find the way to measure latencies, bandwidths and other 
parameters in the three different layers, L1, L2 and L3 exposed and described in section 4.5.1, as the only data 
that will be available is the one exposed by the cSD-RAN Controller.  
The constant changes in network infrastructure of a Network Service (NS) caused by the RAN Slicing 
Management Function is also something to have in account when QoS and QoE are being measured, as the 
monitoring system shall track the changes and keep monitoring the service. This section addresses the main 
challenges to monitor the added potential slicing security issues, the useful metrics to measure L1, L2 and L3 
layers’ performance and the requirements to monitor an application using network slices. 
 
 

4.6.1 Security 

 
Network slicing supposes network resources sharing, and thus, the need to isolate the slices from one tenant to 
another, from one slice to another and, at the same time, protect the slices against hacking attacks between 
slices.  
 
As NGMN detected in [33] the main issues to secure network slices, applicable to the RAN are: 
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• Controlling Inter-Network Slices Communications: 
The shared usage of resources between Inter–Network Slices makes hard to completely isolate the 
simultaneous communications, generating the possibility of undesired accesses to private data. Communication 
between slices should control the transmission and receipt of data within a valid interval and expect specific 
parameters. In this way, all the data received will be validated and isolated. The way to monitor this is checking 
that the requests sent by UE to the different services are in the same tenant’s slice where the UE is connected.  
 
• Hacking attacks against a Network Slice Instance / Connection loss 
In case there is a successful Hacking attack, or in case a physical element of the slice is not working properly and 
a slice instance is broken or unavailable, a new one has to be configured and deployed by the Slicing 
Management Function to keep the service running or solve a loss of service as soon as possible. In case any 
monitoring data given by the SD-RAN controller concerning the slice is missing, we can consider that the slice 
has been attacked or damaged. 
 
• Different security requirements in slices 
It is perfectly possible that each slice has different security requirements. In case a slice’s traffic includes private 
data, the security protocol will be stricter than in a slice with latency as priority, because the security tools and 
restrictions will slow down the transmission of data, causing a higher latency. This may cause the possibility of 
attacks to the lower security slices that should not affect the performance or security of higher security slices. A 
good approach to meter this security/isolation issue is checking that in case a slice is attacked or down, the 
other slices work normally. 
 
• DoS attack to other slices 
If a successful Denial of Service attack is made to a slice, the excessive use of resources of that slice should not 
affect the others. A proper isolation between slice resources is necessary for this purpose. To monitor this 
potential issue, the relation between slices usage shall be independent. 
 
• Slice isolation when UE is attached to several slices  
In case a UE is attached to several slices at the same time, without any data separation between different levels 
of sensitiveness, there is a risk of leaking private data from one slice to the other. This can be monitored 
detecting traffic in a UE to a specific slice when there is no interaction between them. 
 
 

4.6.2 Measuring performance requirements at L1, L2 and L3 

 
Each layer described at RAN slicing management section has its own parameters to measure. Depending on the 
layer’s depth, different metric will be used to calculate if the QoS specified for each slice is being maintained: 
 

L3 Descriptor - Slice Authorized Capacity: 
 % of PRBs consumed in L1 Slice 
 Bit Rate 
 Number of UE connected 
 
L2 Descriptor - Slice Resource Utilization: 
 % of PRBs consumed in L1 Slice 
 
L1 Descriptor - Radio resource allocation: 
 Total number of PRB in L1 Slice 
 
This data is not useful per-se. It has to be treated and filtered to calculate if the expected QoS is being 
maintained following the requirements of each slice. 
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4.6.3 Requirements to monitor services connected to Network Slices 

 
Network Services, deployed as a VNF (Virtual Network Service) or a PNS (Physical Network Service), won’t be 
differentiated when being monitored. The same will happen when the service is running using a Physical 
Network or a Network Slice, but there are some differentiations in this last point that make mandatory the 
adaptation of the monitoring system and the services to Network Slicing. 
 
Monitoring System: 
 Recognition and targeting of new services deployed and its slices: 
When a service is created along with its network slice/s, the monitoring system will target (add as an endpoint 
with measurable items) the service and the slices to monitor them. 
 
 Adjustment on the monitoring system targets when a slice changes its structure: 
If the Slicing management changes its structure after a Self-X operation (See section 5.4) in a way that the 
monitoring system can lose the track of monitored data or can scrape invalid/false data regarding the service, it 
has to change the targets automatically to keep measuring the service correctly. 

 
Service: 
 Exposure of monitoring data 
Each service will expose relevant data to monitor the network (as slices or not), Radio and application. This way 
the monitoring system will be able to scrape it to check the different KPIs to monitor the QoS. 
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5 Techniques and features for advanced RRM, network coordination and 
management of dense HetNets 

5.1 Abstraction and selection of the Radio Resources as a three dimensional grid 

of Time, Frequency and RAT 

5.1.1 Basic Model 

 
The resource abstraction and resource allocation problem for MultiRAT 5G networks is a key topic for 
understanding the potential utilization of legacy radio access technologies within a 5G network infrastructure, 
being critical for allowing a sustainable investment strategy based in a phased approach where the operator 
can introduce new 5GNR equipment seamlessly integrated with legacy 4G and WiFi equipment. 
 
In the problem formulation, we assume there is a centralized entity, the Resource Abstraction Function that 
performs the resource allocation optimization problem, taking resource allocation decisions over a cluster of a 
variety of multi-RAT cells. These decisions are inputs for the cRRM function, which provides these decisions 
together with other resource management actions to the protocol stack functions of the different cells and 
technologies. In that sense, this resource allocation problem is not intending to provide a decision at PRB level, 
decisions that are taken in the MAC scheduler of each RAT-specific protocol stack, but on the interface selection 
and base station allocation based in the specific characteristics of the terminal or user equipment class and the 
different radio access technologies deployed at the different nodes. 
 
An initial requirement introduced as a basic assumption for a future proof solution for 5G networks, is the 
consideration of supporting both Non-Standalone 5GNR and Standalone 5GNR, which implies the ability of the 
user equipment to implement connections towards different radio interfaces, and a native support of Multi-
RAT Dual Connectivity. In that sense, we can consider that a given multi-modal base station includes all the 
available carriers of each radio access technology, or in some scenarios, with a dense deployment of small cells, 
there are different types of base stations with different capacities, providing the different users the possibility 
of being simultaneously connected to different base station with several spectrum aggregation possibilities, 
supporting both carrier aggregation in some base stations and MR-DC schemes, having then a rich set of 
options for resource allocation decisions. 
 
The 5G ESSENCE multi-connectivity framework tries to maximize the use the available spectral resources and 
the effective physical resource utilization [61] amongst multiple or single RAT(s). This is a generalized spectrum 
aggregation framework that can be somehow defined as a generalized extension to the carrier aggregation 
technology that exploits multi-connectivity but only with carriers belonging to the same base station (BS). In 
order to maximize the resource utilization using this multi-connectivity framework, the different radio access 
technologies deployed in the network are abstracted using the Control Plane and User Plane Separation 
paradigm defining a cSD-RAN Controller function responsible for executing the control plane and coordination 
functions. The necessary abstracted information is translated centrally to the Resource Abstraction function as 
inputs for technology-agnostic throughput and QoE maximization. The RAT-agnostic user rate from the results 
of optimization will be mapped to RAT-specific resources, such as physical resource blocks (PRBs) in LTE or 5G 
NR. 
 
This fact allows considering a network evolution based in integrating the already deployed 4G and WiFi small 
cells, integrating this infrastructure with the late LTE-Advanced or early 5G infrastructure while the network 
operators plan the deployment of 5G small cells once the revenues derived of new network services allows a 
new investment cycle for deploying 5G NR equipment.  
 
In view of the different user equipment types available in the market, we are considering for the resource 
allocation optimization problem the following equipment classes: WiFi users that can only use a WiFi carrier, 
like some computers and other IoTs that only have this radio interface. LTE users that can use either one 4G 
Component CC or one WiFi carrier. LTE-Advanced users that can use a set of 4G CCs or one WiFi carrier. LTE-
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Advanced Multi-RAT Dual Connectivity users that can use a set of 4G CCs of one or more base stations, and up 
to one WiFi carrier. 5G UEs natively supporting Multi-RAT Dual Connectivity that can use a set of 5G CCs of one 
or more base stations, a set of 4G CCs of one or more base stations, and up to one WiFi carrier. 
 
The basic model variables we are considering for the resource abstraction and resource allocation is described 
as follows: 
 
K = {0, 1,…,K} users  
 
K0 = {0, 1,…,K0} WiFi Only users 
 
K1 = {0, 1,…,K1} LTE Users 
 
K2 = {0, 1,…,K2} LTE-Advanced Users 
 
K3 = {0, 1,…,K3} LTE- Advanced DC UEs 
 
K4 = {0, 1,…,K4} 5G UEs 

𝐾 = 𝐾0 ∪ 𝐾1 ∪ 𝐾2 ∪ 𝐾3 ∪ 𝐾4 
 
M Licensed Component Carriers (CCs) 
 
M0 = {0, 1,…,M0} 4G Carriers 
 
M1 = {0, 1,…,M1} 5G Carriers 
 
CA1 = Maximum number of carriers that can aggregate a LTE-A user equipment 
 
CA2 = Maximum number of carriers that can aggregate a LTE-A DC user equipment (4G + WiFi carriers) 
 
CA3 = Maximum number of carriers that can aggregate a 5G user equipment (4G + 5G + WiFi carriers) 
 
B = {0, 1,…,B} Multi-Modal Base Stations or CESCs 
 
P = {0, 1,…,P} Multi-Modal Base Stations CESCs with WiFi Access Points or WiFi CESCs with B≥P 
 
Given the 5G ESSENCE Multi-Connectivity framework, the M0 component carriers represent the total number of 
4G carriers deployed in the network. In that sense, this problem definition is introduced in order to model the 
MR-DC scenario, where a given user equipment can be connected to two base stations serving different carriers 
to this terminal. Following that proposition, in a network with two base stations (B1, B2) and three EARFCNs (A, 
B, C), with the following carrier distribution, B1(A, B) and B2(A, C), M0=4. 
 
Let us make an assumption of using the same bandwidth for all carriers, so all of them have N resource blocks, 
but this assumption can be relaxed later having different channelization bandwidths. The same way, the model 
can consider that the base stations and licensed small cells have different number of carriers, but for the sake 
of simplicity, we will consider that all the base stations of the network have all system carriers. The model also 
considers that the APs have one WiFi radio, and WiFi STAs can connect to a unique WiFi interface. 
 

There are devices with only a single WiFi interface, but use the assumption that the UEs with a licensed RF 
interface include as well by default a WiFi interface as well. 
 
In order to consider the presence of both 4G and 5G carriers in the unlicensed spectrum, we should define a 
time slot for modeling the burst configuration for LAA type of solutions, considering that during a given time 
slot the WiFi users can achieve attainable throughput. This leads to use a fairness model in the unlicensed 
spectrum that is shared by WiFi and LAA nodes based in the Air Time utilization.  
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In the resource abstraction model for WiFi, we will consider then, the effective air time WiFi shared amongst 
users instead of providing them the same throughput, that leads to an imbalanced air time assignment where 
the users with the worst channel get bigger air times to balance the throughput of all users of the system. For 
that reason, the optimization problem should be defined in a way that we can define a burst time, typically 
10ms for being compliant to the current LTE radio frame and typical LTE LAA bursts which is the basic time slot 
for the quantization of the optimization problem resolution. 
 
From the previous definitions we can thus declare that this model enables using the concept of composed 
Multi-RAT area capacity per user per time slot as an initial and basic system capacity metric. 
In this formulation, we assume that MU-MIMO is not supported in the network, but a future extension can 
provide support to both MU-MIMO and as well to Non-Orthogonal mechanisms for accessing the medium that 
can be introduced in the model. 
 
 

5.1.2 Definition of the Optimization Problem 

 
In the definition of the optimization problem, we should consider both the different multi-modal base stations 
of the system, as well as the different user types, which are defined by the characteristics of the user 
equipment they use. 
 
The WiFi only users are only able to use the WiFi RAT, as there are a lot of devices that only include this 
interface, and should be considered as well in the resource allocation problem. In this sense, those devices are 
able to connect to a single AP, and then we have that a WiFi carrier allocation indicator w, that can be 
expressed as wk,p, where wk,p = 1 indicates that the p

th
 AP is assigned to the k

th
 user and otherwise wk,p = 0. 

Then, the overall restriction is the following: 
 

∑ 𝑤𝑘,𝑝 ≤  1

𝑝

, ∀𝑘 ∈ 𝐾0 

∑ 𝑤𝑘,𝑝 ≤  1

𝑘

, ∀𝑝 ∈ 𝑃 

 
In the case of LTE users, only one CC can be assigned per user, so the CC allocation indicator α is defined as 
follows: αk,i = 1 indicates that the i

th
 CC is assigned to the k

th
 user, and otherwise αk,i = 0. On the other hand, this 

user type can also use a WiFi carrier, and can either have a licensed carrier or an unlicensed WiFi carrier, but 
not at the same time. The modeling of these users is as follows: 

 
∑ 𝛼𝑘,𝑖 ≤  1𝑖 , ∀𝑘 ∈ 𝐾1 
 
∑ 𝑤𝑘,𝑝 ≤  1𝑝 , ∀𝑘 ∈ 𝐾1 

 

∑ 𝛼𝑘,𝑖 + ∑ 𝑤𝑘,𝑝

𝑝

≤  1

𝑖

, ∀𝑘 ∈ 𝐾1 

In the case of LTE-A users, multiple carriers can be assigned per user, so the CC allocation indicator α is defined 
the same way than above, but using another constraint, which is related to the maximum number of 4G 
licensed carriers supported by the baseband processor, equal to CA1. One relevant restriction is that the 
different users can only use a set of 4G component carriers with different EARFCNs served by the same base 
station in order to be able to separate at the receiver the different component carriers. On the other hand, this 
user type can also use a WiFi carrier, and can either have a set of licensed carriers or an unlicensed WiFi carrier, 
but not at the same time. The modeling of these users is as follows: 
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∑ 𝛼𝑘,𝑖 ≤  𝐶𝐴1𝑖 , ∀𝑘 ∈ 𝐾2  
 
∑ 𝑤𝑘,𝑝 ≤  1𝑝 , ∀𝑘 ∈ 𝐾2 

 

∑ 𝛼𝑘,𝑖 + ∑ 𝑤𝑘,𝑝

𝑝

≤  𝐶𝐴1,

𝑖

 ∀𝑘 ∈ 𝐾2 

In the case of LTE-A DC users, multiple carriers from different base stations can be assigned per user, and can 
also do LTE – WiFi Aggregation, the legacy version of MultiRAT Dual Connectivity in the form of LWA, so the CC 
allocation indicator α is defined the same way than above, which is related to the maximum number of 4G 
licensed carriers supported by the baseband processor, equal to CA2. One relevant restriction is that the 
different users can only use a set of 4G component carriers with different EARFCNs in order to be able to 
separate at the receiver the different component carriers, no matter if those carriers are served from the same 
base station or not. On the other hand, this user type can also use a WiFi carrier, and can either have a set of 
licensed carriers together with an unlicensed WiFi carrier the same time. In Multi-Connectivity schemes, the 
carrier aggregation restriction, related to the baseband processing capabilities, supporting the use of a 
maximum of CA2 carriers is applied to all kind of carriers, so applies as well to the aggregation of 4G and WiFi 
carriers. The modeling of these users is as follows: 
 
∑ 𝛼𝑘,𝑖 ≤  𝐶𝐴2𝑖 , ∀𝑘 ∈ 𝐾3 

 
∑ 𝑤𝑘,𝑝 ≤  1𝑝 , ∀𝑘 ∈ 𝐾3 

 

∑ 𝛼𝑘,𝑖 + ∑ 𝑤𝑘,𝑝

𝑝

≤  𝐶𝐴2,

𝑖

 ∀𝑘 ∈ 𝐾3 

In the case of 5G users, multiple carriers can be assigned per user, so the CC allocation indicator α of 4G 
licensed carriers is defined the same way than above, and the CC allocation indicator β of 5G licensed carriers, 
using as a constraint the number of 5G licensed carriers. In this case, the baseband processor processing 
capabilities are common to all carriers in the which is related to the maximum number of 4G and 5G licensed 
carriers supported by the baseband processor, equal to CA3. On the other hand, the following equations 
capture that those UEs are by nature Dual Connectivity UEs with 4G and 5G carriers, supporting as well 
aggregation with unlicensed WiFi carriers.  
One relevant restriction is that the different users can only use a set of 4G and 5G component carriers with 
different EARFCNs in order to be able to separate at the receiver the different component carriers, no matter if 
those carriers are served from the same base station or not. The same way as above, in Multi-Connectivity 
schemes, the carrier aggregation restriction, related to the baseband processing capabilities, supporting the use 
of a maximum of CA3 carriers is applied to all kind of carriers, so applies as well to the aggregation of 4G, 5G 
and WiFi carriers. The modeling of these users is as follows: 
 

∑ 𝛼𝑘,𝑖 ≤  𝐶𝐴3𝑖 , ∀𝑘 ∈ 𝐾4 

∑ 𝛽𝑘,𝑗 ≤  𝐶𝐴3𝑗 , ∀𝑘 ∈ 𝐾4 

∑ 𝑤𝑘,𝑝 ≤  1𝑝 , ∀𝑘 ∈ 𝐾4 

∑ 𝛼𝑘,𝑖 + ∑ 𝛽𝑘,𝑗

𝑗

+ ∑ 𝑤𝑘,𝑝

𝑝

≤  𝐶𝐴3,

𝑖

 ∀𝑘 ∈ 𝐾4 

We define γk,i,n ∈ {0, 1} as the RB allocation indicator, where γk,i,n = 1 represents that the n
th

 RB in the i
th

 4G CC is 
allocated to the k

th
 user, and otherwise, γk,i,n = 0 in a given base station in order to avoid co-channel 

interference. 
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We define γk,j,n ∈ {0, 1} as the RB allocation indicator, where γk,j,n = 1 represents that the n
th

 RB in the j
th

 5G CC is 
allocated to the k

th
 user, and otherwise, γk,i,n = 0 in a given base station in order to avoid co-channel 

interference. 
 
Given the previous description, the optimization problem for a given base station could be formulated in this 
way: 
 
∑ 𝛾𝑘,𝑖,𝑛 ≤  1𝑘  ∀𝑛 ∈ 𝑁; ∀𝑖 ∈ 𝑀0 

 
∑ 𝛾𝑘,𝑗,𝑛 ≤  1𝑘  ∀𝑛 ∈ 𝑁; ∀𝑗 ∈ 𝑀1 

 

𝑃 = 𝑚𝑎𝑥 {∑ 𝑤𝑘,𝑝 ∙ 𝑢𝑘,𝑝

𝑝

+ ∑ ∑ ∑ 𝑢𝑘,𝑖,𝑛 ∙ 𝛼𝑘,𝑖 ∙ 𝛾𝑘,𝑖,𝑛

𝑛𝑖𝑘

+ ∑ ∑ ∑ 𝑢𝑘,𝑗,𝑛 ∙ 𝛽𝑘,𝑗 ∙ 𝛾𝑘,𝑗,𝑛

𝑛𝑗𝑘

} 

In this equation, we can identify the utility function u, which is evaluated over the different RATs in the system. 
In that sense, 𝑢𝑘,𝑝 represents the utility of the k

th
 user on the p

th
 WiFi AP, 𝑢𝑘,𝑖,𝑛 represents the utility of the k

th
 

user on the n
th

 RB of the i
th

 4G CC and 𝑢𝑘,𝑗,𝑛 represents the utility of the k
th

 user on the n
th

 RB of the j
th

 5G CC. 

 
 

5.1.3 Utility Function 

The basic utility function proposed for the 5G ESSENCE system, that can potentially be modified for specific 
implementations in order to capture operator-specific network implementations or service SLAs, captures the 
fact of having CESC nodes equipped with a cache of finite memory storing some cached contents or performing 
local offloading, like in the case of LIPA, or other potential local services deployed either in the CESC or in the 
Main Datacenter.  
 
In that sense, the considered parameters for the utility function are the Attainable Throughput (T) using α as 
the weighting factor of the Attainable Throughput, the inverse of the Downlink Packet Delay (D) using β as the 
weighting factor of the Downlink Packet Delay, and C is the benefit of using cached/offloaded contents in the 
CESC using λ as the weighting factor of the cached/offloaded content, that can be summarized as the savings or 
the benefit of a lower backhaul and core resources utilization, and a reduced delay and enhanced performance 
a user gets by means of using a cached content. In the equation, we can also notice the presence of E, which is 
lowering the actual utility of a given interface or network slice in respect of the connection pricing following the 
model explained in the next sub-section. 
 

U(t) = u(t) • E = (αT(t) + βD(t) + λC) • E 

With α, β, λ ϵ [0,1] 
 
In order to provide the right normalization of the previous equation, we define the previous variables dividing 
the real values by fixed weights, by the values of the best user in the system or using practical or mean values 
get from the near past network operation. 
 
Initially, we do propose to use pre-defined values that can be configurable, selecting initially the following ones 
(1Gbps for throughput normalization, 1ms for queuing delay normalization, 1GB for cached/offloaded content 
data volume, using the following expressions: 
 

T =
𝑅𝑘

𝑇

1 𝐺𝑏𝑝𝑠
   

D =
1 𝑚𝑠

𝜇𝐷
   

C =
𝐶5𝐺𝑒𝑠𝑠𝑒𝑛𝑐𝑒

1 𝐺𝐵
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where 𝑅𝑘
𝑇  is the estimated average transmission rate of the k

th
 user in the next period T, µD is the average end-

to-end queueing delay in the protocol stack buffers in ms and C5Gessence is the cached/offloaded content in GB. 
 
 

5.1.4 Pricing Model 

The notion of perceived cost is highly relevant for a user, as the utility is lower as the price of the different 
interfaces grows. Typically, pricing models are based on the data consumption, being easily incorporated in 
similar utility frameworks by means of defining a decrease of the utility which can be proportional to the 
intrinsic cost per byte of a given connection, having into consideration a potential data cap or a flat rate or 
considering the subjective impact of the cost of a given connection. In this sense, a bad problem formulation 
can lead to the situation of having negative values for the utility function, which can tend to minus infinite as 
the data volume grows, so we should introduce a pricing factor that makes the utility function equal to 0 when 
the price tends to infinite. 
 
Note that the pricing factor is mainly included to decrease the net utility of using an interface with an intrinsic 
cost. Then we can potentially model the different cost of using a given radio interface or network slice in the 
proposed optimization problem, as some slices can be RAT agnostic, but the cost is defined by the provision of a 
certain QoS parameters or SLAs. 
 
The utility of a radio interface selection for a user´s QoS flow or network slice i (service flow, E-RAB, QFI or 
whatever definition we can use for categorizing the QoS), can be updated as U(tij)−Eij or U(tij)•Eij, depending on 
how the pricing factor is defined, where Eij is related to the cost associated with using the QoS flow or slice i 
using the interface j, being defined based on the pricing model used by the operator, having into consideration 
the three main pricing models. 
 

i) Pricing per byte: Eij can be made to capture the data consumption in the current period as 
𝐸𝑖𝑗 = 𝐶𝑗 ∙ 𝑤𝑖, where Cj is the cost per unit weight of the QoS flow. Since the actual flow 

throughput in a period depends on multiple factors, the cost is typically based on the weights, 
which influences how throughput is shared.  
 

ii) Flat Rate Pricing model: On the other hand, Eij can capture data usage till a given data cap is 
reached, defining the cost per KB of excess of the data consumption. Then, the pricing model can 
be defined as follows: 
 
𝐸𝑖𝑗 = 𝑃𝑗   if Dkj < Dcap  

𝐸𝑖𝑗 = 𝑃𝑗 + 𝐶𝑗 ∙ 𝑤𝑖 ∙ (𝐷𝑘𝑗 − 𝐷𝑐𝑎𝑝)  if Dkj > Dcap  

 
iii) Perceived Pricing model: From an end user´s point of view, the utility function is a convex function 

that decreases quickly, but as the price grows, the utility of using a given connection is not 
decreasing as fast as in case of the initial pricing steps, even though this is a decreasing monotone 
function. On the other hand, Eij can be normalized as well using a normalization price that is the 
mean price of a connection. Then, the pricing model can be defined as follows: 
 

𝐸𝑖𝑗 =
1

(1+
𝑃𝑗

𝑃𝑁𝑜𝑟𝑚
)
   

 
Where PNorm is the mean price of the connectivity and Pj is the mean price of using an interface or network slice. 
In our utility function, we consider the Pricing Factor as a multiplying factor, being related to the perceived cost 
according to the last pricing model considered above, normalizing with a pre-defined normalization cost that is 
the mean cost of the different connections. The rational of using this pricing model is the problem of having in 
the cSD-RAN Controller information related to the tariffs related to a given user, as this information is only 
stored at the HSS, and this network entity is not accessible from the network edge. 
 
Then, the pricing factor impacts on the utility function as shown in the next figure. 
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Figure 33. Pricing Factor vs Normalized Price evolution 

 
 

5.1.5 Attainable Throughput Estimation 

 
A relevant problem to solve is the estimation of Licensed technologies (4G and 5G) and WiFi have very different 
MAC protocols, using very different scheduling algorithms with diverse fairness strategies that have a very 
relevant impact in the attainable throughput calculation based in the system load and link conditions of a given 
user. The Attainable Throughput calculations for the different RATs are dependent on the scheduling algorithm 
or the fairness strategy used in each RAT, so we initially propose two classical scheduling algorithm functions. 
 
 

5.1.5.1 4G LTE and 5G NR Physical Resource Abstraction Model 

 
CP-OFDMA systems like 4G and 5G require a fast adaption to optimize the system performance. The scheduling 
algorithm executed in the MAC layer of the base station, should be aware of the channel state conditions of 
every user in the system in order to enable a fast adaption on both uplink and downlink to fading channel 
conditions thanks to the feedback of the channel states sent from the mobile stations in case of the DL using CSI 
information (CQI, RI, PMI, PTI), and getting the SINR value directly from the receiver in the case of the UL. Max. 
Throughput or Opportunistic schedulers [62] assign the resources to the mobile terminals having the best 
channel conditions by taking advantage of multi-user diversity.  
Although it delivers the best overall system throughput, terminals with bad channel conditions over an 
extended period of time experience significant QoS degradation as they are less likely to be scheduled at all. In 
order to resolve this problem, proportional fair scheduling (PFS) is widely used in Mobile Networks, as it allows 
to balance the performance of the cell edge users in respect of the center cell users according to the fairness 
parameters (α, β) of the scheduler. For achieving this, the instantaneous channel states (either characterized by 
the rate or by the signal-to-interference-and-noise ratio) are scaled by dividing with the average channel state. 
Based on this modified channel characterization, the scheduler opportunistically assigns the resources, being 
widely accepted and used as reference scheduler, together with the Round Robin scheduler, in most of the 
available research literature. 
 
The Proportional Fair algorithm schedules the physical resources a given component carrier to the user flows in 
proportion to a weight that defines the relative priorities of these flows. In this case, the attainable throughput 
estimation of a user can be expressed to be dependent on the carrier load, expressed as the total number of 
users using this specific component carrier and their relative weights as follows [63]. 
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𝑡𝑖 =
𝑤𝑖 ∙ 𝑟𝑖𝑗

∑ 𝑤𝑖𝑖∈𝑁𝑗

 ∀𝑖 ∈ 𝑁𝑗  

 
where wi is the weight for user flow i; rij is the average link-layer rate (or the PHY rate) of user i on CESC j the 
eNB for 4G or the gNB in case of 5G, depending on the average signal-to-noise ratio (SNR) of the user on that 
base station and Nj is the total number of active users on CESC j. 
Explain a little bit more how Wi is composed. 
 
 

5.1.5.2 WiFi Physical Resource Abstraction Model 

 
The resource abstraction and allocation problem in the Wi-Fi RAN is complex due to the distributed and 
random nature of the medium access control mechanism (i.e. CSMA/CD). In addition, the transmissions of the 
different nodes use the whole assigned channel or frequency band, without applying time or frequency division 
techniques. Therefore, in order to support the coordination of WLAN technologies together with 4G and 5G 
waveforms operating in the unlicensed spectrum, the most appropriate solution in order to evaluate the 
resource abstraction in order to allocate and slice resources is based on airtime sharing ([15], [19]), defining a 
TDMA-like scheme, where the CESC Access Point can organize the access to the WiFi carrier not leaving 
everything to the contention process using techniques like RTS/CTS, NAV (Network Allocation Vector) and other 
features included in the latest definition of the WiFi preamble.  
 
The fraction of airtime used by each transmission/reception depends on different parameters [56]: the bitrate 
or MCS of the link, the length of the packets, the number of retransmissions and other parameters related to 
the physical and mac layers of the wireless interfaces (i.e. overheads, RTS/CTS, packet aggregation, number of 
streams…). Also, the available airtime in a specific channel depends on the contention and interference of other 
Wi-Fi RANs sharing the same channel.  
 
According to these parameters, in the 5G ESSENCE the available airtime of each Wi-Fi CESC can be obtained at 
the cSD-RAN Controller by means of measurements and statistics collection. For instance, each CESC can inform 
about its load, contention and interference levels according to MAC layer statistics. Considering an allocation or 
slicing policy with a tenant granularity, this strategy could enough in order to assure the availability of the 
demanded resources for a specific tenant. Then, once allocated, an appropriate scheduling strategy should be 
followed in each CESC in order to apply the required allocation policy. In the Wi-Fi, this can be accomplished by 
modifying the queue system at the MAC implementation (e.g. mac80211 [35] or the specific wireless SoftMAC 
drivers (e.g. ath9k or ath10k) in Linux-based APs.) ([15], [19], [57]).  
 
In case of implementing UE granularity, the particular MCS of each user has to be contemplated in order to 
estimate and allocate the target airtime. In addition, the unfair nature of the Wi-Fi MAC level has to be 
considered, since users with low link bitrates or MCS tend to starve the airtime of the channel. Regarding this 
well-known issue, recent works are also dealing with modifications of the queue system of Linux-based APs in 
order to achieve airtime fairness between the UEs [58]. This type of approach facilitates the resource allocation 
per UE, enabling also the application of differentiation policies as well as WiFi slicing using differentiated QoS 
parameters per slice. 
 
Following the findings of using the fairness model based in the WiFi Air Time [58], we can define the WiFi 
attainable throughput with the following equation: 
 

𝑅(𝑛𝑖 , 𝑙𝑖 , 𝑟𝑖) =
𝑛𝑖 ∙ 𝑙𝑖

𝑇𝑑𝑎𝑡𝑎(𝑛𝑖 , 𝑙𝑖 , 𝑟𝑖) + 𝑇𝑜ℎ

 

 
where Toh = TDIFS + TSIFS + Tack + TBO is the per-transmission overhead, which consists of the Distributed Inter-
Frame Space, TDIFS = 34 μs, the Short Inter-Frame Space, TSIFS = 16 μs, the average block acknowledgement time, 
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Tack, and the average back-off time before transmission, TBO. In the latter equation we can simplify the 
calculation of TBO estimating TBO≈Tslot(CWmin/2)=68μs and Tack=TSIFS+8*58/ri according to [64]. 
 
 

5.1.6 Queuing Delay Estimation 

 
The Queuing Delay estimation is relevant problem to solve, as is one the metrics that indicates the load of a 
given carrier besides the number of users using this specific carrier. The estimation of the queuing delay is 
something that can be easily implemented in real equipment and commercial implementations typically 
capture packet delays in the protocol stack at almost all the protocol stack layers. The definition we made in 
respect the queueing delay is the overall mean time that the packets are inside the protocol stack of a given 
node using a given QCI or QoS flow. 
 
For this reason, and given that the estimation is made per user and per time slot, we can consider the queuing 
delay as a stationary delay process, which indicates that the packet delay statistics are not time dependent, at 
least during the time or slot evaluation period, where every packet delay has an identical statistical distribution. 
On the other hand, this should be also considered as an ergodic delay process, where the ergodicity indicates 
that the sample mean of a realization converges to the expectation of any packet delay.  
 
The descriptive statistics of end-to-end delay in the protocol stack that can be used for the resource allocation 
are the following: 
 

1. Average end-to-end delay µD: the value is expressed as the average of the sum of all packet delay 
samples {d1, d2, d3, · · ·, dN}, which is the sum of the previous values divided by the total number of all 
measurements (N): 

𝜇𝐷 =
∑ 𝑑𝑖

𝑁
𝑖=1

𝑁
 

 
2. Jitter σD: in order to capture the average deviation of the packet delays from the average delay which 

has a relevant effect over TCP services: 

𝜎𝐷 = √
1

𝑁 − 1
∑(𝑑𝑖 − 𝜇𝐷)2

𝑁

𝑖=1

 

 
 

5.1.7 Optimization Problem Decomposition 

 
The problem hardness of the previous equation is something we should consider as critical, as the complexity 
grows exponentially with the number of users, flows and number of base stations. 
 
This equation is NP-Hard, as represents a non-linear integer programming problem. Since the computational 
complexity grows exponentially with K, N, P, M0 and M1, the resolution of the problem implementing an 
exhaustive search over all potential parameter values is not desirable for large values of K, N, P, M0 and M1, as 
the required computational resources grow exponentially with them.  
 
To reduce the computational complexity, allowing having a practical system design, the resource allocation 
using the 5G ESSENCE MR-DC aggregation framework could be decomposed into two sequential steps 
[65][66][70], splitting the computational work between the Resource Abstraction function of the cSD-RAN 
Controller, which is in charge of the Multi-RAT CC selection, followed by the RB assignment on each CC, an 
action which is executed in the protocol stack function of each base station (BS). 
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Then, in the first step, the Resource Abstraction function performs the CC selection to assign users on the 
optimal CCs for a given time slot, signalling the user-CC assignment to the cRRM function, which is responsible 
for forwarding this information to the different protocol stack functions. This CC selection is implemented using 
an algorithm that targets maximizing the system utilization, system latency and the user experience in general. 
Once the different protocol stack functions related to each RAT deployed in the network have this carrier 
component assignment for a given set of users, the assignment the air time for the different WiFi carriers and 
the Resource Blocks belonging to each licensed CC is performed as described in [39]. 
 
In any case, the Resource Abstraction function of the cSD-RAN Controller should be aware of the scheduling 
algorithm used in the different RATs in order to provide accurate estimates of the utility function for each user, 
as the attainable throughput for each user depends on the specific algorithm used in the RAT-specific 
scheduler. 
 
This fact leads to define an upgradable or configurable Resource Abstraction function, where the specific 
components can model different system behaviours, allowing the different system implementations provided 
different system vendors implementing 5G ESSENCE solutions. In that sense, the attainable throughput 
functions as well as the Component Carrier selection algorithm can be modified in order to use other 
algorithms, but the Resource Abstraction scheme remains the same, and the evaluation process will be 
organized in the same way than we propose in this document. 
 

 
Figure 34. Pricing Factor vs Normalized Price evolution 
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5.1.8 CC Allocation Strategy 

 
There are different options for implementing the CC selection algorithm, which include the Random Selection, 
where the CCs for each UE are chosen randomly from the available CC set; the Round Robin or Circular 
Selection, where the CCs are selected circularly for the traffic data, as well as many other mechanisms.  
 
In this work, and as a first approach, we are targeting analyzing a modified Least Load (LL) selection algorithm 
[32][36][40], where the Resource Abstraction function of the cSD-RAN Controller allocates the different 
component carriers of the system according to the current traffic load of these CCs. Since the packets are 
always allocated to the CC with the lowest traffic load, better load balancing across the CCs can be expected 
from this scheme compared with the previous algorithms (e.g. RS and CS) that do not consider the system state 
information [44]. The LL algorithm can be expressed as follows: 
 

𝑖∗ = arg 𝑚𝑖𝑛𝑖 (
1

𝐵𝑖

∑ 𝐿(𝑄𝑘,𝑖)

𝑁

𝑘=1

) 

 
where L(Qk,i) is the queue length of the k

th
 user on the i

th
 CC and Bi is the bandwidth of the i

th
 CC. When the 

bandwidth of CCs is different, it should be considered as well as the queue length. 
 
Although the LL scheme considers the channel characteristics based on transmission rate and the queue length 
of users having the data to transmit, its efficiency can be reduced depending on variations of channel quality 
over time, but a good estimation can be made having the wideband CQI estimation for the evaluation time slot, 
which should be aligned with the CQI report period. That is, the best CC at a given time may not be the best 
choice for the future traffic. In order to overcome this, the Modified Least Load approach using the estimated 
future average transmission rate, and the normalized system delay is proposed and is expressed as follows: 
 

𝑖∗ = arg 𝑚𝑖𝑛𝑖 (
1

𝐵𝑖

∑
𝐿(𝑄𝑘,𝑖) ∙

𝜇𝐷
𝑖

�̅�
∙

𝜎𝐷
𝑖

𝜎

𝑅𝑘
𝑇

𝑁

𝑘=1

) 

 

where 𝑅𝑘
𝑇  is the estimated average transmission rate of the k

th
 user in the next period T, something totally 

aligned with the idea of the composed Multi-RAT area capacity per user per time slot, which defines T as the 

evaluation period for 𝑅𝑘
𝑇 . In this expression we can also find 𝜇𝐷

𝑖 , which is the mean latency of the packets of the 

i
th

 CC carrier, and �̅� , which is the mean latency of the system, 𝜎𝐷
𝑖 , which is the mean jitter of the packets of the 

i
th

 CC carrier, and 𝜎 , which is the mean jitter of the whole system. This also captures the QoS consideration for 
having the right performance for some services which are not delay tolerant, like VoLTE or streaming video, 
that should have in mind QoS considerations for CC selection.   
 
 

5.2 MR-DC in the 5G ESSENCE cSD-RAN Controller   
 
Within the current 3GPP standardization phase, with the Phase I completed but without having the control 
plane and the signalling procedures defined, the industry and the research community released the first set of 
specifications of the 5G NR defining it as Non-Standalone 5G NR or simply NSA 5G NR. 
 
The NSA 5G NR mainly depends on the Multi-RAT Dual Connectivity (MR-DC) technology, which is a 
generalization of the Intra-E-UTRA Dual Connectivity (DC), and is described in 3GPP TS 37.340, where a UE with 
multiple Rx/Tx chains may be configured to utilise radio resources provided by two distinct schedulers in two 
different nodes connected via non-ideal backhaul, one providing E-UTRA access and the other one providing NR 
access, emerging the concepts of Master Node (MN) and Secondary Node (SN), being the first one the 
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responsible for managing the signalling plane of the Dual Connectivity scenario, providing a kind of extension of 
the Control Plane User Plane separation to the different radio interfaces of a UE. 
 
This feature is of high interest for 5G ESSENCE, as the project targets delivering a system architecture suitable 
for 5G, and especially for the demonstration of the 5G concepts including as well a Multi-RAT set of nodes or 
pool of radio resources, being able to deploy and demonstrate the concepts in the first wave of 5G NR pilots 
and proof-of-concepts that should be based in using the NSA 5NR. 

 
Figure 35. NSA 5G NR scenario with signaling overlay of 4G on different 5G NR small cells 

 
In this scenario, there are two completely independent schedulers, one scheduler located in the MN and the 
other in the SN. The MN and SN are connected via a network interface and at least the MN is connected to the 
core network. UE has a single RRC state, based on the MN RRC and a single C-plane connection towards the 
Core Network. 
 
The 5G ESSENCE considers Multi-RAT Dual Connectivity as a key enabler of the cSD Controller, as this elements 
targets to provide a Resource Abstraction of heterogeneous radio resources, considering at least WiFi, 4G and 
5G technologies. With this strong requirement, the MR-DC emerges as a direct enabler for simplifying the joint 
management of all these RATs, by means of selecting the optimal control plane or signaling node for a given UE. 
On the other hand, 5G ESSENCE should consider the scenario where an overlay macro provides the signaling 
plane for the small cell layer, mostly if a 5G NR greenfield deployment is considered, as the NSA 5G NR requires 
having initially a 4G signaling overlay. This scenario poses a strong requirement on the Edge Cloud in order to 
offer a X2 and or a Xn interface towards external cells that should be used for coordination purposes, bringing 
up the need of having a common cRRM function for the control plane of the system. 
 
This technology is a key enabler of 5G, as it introduces the mechanisms to manage legacy 3GPP RATs and non-
3GPP RATs like WiFi using a common and unified framework, from different perspectives. 
 

 Radio Resource Management  In this respect, provides a generalized framework for managing different 
radio access technologies by means of establishing a hierarchical architecture where the Master Node 
controls. 

  

 QoS Management  asda The MR-DC allows optimally manage the QoS and SLAs of different network 
slices in order to allocate a given service to the best combination of system carriers in order to meet the 
QoS requirements of the service. 

 

 Session Management  In terms of session management, the use of the different radio access 
technologies using the MR-DC allows to define a common framework for session continuity and a different 
concept of selective idle mode, where the unit can be allocated to. 
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 Security  This MR-DC allows using a common security framework having the same digital identity for all 
accessible RATs, implementing the a security service that can provide an homogeneous level of security by 
means of using the security mechanisms defined for 4G and 5G based in SIMs and PDCP encryption. 

5.2.1 MR-DC Status in 3GPP Release 15 

 
In order to add more data capacity to the user, and to an efficient separation between the UP and CP, the use 
of Dual Connectivity (DC) is important.  In this direction a Master Node (MN) is responsible for maintaining the 
signalling while the Secondary Node (SN) transforms the data. I another scenario, both the MN and SN 
transform the data to the user, while the MN is always maintaining the signalling. 
 
Within 3GPP standards nomenclature, we have three architectures for DC: 
 
 EN-DC: in this architecture, the CN is EPC, the MN is eNB and SN is gNB, but since the gNB is connected to 

the EPC through S1 the standards give it the nomenclature of en-gNB. 
 

 NGEN-DC: in this architecture, the CN is 5GC, the MN is eNB and the SN is gNB. Since the eNB is connected 
the 5GC the standard gives it the name of ng-eNB. 
 

 NE-DC: in this architecture, the CN is 5GC, the MN is gNB and SN is eNB connected to 5GC which give it a 
new name ng-eNB. 

 
In all those cases, we have the UE connected to two different nodes, one providing LTE access and the other 
one providing NR access. 
 
In Figure 36, we present the architecture and network interfaces for the three MR-DC schemes described in the 
standard. Red lines represent the control plane interfaces, whereas black lines refer to the user plane. Note 
that, in all cases, the SN does not handle the signalling with the end user, and there is the possibility that the 
data will reach the SN through the MN or directly from the core network. 
 

 
Figure 36. MR-DC network interfaces and architecture for the three standardized schemes 

 
 

5.2.2 Control plane and user plane split according to the standards       

 
Control plane and user plane are split and follow different paths in MR-DC schemes. From the control plane 
perspective, the SN is receiving the signalling from the core network through the MN. Which mean that the 
user receives the control plane from the MN.  
For the user plane perspective, three different options for bearer configuration exists: 
 
 Master Cell Group (MCG) bearers, which are radio bearers served only by the MN. 

 
 Secondary Cell Group (SCG) bearers, in which this is the SN who serves the bearers in the radio interface. 
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 Split bearers, in which radio resources from the MN and SN are used. In this case the same service is 

sending to MN and SN at the same time. When there are split bearers, data is transferred after PDCP layer 
to the SN or MN using X2 or Xn user plane interface, depending on the MR-DC scheme. 

 
In case of MCG and SCG bearers, what the controller does is to divide services into bearers, so as maybe you 
have audio in the MCG and at the same time a download of a film in the SCG. In this case, the user is receiving 
packets at the same time from the two radio, but these packets belong to different services. 
 
Figure 37 illustrates the use of the cSD-RAN Controller inside the Edge Cloud and the protocol split between the 
small cells and the radio units.  
 

      
Figure 37. Architecture of the cloud edge SC Controller and protocol split between virtual small cells and the 

radio unit 
 
From the point of view of the architecture shown in Figure 37, the SD controller has all the necessary interfaces 
in all the MR-DC schemes. That is, from the point of view of the core network and other MN, the SD controller 
is the SN and will be connected via X2 and Xn with all potential MN (MeNB and MgNB in the figure) that could 
stablish a MR-DC scheme with one of the SC under its control. Light SCs (en-HgNB, HgNB, ng-HeNB or legacy 
HeNBs) are those only running lower layer protocols, i.e. PHY, MAC and RLC, while RRC and PDCP protocol 
layers, which must follow Release 15 specifications to support MR-DC, will be executed in the SD controller. All 
these light SC, acting as radio interfaces, will be transmitting their broadcast channels, so that the UE can send 
measurement reports about them that allow the MN to decide on the inclusion of one of those SCs to a MR-DC 
bearer.  
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As the potential MN will be connected to the SD controller, it will be the SD controller who receives the request 
for addition or change of the SC and will be able to launch or instantiate a virtual SC on its own operating 
system to connect the SC with the MN. Moreover, as the response to the request for the inclusion of a SC must 
be very fast, using traditional VM technology is not optimal since, at ever launching, you start with a full 
operating system and then depending on the application you are running, might be strip out the things you 
need. This is why the use of container-based technologies is more convenient. Therefore, a docker engine 
installed over the SD controller virtual machine could allow several virtual SC being launched over the same 
system as containers. This heterogeneous architecture, in which containers run inside VM, reduces drastically 
the virtualization overhead and makes the system more efficient and dynamic. 
 
The main advantage of this solution is that the SD controller would be able to adjust the upper layer protocols 
of the SCs so that they can connect to both a 4G and 5G networks, being capable also of connecting old HeNBs 
with an EN-DC scheme without having to update the software of the SC. This proposal greatly simplifies the 
implementation of the SC, preventing the devices from having complex implementations that follow the three 
MR-DC interconnection schemes required by the standard. Indeed, the SCs under the control of the SD 
controller should only worry about the lower layers and the proper operation of the radio interface. 
 
 

5.2.3 Wi-Fi Aggregation  

 
LTE Wi-Fi Aggregation (LWA), introduced in 3GPP Release 13, undertakes the concept of MR-DC in order allow 
the offloading of data bearers (split or switched) through the Wi-Fi RAN. Aggregation occurs below the PDCP 
layer, adding an intermediate layer (LWA Adaptation Protocol Layer, LWAAP) before the Wi-Fi MAC layer. This 
layer basically appends one-byte header to each PDCP PDU to identify the Data Radio Bearer (DRB), thus 
supporting the transport of multiple DRBs [52].   
Then, according to the scenario type, collocated or non-collocated, a new interface Xw is needed to reach the 
Wireless Terminator (WT), as show in Figure 38. Finally, a new Ethernet Type value is introduced in the Wi-Fi 
frames in order to allow the UE to differentiate between the LWA PDUs and the normal WLAN PDUs.  
 

 
Figure 38. LWA architecture: (a) Collocated and (b) non-collocated scenario [53].  

 
The Xw data plane (Xw-U) interface uses GTP-U to transfer the data to the WT, adding a sequence number to 
each PDU [54]. Also, an optional downlink data delivery status procedure can be implemented through Xw-U to 
inform about the buffer status of the WT and the lost PDUs. If not implemented in Xw-U, this procedure shall be 
performed by the UE. On the other hand, the Xw Application protocol (Xw-AP) performs the control plane of 
the Xw interface [55], including procedures related to configuration, mobility management, security and status 
reporting.  
 
In the case of the 5G ESSENCE, the PDCP split and the LWAAP adaptation can be implemented in different 
locations according to the protocol split level: Main DC, Light DC or Small Cell.  
Also, both collocated and non-collocated scenarios should be considered. For instance, in case of performing 
the PDCP at the Light DC, collocated or ideal backhaul based solutions like the introduced in [41], [46] can be 
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assumed, relaxing the need of implementing the Xw interface and thus allowing legacy APs to operate with 
LWA.  
 

5.3 Load balancing 

5.3.1 Multi-RAT load balancing 

 
In normal operational conditions wireless networks traffic could be not evenly distributed. Load balancing 
techniques devoted to avoid situations in which frequency bands are congested while others are underutilized 
can improve significantly the overall system performances in terms of offered traffic. The goal is to improve 
spectral and spatial efficiency by handing over users from over-utilised RAN to under-utilised neighboring RAN. 
In this context, WiFi networks are known to be a cost-efficient traffic offloading solution for mobile networks.  
 
However, heterogeneous technology needs to be abstracted and homogenized in order to have a uniform 
representation of the available resources and to estimate the load of a wireless node joining a base station in 
order to finds suitable offloading nodes. 
 
The requirements to realize a handover balancing technique in heterogeneous networks are as follows: 
 
 Collection of the necessary technology-specific measurements. 

 
 Abstraction of available capacity at the RAN nodes so that the load balancing algorithm can compare 

different RAN nodes. 
 

 Estimate the resources an UE might consume in a neighboring RAN node in order to find a suitable list of 
offloading RAN nodes. 

 
 Centralize the load-balancing decision in the cSD-RAN Controller in order to have an overall view of the 

available resources. 
 
 

Measurements: 
 
In the following we summarize the measures, focusing on LTE and WiFi, that are necessary to be collected: 
 
 RSSI (WiFi). The received signal strength indicator as reported by WiFi APs (uplink direction) and wireless 

clients (downlink direction). Measurements in the downlink direction are taken using the radio resource 

management features introduced by the 802.11k amendment. 

 

 RSSI/RSRP/RSRQ (LTE, 5GNR). The carrier received signal strength indicator measures the total power 

received on reference signals. The RSSI measurement is taken over the full bandwidth while the RSRP is 

narrow–band. In the RSRQ also the number of PRBs used is considered. 

 

 Rate Control Statistics (WiFi). The statistics of the MCS selection algorithm at the AP (downlink). For each 

supported MCS, the frame delivery ratio and the estimated throughput in the last observation window are 

reported. Historical, EWMA–filtered values, are also available. 

 

 Airtime (WiFi) and PRB (LTE) utilization. The fraction of the airtime and of the PRB utilized at, respectively, 

WiFi APs and LTE eNBs. Notice how, for WiFi APs the airtime utilization is an estimated value while for LTE 

eNBs it is the actual value. 
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 Traffic Matrix (WiFi/LTE). The number of packets and bytes transmitted/received by each wireless client. 

The absolute packets/bytes values as well as the bitrate in the last observation window are available to 

applications. Counters can be defined over an arbitrary portion of the flowspace and are implemented 

using OpenFlow [25]. 

Uniform representation of the RAN nodes load 
Resource allocation and available measurement in LTE and WiFi networks is vastly different. LTE uses scheduled 
access and in particular OFDMA while on the other hand WiFi uses random access based on the CSMA/CA 
protocol. The objective is to allow the controller to have the load of each controlled RAN node as a percentage. 
To allow this we have to deal with technology-specific measures as explained in the following focusing on LTE 
and WiFi. 
 
In the LTE case the calculation of the percentage is quite straightforward as we can measure the used PRBs and 
compare with the overall PRBs at disposal. The LTE load percentage is thus calculated as the used PRB divided 
by the total PRBs available. 
 
In the WiFi case, we rely on Regmon, a set of patches applying to the Atheros Wifi card driver, with the goal to 
bring data stored on the card to user space. In this way, it is possible to retrieve at the controller agent, 
collocated with the AP, the percentage of time spent by the in transmission (TX), reception (RX) and energy 
detection (ED). Summing those three values, we obtain the percentage of used resource. In Figure 39 we show 
a representation of the aforementioned values; in red, the percentage of available resources (idle) is shown. 
 
 

 
Figure 39. Representation of the resources as calculated at the AP employing Regmon 

 
 
Resource allocation model: 
As mentioned already, the resource allocation in LTE and WiFi networks is vastly different. LTE uses scheduled 
access and in particular OFDMA while on the other hand WiFi uses random access based on the CSMA/CA 
protocol. A uniform resource allocation model is necessary in order to define the suitable set of neighbor RAN 
nodes to support the service requested by the wireless client; we call this measure Equivalent Resource 
Utilization (ERU). 
 
In the LTE case, the ERU is computed as the ratio between the PRBs in a subframe needed to support the 
required service and the total number of PRBs available in a cell. On the other hands, in WiFi RANs, the ERU can 
be computed as the time to deliver a frame multiplied by the number of transactions necessary to support the 
necessary request. 
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Load Balancing algorithm: 
The load balancing algorithm will be composed by three different steps repeated by each service of each UE: 
 
1- Compute the list of candidates WiFi APs considering the required resource availability at the APs and 

compute the cost (ERU); 
2- Compute the list of candidates eNBs considering the required resource availability at the LTE and compute 

the cost; 
 

3- Select the the AP or eNB with the minimum cost to serve the specific service of the UE. 
 
 
Traffic steering for load balancing 
After the load balancing algorithm computes the target RAN node, the controller should be able to trigger a 
handover. However, as shown in section 5.5, heterogeneous handovers could be very dependent on the kind of 
integration between 3GPP and non-3GPP technologies and in the following, we focus on the traffic steering 
case.  
To this end, we consider multi-homing devices, introduced in Release 10, allowing UEs to attach to multiple 
RANs (e.g. WiFi and LTE). In this way, different services of the same wireless client can be served by different 
RAN nodes and high-priority service of a single client may be assigned to an eNB while the low-priority service 
to an AP, resulting in the client being simultaneously connected to both the eNB and the AP. For example, a 
wireless client can watch a live video stream served by an LTE eNB while a file download is served by a WiFi AP. 
 

 
Figure 40. Network service deployment at the MainDC for traffic steering 

 
To allow this, we consider the LightDC of the 5G ESSENCE architecture to be composed by the protocol stack of 
either LTE or WiFi as well as the controller agent. On the other hands, the MainDC hosts the controller, an 
OpenvSwitch, the vGTP VNF for GTP encapsulation and decapsulation and a Ryu controller. The composition of 
the network service regarding the Main DC is shown in Figure 40.  
 

 
Figure 41. Procedure for traffic steering load balacing 
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The load balancing decisions are applied by the controller through the Ryu controller enabling to insert new 
rules on the OpenvSwitch. The procedure is shown in Figure 41 considering a UE exploiting the eNB both in 
uplink and downlink. After the measures report, a load balancing decision is triggered at the controller and the 
switch rule is updated. The result of this operation is that the UE is now connected to the eNB for upload and to 
the WiFi in download resulting in effectively offloading the eNB resources for the downlink traffic. 
 
 

5.3.2 Wi-Fi load balancing  

Load balancing mechanisms can improve significantly the performance of the Wi-Fi RAN in dense scenarios by 
intelligently distributing users and traffic flows among all the available Access Points (AP) (i.e. a cluster of CESCs 
in 5G ESSENCE). By default, user-AP association is managed by the users, which select the AP with the strongest 
radio signal. Although this association strategy can be considered an optimal assignment according to a metric 
based on the link quality, what usually will benefit the error and the bit rate of the link, in dense scenarios it can 
cause inefficient load distributions, leading to saturated or underutilized APs. Despite being a well-known issue 
and a mature research area [20],  software-defined and virtualized Wi-Fi networks paradigms have fostered the 
development of new load balancing solutions [21].   
 
The two-tier architecture of 5G ESSENCE favours the design of centralized mechanisms in the cSD-RAN 
Controller at the Main DC. This way, considering that a cSD controller will be in charge of a cluster of CESCs, it 
can take the proper decisions in order to balance the load of the RAN. Basically, the load balancing mechanism 
will consist of the following procedures or phases: 
 

1) Statistics and parameters collection:  
 In order to estimate the available bandwidth or airtime of each AP, the cSD Controller shall gather 

their configuration (e.g. implemented IEEE 802.11 standard, channel width, number of streams, etc.) 
and some statistics or measurements of the radio medium (e.g. interference level or busy time).  

 In order to estimate the bandwidth demand, the cSD-RAN Controller shall collect the traffic load of 
each user in the system. This can be obtained according to the actual average date rate of the user or 
predicted according to the user (e.g. basic or premium) or application profile (e.g. video streaming 
bitrate). Then, since the bandwidth/airtime consumption of each user will depend on the link bit rate, 
each AP can provide the actual link bit rate or Modulation and Coding Scheme (MCS) of each 
associated user.  

 Also, since load balancing can lead to new associations, each AP shall collect statistics about the signal 
of non-associated users using a monitor interface. This information shall also be used to predict the 
MCS, and thus the bandwidth/airtime consumption, and use it as an input of the load balancing 
algorithm.  
 

2) Load balancing algorithm:  
 Once collected all the statistics, the algorithm will use them as an input in order to compute the 

optimal user-AP assignment in order to balance the load. The algorithm should try to avoid saturating 
the APs, what will impact the throughput of the users. Also, fairness between users should be 
considered. 
 

3) Network controlled handover:  
 Once computed the optimal user-AP assignment, the cSD-RAN Controller shall be able to force the 

desired handovers. Section 5.4.2 describes this procedure in detail.  
 
The load balancing mechanism shall be periodically called by the cSD-RAN Controller in order to react to RAN 
variations (e.g. traffic conditions, number of users, mobility, radio quality variations, …). The concrete 
implementation of the mechanism will be defined in a later stage of the project.  
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5.4 Mobility management 

5.4.1 Optimal Cell selection in MR-DC environments 

 
Multi-RAT Dual Connectivity offers a new degree of freedom in terms of structuring and planning the mobility 
management strategies. The concept of optimal cell selection is no longer related to the best cell in terms of 
RSRP, but to the best cell that can support in conjunction with the rest of cells of the Dual Connectivity set to 
which a given UE is connected, the network slices towards the UE is connected in a precise time. This aspect 
increases the intrinsic complexity of the mobility management procedures, which should evolve in order to 
consider within the algorithmic framework a new set of variables that are not only radio related.  
 
In any case, one of the design goals in 5G is clear, targeting providing an even more flexible and reliable user 
mobility framework, where the connectivity can be implemented towards a Master Node or cell and different 
Secondary Nodes or cells potentially having a redundant path for the user data, being able of implementing a 
mobility procedure from and single cell or from multiple cells, like in classical Carrier Aggregation schemes. In 
this sense, the downlink bearers coming from the core network can be routed through the MN and SN even if 
these nodes are not the serving nodes for these bearers. In these cases, and when there are split bearers, X2 
and Xn or even Xw user plane interfaces are established to implement the data forwarding related to these 
bearers. 
 
In terms of mobility management of mobility, the standard contemplates four use cases. A handover related to 
the SN, that could be MN initiated or SN initiated, in which the MN remains the same but the SN is modified, 
Inter-MN Handover, in which the UE transfer from a MN to another in both cases maintaining the MR-DC 
scheme, MN to eNB/gNB handover, in which the mobility procedure forces the UE terminating the MR-DC 
scheme and change the serving node at the same time, and eNB/gNB to MN handover, in which the UE is 
transferred from a source cell to a target MN that, during the handover procedure adds a SN based in the 
measurement reports of the UE and the RRM. 
 
In 5G ESSENCE, the radio resource management function needs to be accurate even though the resource 
abstraction function provides a relevant information for candidate cell selection. In this sense the optimal cell is 
the cell with the lowest load and operational cost that fulfils the radio quality thresholds, the QoS requirements 
of the active services and if possible that serves all the network slices that the given UE has active in order to 
minimize the UE context modifications procedures in the nodes.  
 
 

5.4.2 Wi-Fi CSA-based handover  

 
Although Wi-Fi handovers are usually controlled by the users according to the received signal strength from the 
AP, the IEEE 802.11 standard offers some mechanisms to control and perform them in a seamless way. This is 
especially interesting in order to apply load balancing mechanisms as introduced in Section Σφάλμα! Το αρχείο 
προέλευσης της αναφοράς δεν βρέθηκε.. Also, handovers can be useful to move users to a Light DC serving a 
particular VNF, as is the case of the Caching VNF in the IFEC use case, or in advance to an AP shutdown.    
   
In particular, based on the procedures introduced in [22], in 5G ESSENCE the Dynamic Frequency Selection 
(DFS) functionality of IEEE 802.11 can be exploited as follows: 
 
 All the APs or VAPs of a cluster of CESCs shall use the same BSSID (which may be different for each 

particular tenant or slice) and different radio channels.  
 
 Once a handover is demanded by the cSD-RAN Controller or some cRRM/cSON mechanism, the actual AP 

sends a unicast beacon to the target user containing the Channel Switch Announcement (CSA) element, 
which announces the channel of the target AP.  

 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   111/212 
 

 Once receiving the beacon, the user will change its actual channel to the new one, believing that there will 
be a channel switch on the actual AP. 
 

 Since the actual AP remains on its channel, the user will become attached to the target AP in the 
announced channel. The procedure is totally seamless since there is no need of association or 
authentication with the new AP.  

 
According to proposed e architecture of the centralized Wi-Fi RAN Controller introduced in Chapter 3, the 
software hostapd has been modified in order to implement the following functionalities and procedures, 
depicted in Figure 42. 
 

 
Figure 42. Network controlled Wi-Fi handover: Procedures and handshake 

 
 Extraction from the actual AP of all the parameters of the user needed by the Linux driver to internally 

configure the association of a new user, including the related with security.  
 

 Addition (internal association and authentication) of the user to the new AP using the parameters 
extracted from the actual AP.  
 

 Sending unicast beacons containing the CSA element to a particular user, avoiding the channel switch of 
the AP generating the beacon. Figure 43 shows a capture of the beacon. Note that when using HT/VHT 
configurations, the CSA elements should carry additional information (i.e. center frequencies, bandwidth 
and secondary channel). 
 

 Deletion (internal dissociation and deauthentication) of the user in the previous AP.  
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Figure 43: Network controlled Wi-Fi handover: Example of an unicast beacon with CSA element  

 
Some initial tests have been realized using IEEE 80211n interfaces and WPA2 security.  Figure 44 shows the UDP 
throughput received at a server from a client being periodically moved between two APs in different channels 
(6 and 11) according to different intervals. Results show that the handover is seamless and doesn’t impact the 
data traffic. In following stages of the project this solution will be integrated with the cSD-RAN Controller and 
evaluated under different network and traffic conditions.  
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Figure 44. Network controlled Wi-Fi handover: The user was sending an UDP flow of 10 Mbps and was moved 

between two APs (a) each 20 seconds and (b) each 5 seconds. There are some occasional throughput 
degradations caused by interference (channel 6 and 11 are very crowded). 

 

5.4.3 Light Virtual Access Point based handover 

In this section we introduce the handover through the Light Virtual Access Point (LVAP) abstraction. Essentially, 
the LVAP provides an interface for the state management of the wireless client. The implementation of such an 
interface handles all the technology-dependent details such as association, authentication, handover, and 
resource scheduling [38]. In Figure 45 we show from a high-level point of view the deployment in the 5G 
ESSENCE case. Each Light DC hosts the WiFi stack and the controller agent enabling the abstraction toward the 
controller. On the other hands, the main DC hosts the controller having a global view of the controlled WiFi APs. 

 
Figure 45. LVAP based WiFi handover in 5G ESSENCE 

 
A client attempting to join the network, will trigger the creation of a new LVAP in the controller agent. 
Specifically, in WiFi, an LVAP is a per-client virtual access point which simplifies and abstract the network 
management. As per IEEE 802.11, clients can perform active scans by broadcasting probe request messages on 
all possible channels at the same time. An agent receiving such a probe request frame forwards it to the SD-
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RAN Controller. The latter then generates an LVAP with a BSSID unique to the client and retrieves the list of 
SSIDs to announce (the union of SSIDs across all slices that the LightDC belongs to). It then instructs the agent 
to generate a probe response for each of these SSIDs, through the client-specific BSSID.  
At this point the client can authenticate and associate to its LVAP as per IEEE 802.11 procedures. If a client does 
not associate to its LVAP within a configurable amount of time, the LVAP is removed from the agent. The agent 
process maintains a lookup table with the mappings of the client’s MAC address to the LVAPs state. It then 
makes use of this per client state to prepare the right 802.11 frames. 
 
The controller agent will host as many LVAPs as the number of wireless clients that are currently under its 
control. Such LVAP has an ID that is specific to the newly associated client (in a WiFi network the LVAP can be 
thought as a Virtual AP with its own BSSID). Removing a LVAP from a WTP and instantiating it on another WTP 
effectively results in a handover. In Figure 46 the throughput of legacy and LVAP-based handover is provided 
when the client is performing a handover every 10s. Note that we refer to legacy HO as the handover in the 
standard WiFi networks where they are triggered by the wireless clients. As we can note, the uncoordinated 
nature of the standard WiFi handover can lead to a significant throughput degradation, while the LVAP 
abstractions allows for completely seamless handovers. 
 

 
    (a)                                                                                         (b)  

Figure 46. Throughput measure in case of (a) legacy and (b) LVAP-based handover. 
 
 

5.4.4 Handover between 3GPP and non-3GPP access 

 
Inter-RAT handovers techniques strongly depend on the level of integration between WiFi and 3GPP networks. 
In this section we present an overview on the different levels of integration between 3GPP and non-3GPP 
technologies discussing the impact on the mobility issues. Figure 47 shows three different approaches that can 
be considered for this integration and namely loose coupling, tight coupling and very tight coupling. 
 

 
Figure 47. Different possible LTE/WiFi coupling architectures: (a) loose coupling, (b) tight coupling and (c) 

very tight coupling 
 
Loose coupling: 
In the a loosely coupled architecture, the two wireless technologies are completely separated and the WiFi 
traffic is not transmitted over the cellular core network. This means that the two networks might be connected 
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to two IP networks with different prefix. This implies that mobile user obtains different IP address for each 
interface, resulting in mobility issues such as IP and session continuity while performing the handovers. Several 
solutions for this issue can be proposed to solve the issue however they bring backward compatibility issues or 
increase the deployment issues by introducing new entities such as the Home Agent in MobileIPv6-based 
solutions [39]. 
 
Tight coupling: 
In the tight coupling solution, the WiFi RAN is connected to the EPC making it appear as a regular radio access. 
In this way session continuity is not an issue as in the loose coupling, however, the UE needs security 
mechanisms to access the core network. 
In the 3GPP standardization for 5G system, interworking functions between 3GPP and non-3GPP RATs have 
been introduced for this issue [11]. In particular, the N3 Inter-Working Function (N3IWF) connects the 3GPP 
core network to non-3GPP access networks (e.g. WiFi) enabling the use of untrusted access over trusted 
network. This function allows MNO to benefit from offloading traffic to the WiFi access points. The role of the 
N3IWF is basically to set up a security association with the UE, employing the IKE protocol [40], and present to 
the core network N2 interface toward the AMF and the N3 interface toward the UPF. 
 
Very tight coupling: 
In the very tight coupling, the WiFi access point are directly connected to the eNB. In this architecture, the the 
integration is done at a lower layer, i.e. below the Packet Data Convergence Protocol (PDCP) layer of the LTE 
access stack [41]. As in the tight coupling, IP addressing is not an issue as the attachment procedure is always 
governed by the core network. Moreover, using PDCP as a common layer for both WiFi and LTE allows to 
transparently use the LTE security mechanisms for the wifi transmission. This, together with the fact that the 
split at the PDCP layer does not impose severe constraints on the fronthaul (i.e. connection between the eNB 
and WiFi AP) possibly make this solution more suitable for the telco operators. 
 
 

5.5 Self-X functions 
 
In this section, the 5G ESSENCE project consortium targets defining novel self-organizing mechanisms mainly for 
WiFi networks, as a relevant novelty provided by the project, because the research community has already 
provided valuable proposals for LTE and LTE Advanced SON technologies and algorithms, starting the research 
of SON mechanisms for 5G NR, but being still in a very early stage, basically mapping the 4G SON functions into 
bigger channel bandwidths and targeting a relevant enhancement of the RAN coordination by means of taking 
advantage of novel Artificial Intelligence, Big Data and virtualization technologies that can expose massive 
amount of data in real time to specialized network functions in charge of coordinating the RAN resources for an 
optimized operation.  
 

5.5.1 cSON in the Wi-Fi RAN 

 
Practical implementations of Wi-Fi cSON rely on remote management protocols like the Network Configuration 
Protocol (NETCONF) [23], the Simple Network Management Protocol (SNMP) [24], the Control And Provisioning 
of Wireless Access Points (CAPWAP) Protocol [25] or the Broadbands Forum’s TR-069 CPE WAN Management 
Protocol [26].  
By means of these protocols, a centralized controller can provision the network devices during the 
configuration state and manage configurations dynamically during the operational state.   
 
In Chapter 3 we introduced a proposal for the centralized management of the Wi-Fi RAN based on NETCONF, 
which was defined by the IETF in the RFC 6241[23] and provides the following key features: 
 
 Encrypted communication. 

 
 Validation of both form and content before execution. 
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 Architecture independent. 

 
 Distinction between configuration and state data. 

 
 Different configuration databases. 

 
 Extensible Remote Procedure Call (RPC) mechanism. 

 
 Notification on data changes. 
 
NETCONF uses YANG [27] as data modelling language, which is a hierarchical human readable and easily 
extensible representation of configurations and RPCs. For instance, the Openconfig project, which is a 
collaborative effort in the networking industry focused on the development of vendor-neutral data models for 
configuration and management, has published several interesting YANG models for Wi-Fi devices

1
. Within 5G 

ESSENCE, Openconfig models will be evaluated and adopted or adapted according to the requirements of the 
project.  
 
The NETCONF protocol is based on a client-server architecture, where the client role is fulfilled by the 
controller, and the server role by the network device to be configured. Conceptually, its functionalities can be 
described according to four layers, as depicted in Figure 48: 
 
 The transport layer provides reliable and secure end-to-end communication between the server and the 

client. 
 

 The RPC layer defines the request (client to server) and response (server to client) frames of the 
communication model, called <rpc> and <rpc-reply> respectively. In case of errors, the <rpc-error> 
element is used to describe it. Notifications are used to notify configuration changes in the device (for 
instance, after a successful configuration change caused by a RPC).  
 

 The Operation layer provides the mechanisms to inspect and manipulate configurations. NETCONF defines 
some default operations, but it can be extended by defining new RPCs in the YANG models. In addition to 
configuration purposes, RPCs can also be used to get statistics. 

 

 The Content layer defines the format of the configuration and notification data that is encapsulated into 
the RPCs and stored in a database on the network device. It is encoded using XML and following the YANG 
schema. 

  

                                                           
1
  See: http://www.openconfig.net/projects/wifi/. 

http://www.openconfig.net/projects/wifi/
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Figure 48. NETCONF conceptual layers. 

 
NETCONF is supported as southbound interface by several SDN controllers, like OpenDayLight

2
 or ONOS

3
. Thus, 

devices managed by NETCONF can be integrated in these controllers exposing to them their configuration and 
operational status, and the RPCs/notifications.    
 
 

5.5.2 Self-Configuration Functions 

5.5.2.1 Self-Configuration in the Wi-Fi RAN 

 
Self-configuration in the Wi-Fi RAN is mainly focused on deploying the initial configuration of network and radio 
layers [28]. Regarding the network part, it basically should consider the IP configuration of the own device (i.e. 
IP address, routes, gateways, etc.) and the configuration of the RAN. In the case of 5G ESSENCE, where different 
Virtual Access Points (VAPs) (linked to different tenants or slices) can be deployed on a single physical interface, 
the configuration of each of the different VAPs should be managed in an isolated way. This includes, among 
others, the configuration of the BSSID/SSID, the QoS policies, the security, the blocking and whitelisting of 
clients, the IP level of the RAN, some MAC-related parameters, the VLAN id, etc.   
 
On the other hand, the radio configuration involves different parameters related with the physical interface and 
that will be common for all the VAPs. This includes, among others, the frequency band (e.g. 2.4GHz or 5GHz), 
the IEEE 80211 standard (e.g. a/g/n/ac/ax), the channel and channel width, the transmission power, etc.  
 
As aforementioned, NETCONF is capable to deploy and manage configurations in a centralized way. This way, 
once the network device (e.g. the Wi-Fi CESC) is connected to the Wi-Fi cSD-RAN Controller, it can gather its 
configuration. Also, the Controller can modify active configurations and get feedback about the success of the 
operation. Figure 49 depicts the execution flow of NETCONF, where messages between client and server are 
based on RPCs and notifications defined in YANG, as introduced in Section 5.5.1.  
 

                                                           
2
  See: https://docs.opendaylight.org/en/stable-oxygen/user-guide/netconf-user-guide.html#southbound-netconf-

connector 
3
  See: https://wiki.onosproject.org/display/ONOS/NETCONF 

https://docs.opendaylight.org/en/stable-oxygen/user-guide/netconf-user-guide.html#southbound-netconf-connector
https://docs.opendaylight.org/en/stable-oxygen/user-guide/netconf-user-guide.html#southbound-netconf-connector
https://wiki.onosproject.org/display/ONOS/NETCONF
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Figure 49. NETCONF’s execution flow 

 
 

5.5.3 Self-Planning Functions 

 
Self-planning functions intend to automate the process of deciding the need to roll out new network nodes in 
specific areas, identifying the adequate configurations and settings of these nodes, as well as proposing 
capacity extensions for already deployed nodes (e.g., by increasing channel bandwidths and/or adding new 
component carriers). Given that self-planning decisions involve the vision of a complete network; they are 
typically associated to the cSON functions hosted at the NMS/EMS entity of the 5G ESSENCE architecture.   
 
The work presented in this section is a continuation of the work on self-planning that was initiated in previous 
project SESAME (see [15]) in relation to the self-planning function in multi-tenant small cell networks. In this 
context, self-planning intends to identify the situations when additional capacity is needed in the network and 
to determine the adequate actions to be carried out, e.g. the addition of new Small Cells (SCs) or the 
reconfiguration of spectrum allocation in existing SCs. In relation to the previous work in [15], the work 
presented here incorporates a consolidation of the framework and the algorithms and new results that include 
a comparison with other approaches of the state-of-the-art. Based on this, in the following we provide an 
overview of the main components of the self-planning framework and of the main results obtained. In turn, the 
specific details about the considered approach, the mathematical formulation and the complete set of results 
are presented in the Annex 1 (Section 10).    
 
The work assumes an infrastructure provides that owns and deploys a set of small cells in a certain localized 
geographical area subdivided into pixels.  
The small cells are shared by a number of tenants, so that the customers of each tenant can get access to the 
services offered by that tenant. Each tenant is characterized by a certain traffic demand, which can be defined 
for the whole scenario and for each SC.  
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5.5.3.1 Self-planning functional architecture 

 
Figure 50 depicts the reference framework for multi-tenant management from the perspective of network 
planning. The network, represented in the bottom of the figure, is characterized by the network configuration 
at time t, which is given by the set of pixel locations with deployed SCs, denoted as, and by the subset of 
channels allocated to each SC, denoted as for the i-th small cell.   
The network performance can be seen as a source of relevant information for the planning process. In 
particular, it provides a collection of metrics related to the past and actual traffic demand and also to the 
quality of the offered services. The information can be given at either the SC-level or pixel-level. In the former 
case, the metrics are derived from cell counters and they are typically known as Key Performance Indicators 
(KPIs). In the latter case, the information is derived from call traces, which contain geo-located measurements 
from users. 
 
The functional architecture of Figure 50 includes two main entities described in the following. In the context of 
5G ESSENCE architecture, they will be part of the cSON function at the EMS/NMS. 
 

 
Figure 50. Functional architecture of the self-planning approach 

 
a) Multi-tenancy management entity  
 
It acts as an interface between the tenants and the network planning tool of the network provider. From the 
perspective of planning, the Service Level Agreement (SLA) for a tenant m is defined in terms of a contracted 
capacity (in Mbps) demanded to the network provider. Normally, it is expressed in terms of aggregate values 
over relatively coarse time and space scales (e.g. for the considered scenario where the service is provided). 
Therefore, the multi-tenancy management entity will translate this aggregate SLA in terms of detailed planning 
specifications with smaller time/space scales, estimating the traffic demand of the tenant per SC at each time t, 
denoted as for SC i and tenant m.  
 
Section 10.2.1 in Annex 1 presents the considered approaches for determining the value of,  based on  when a 
new tenant has to be supported. The first approach is a uniform distribution, which assumes an even 
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distribution of the total capacity among all the cells (SC-level uniform distribution) or among all the pixels (pixel-
level uniform distribution). In turn, the second approach is a correlated distribution that assumes the same 
spatial traffic distribution for the new tenant than for the existing tenants. Again, two options exist, either an 
SC-level correlated distribution or a pixel-level correlated distribution. 
 
 
b) Self-planning entity  
 
Whenever a set of detailed planning specifications are generated by the multi-tenancy management entity, 
typically as a result of a new tenant to be aggregated or of an update in the SLA of an existing tenant, this entity 
receives the detailed per-tenant planning specifications and uses them to determine whether the infrastructure 
needs to be updated or not. The operation of the self-planning entity is based on the following components: 
 
 Capacity conformance monitoring: This module watches over the network to determine when the 

network infrastructure has to be reconfigured in order to meet the tenant’s traffic demand while 
minimizing over-provisioning. For that purpose, it performs a capacity conformance check that compares 
the required bandwidth of SC i against the actual deployed bandwidth in the SC weighted by an adjustable 

parameter  (see details in section 10.2.2.1 of Annex 1). If the conformance check is not fulfilled, the 
capacity dimensioning and planning module is triggered to decide the modifications that are required in 
the network. 
 

 Capacity dimensioning and planning: This module intends to find an optimal solution to support the traffic 
demand of the different tenants in the network when the capacity conformance check has not been 
fulfilled. The executed process is iterative, sequentially checking a set of conditions in order to trigger 
specific planning actions, namely adding/removing a channel and deploying/relocating a SC. The detailed 
process is presented in Algorithms 1 and 2 of section 10.2.2.2.  
 

 Network performance model: This module interacts with the capacity dimensioning and planning to 
estimate the performance of the different candidate solutions prior to selecting the one that will be the 
final outcome of the self-planning process. These solutions cannot be tested online on the real network so 
a network model is required. The algorithmic details of this module are given in section 10.2.2.3. 

 
 

5.5.3.2 Performance evaluation 

 
The evaluation of the self-planning approach has been carried out assuming an urban scenario with dimensions 
0.4 km x 0.4 km. The details about the simulation model and parameters are given in section Σφάλμα! Το 
αρχείο προέλευσης της αναφοράς δεν βρέθηκε. of Annex 1. Prior to the arrival of the new tenant, 3 SCs are 
deployed in this scenario.  
The actual network layout and the traffic demand at the busy hour in the situation before the consideration of 
the new tenant are represented in Figure 51, where the triangles represent the location of the three deployed 
SCs and the values in brackets are the number of allocated channels (each one of 20 MHz), and the color scale 
indicates the traffic demand density. 
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Figure 51. Traffic demand and network deployment in the initial situation (before new tenant’s arrival) 

 
At a certain point of time, a new tenant intends to have access to the infrastructure with an SLA specifying an 
aggregate capacity of 100 Mbps. At this initial stage, the new tenant’s spatial traffic distribution is assumed to 
be unknown. In this respect, Figure 52 depicts the resulting network deployment after executing the self-
planning algorithm with the SC-level correlated method at the multi-tenancy management entity for estimating 
the per SC traffic demand of the new tenant (the results for the rest of cases are presented in detail in section 
10.3 of Annex 1).  
This method assumes that the traffic of the new tenant is correlated with the traffic of existing tenants. By 
comparing Figure 52 with Figure 51, it is observed that the capacity dimensioning and planning module adds 5 
new SCs and modifies the channel allocation of existing SCs by adding one channel to SC3. 
 
Now, let us assume that the solution of Figure 52 is deployed in the network. At this stage, the network will be 
operative with the real traffic demand of the new tenant. In that respect, let us assume the situation in which 
the spatial traffic distribution of the new tenant is only 15% correlated with the distribution of the other 
tenants. Under these conditions, Table 8 presents the real required bandwidth for each of the 8 deployed SCs 
together with the actual bandwidth that has been deployed. It is observed that, due to the fact that the multi-
tenancy management entity had assumed correlation between the spatial traffic of the tenants but this 
correlation is in reality low (15%), some cells have a much higher bandwidth than required (e.g. SC4) and one of 
the cells (SC7) exhibits bandwidth shortage because requires more bandwidth than its allocated one. In such a 
situation, the capacity conformance check condition at the it self-planning entity will not be fulfilled and, as a 
result, the capacity dimensioning and planning module is relaunched to provide a new network configuration.  
The result of this re-planning with the new network configuration is presented in Figure 53. By comparing it 
with Figure 52, it is observed that a new small cell (SC9) is deployed in the centre of the scenario, where the 
traffic density is higher. Similarly, there are some changes in the channel allocation (e.g. SC2 and SC4 have now 
less allocated channels). Indeed, the new deployment fits much better the actual traffic conditions and it just 
requires a total of 16 channels among all the SCs (in front of 17 channels in the initial solution). And more 
important, the new deployment does not exhibit bandwidth shortage in any of the SCs. 
 
An extended set of results including different planning approaches and traffic correlation levels is presented in 
the Annex 1 (section 10.3). 
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Figure 52. Network deployment and estimated traffic assuming the SC-level correlated distribution method 

Table 8: Actual Req. BW [MHz] and Cell BW [MHz] for the correlated SC-level approach 

 

SC 1 2 3 4 5 6 7 8 
 

TOTAL 
 

Req. BW / 
Cell BW 

19/40 24/40 53/60 20/60 35/40 20/40 55/40 7/20 233/340 

 

 
Figure 53. Network deployment after re-planning  

 
A comparison of the proposed self-planning approach with an state-of-the-art (SOTA) method [17], [18] has 
also been performed. In this case, the SOTA method is applied instead of the Algorithm 1 that decides the 
planning actions to be performed whenever the capacity conformance check is not fulfilled. As a difference 
from the proposed Algorithm 1, the SOTA method of [17], [18] only comprises the action of deploying a new SC, 
but does not consider the option of adding/removing channels in existing cells.  
 
Table 9 presents the comparison in terms of number of SCs and channels between the proposed approach and 
the SOTA method. The results refer to the initial deployment provided by the self-planning algorithm based on 
the SC-level correlated method. It can be observed that the SOTA method requires a higher number of small 
cells than the proposed approach, and also the number of channels per SC is higher. Further results in relation 
to this comparison can be found in section 10.3.5. 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   123/212 
 

 
Table 9: Number of channels per SC with the proposed approach and with the SOTA method 

 

SC 
 

1 2 3 4 5 6 7 8 
9 10 

Proposed 
 

2 2 3 3 2 2 2 1 
- - 

SOTA 
 

2 2 2 3 3 3 3 3 
3 3 

 
 

5.5.4 Self-Optimization Functions 

5.5.4.1 Self-Optimization in the Wi-Fi RAN 

Due to the unlicensed and distributed nature of the Wi-Fi RAN, self-optimization is a key and challenging 
feature in order to satisfy the KPIs of the service [28]. We can consider four different areas to optimize: 
channel, medium access, handovers and load distribution.  
As in the self-configuration case, the different needed procedures can be controlled by the Controller by means 
of NETCONF (or an equivalent control protocol), including the monitoring of the different CESCs composing the 
cluster.  
 
Self-optimization of the channel must deal with the interference of external Wi-Fi networks which also operate 
in the same unlicensed channels. Also, proper algorithms should be defined to assure a fair co-existence with 
other technologies operating in the unlicensed spectrum, as is the case of LAA.  
This is especially challenging due to the different medium access strategies that implement both technologies 
[29]. In any case, the Wi-Fi cSON should be capable of estimating and characterizing the perceived interference, 
and, according to it, avoiding or mitigating it by intelligently managing the channels and channel widths of the 
active RANs.  
 
Regarding the optimization of the medium access layer, the cSON shall be able to dynamically modify the 
packet schedulers of active slices according to the status of the RAN, for instance, after the creation or deletion 
of a particular tenant or slice. Also, since congestion or interference can impact the available airtime of a 
particular CESC, it would necessary to modify the scheduling configuration in other CESCs of the cluster of the 
RAN in order to keep the KPIs within the defined range.  
 
Finally, as described in previous Sections, load balancing and seamless handover mechanisms can be managed 
by the cSON at the Wi-Fi cSD-RAN Controller in order to optimize the performance of the Wi-Fi RAN.  
These mechanisms can be especially interesting in dense scenarios with low mobility, where UEs are able to 
reach several Wi-Fi CESCs but remain by default connected to the same CESC independently of the RAN status, 
as occurs for instance in the IFEC use case of 5G ESSENCE.  
 
 

5.5.5 Self-Healing Functions 

The Self-Healing functions are not executed in the classical manner than there were executed in previous RAN 
technologies, as the Active Monitoring of the Orchestrator, the actions performed by the CESC Manager, and 
the high-availability technology are in charge of the self-healing actions related to the cSD-RAN Controller, 
while the main self-healing functions related to the SON operation related to the protocol stack are offloaded 
to a dSON agent in the CESC in order to reduce the signaling load. 
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5.6 Security Risks to 5G ESSENCE 
 
Identifying risks to a 5G system is an integral part of the risk assessment process. There are a number of 
documents from different standardisation bodies addressing the issues of risk assessment in 
telecommunication networks. Within the 5G ESSENCE, the methodology adopted for conducting the risk 
assessment is in line with the methodology introduced in the ISO/IEC 27005 standard [83].  
According to this methodology, the risk assessment process has three main parts, namely risk identification, risk 
analysis and risk evaluation. This means that one has first to identify valuable assets, then consider the threats 
that could compromise those assets and finally perform a risk assessment in order to estimate the damage that 
the realisation of any threat could pose to these assets. Threats play a key role in defining the risk assessment 
especially when considering the components of risks. ISO/IEC 27005 defines that risks emerge when: “threats 
abuse vulnerabilities of assets to generate harm for the organization”. 
 
By creating a taxonomy of the most likely threats and attacks with respect to confidentiality, privacy, integrity 
and availability of the 5G ESSENCE system, Task T3.3 “Service-oriented 5G Network Slicing” deals with the first 
phase of risk assessment, namely with the risk identification. Next, we provide some preliminary results of the 
analysis conducted so far.  
Overall, the approach adopted by the 5G ESSENCE was to start with the high level asset and threat categories 
proposed by ENISA and then expand the two lists with assets and threats that are specific to the 5G ESSENCE 
architecture. The plan is to release the enriched assets list and the full threat and vulnerability analysis 
(including ‘external threats’, their categorisation and prioritisation) in deliverable D3.2 “Final report on network 
embedded cloud, 5G cSD-RAN Controller and network slicing”, which is due to Month M24.  
 
 

5.6.1 5G ESSENCE Assets  

 
The first step in risk identification is to generate a comprehensive list of assets that need to be protected, with 
special attention given to those assets that are considered most critical because they cause most damage if 
compromised. Various taxonomies exist to simplify the process.  
Within the 5G ESSENCE, the asset identification process follows the categorisation defined in ENISA Threat 
Landscape for SDN/5G [84]. A summary of the 5G assets defined in this document is shown in Figure 54.  
 
As it can be seen, the main assets of a SDN/NFV/5G network are grouped into seven (-7-) categories: 
 
1. Data Plane Assets – i.e., physical network devices e.g., routers and switches. 

 
2. Control Plane Assets – i.e., assets controlling the creation and destruction of network flows and paths 

(e.g., OpenDaylight, ONOS realising components). 
 

3. Application Plane Assets – i.e., software (e.g., OS) and hardware (e.g., servers). 
 

4. Service provider IT Infrastructure – i.e., IT infrastructure, billing systems, operator data, etc. 
 

5. Network service provider physical infrastructure – i.e., physical infrastructure of the network service 
provider. 
 

6. SDN users – i.e., end user data, SLAs and regulations. 
 

7. Human agent – i.e., human agents involved in the operation of SDNs or using the services enabled 
through SDNs. 
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Figure 54. Summary of 5G assets (Source: ENISA Threat Landscape for SDN/5G) 

 
 

5.6.2 Threats to Assets 

 
The main purpose of threat identification is to determine the applicable threats to the identified assets. A 
threat has a potential to exploit vulnerabilities and accordingly, harm a system’s critical asset. There are various 
ways to classify the threats to a given system, including the threat taxonomy provided by ENISA in the Threat 
Landscape for SDN/5G [84], the taxonomy provided by ITU-T in Recommendation X.805 [85], the Common 
Attack Pattern Enumeration and Classification (CAPEC) model [86] as well as the STRIDE (Spoofing, Tampering, 
Repudiation, Information disclosure, Denial of Service, Elevation of Privilege) threat classification model [87].  
 
The threat classification proposed by ENISA is shown in Figure 55 in the form of a mind map.  
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Figure 55. Summary of threats (Source: ENISA Threat Landscape for SDN/5G) 

 
The part of the taxonomy from ENISA that is considered useful for the scope of the project is the one related to 
the SDN/NFV/5G threats, i.e., to threats whose source is an SDN element, a 5G element or a generic network 
element. Based on this criterion, threats are further categorised by ENISA into:  
 
 SDN specific threats: These are threats related to the elements of the SDN architecture. These threats fall 

under the categories “Nefarious activity/abuse” and “Eavesdropping/Interception/ Hijacking”.  
 

 Network Virtualisation threats: These are threats related to the underlying IT infrastructure used for 
virtualising network operations.  
 

 5G/Radio access threats: These are threats related to the 5G landscape but not specific to the SDN 
infrastructure. 5G specific threats include threats related to the wireless medium, the virtualisation of 
functions and the multi-operator environment. Threats of the wireless medium are mostly related to 
“Eavesdropping/Interception/Hijacking”; threats on virtualisation are related to “Nefarious activity/abuse” 
and “Eavesdropping/Interception/ Hijacking”.  
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 Generic network infrastructure threats: These are threats that any network infrastructure faces without 

reference to the 5G and/or SDN landscape. Generic network infrastructure threats fall under the 
categories “Physical attacks”, “Damage or loss of equipment”, “Equipment failures or malfunctions”, 
“Outages”, “Disaster” and “Legal and business”. 

 
 

5.6.3 Vulnerabilities 

 
As part of the vulnerability analysis, within Task 3.3, the resilience of the 5G ESSENCE system to external 

malicious incidents will also be reviewed. An initial list of vulnerabilities identified in the system is depicted in 

Table 10.  

The full list will be disclosed in deliverable D3.2. Overall, we followed the Common Vulnerabilities and 
Exposures (CVE) approach [88], which identifies a list of entries (each containing an identification number and a 
description) for publicly known cybersecurity vulnerabilities. 
 

Table 10: Initial list of vulnerabilities in the 5G ESSENCE system 
 

Node Name 
 

CVE# 
 

Description 
 

"Administrator 
Workstation" 

module 

CVE-2004-0330 
Vulnerability that allows remote users to execute 
arbitrary code in some Serv-U versions 
 

CVE-2004-1992 
Vulnerability that allows remote attackers to cause DoS in some 
Serv-U versions 
 

"Northbound 
Interface" 

module 
CVE-2003-0533 

Stack-based buffer overflow in certain Active Directory 
service functions 

"Radio 
Interface" 

module 

CVE-2004-0417 
Integer overflow in some CVS versions 
 

CVE-2004-0415 
Vulnerability that allows local users to access portions of 
kernel memory 
 

"Network 
Configuration" 

module 
CVE-2002-0392 

Vulnerability that allows remote attackers to cause DoS 
and execute arbitrary code some Apache versions 
 

 
Finally, in the context of D3.2, the controls and countermeasures that exist in the 5G ESSENCE system and that 
are appropriate to address each identified threat will also be reported. The approach that will be adopted in 
reporting the existing controls is one proposed by the ITU-T Recommendation X.805 [85].  
 
In the eight “security dimensions” approach highlighted below, each security dimension represents the class of 
actions that can be taken or technologies that can be deployed in order to counteract threats or potential 
attacks present at each layer of the architecture. 
 
 Access control 

 
 Authentication 

 
 Non-repudiation 
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 Data confidentiality 
 

 Communication security 
 

 Data integrity 
 

 Availability 
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6 cSD-RAN Controller   CESC Signaling Interface 

6.1 General Considerations 
 
3GPP is in the process of standardizing 5G and the different Protocol Stack virtualization split options, being 
currently focused mainly in the Option 2 and Option 7. In this sense, the RAN working group has provided the 
standardization of a signalling interface between the CU and the DU for 5G NR. During the last years, the Small 
Cell Forum promoted a MAC-PHY interface specification, the FAPI, which evolved to the nFAPI [72] in order to 
support virtualized small cells becoming a de facto industry standard for almost all small cell implementations. 
This interface specification can potentially be the basis of the Option 6, which is also a relevant option to 
consider in 5G. 
 
The 5G ESSENCE project, targets integrating both 5G NR as well as other legacy RATs as 4G LTE and WiFi into a 
5G infrastructure that is able to provide a Generalized Multi-Connectivity Framework through the abstraction of 
the radio resources integrating those RATs using the foundations of the 5G technologies, natively integrating 
concepts like centralization, virtualization software-defined networking and network slicing in general. 
 
For this reason, the goal of 5G ESSENCE is providing a solution fully aligned with the ongoing work performed in 
3GPP while extending some of the 5G RAN signaling interface definitions in order to integrate 4G, at least in 
some of the existing splits where the 5G ESSENCE project consortium is working in order to promote the main 
ideas of this initiative. In this sense, in order to lower the investment requirements, the potential utilization of 
already deployed 4G and WiFi equipment is a topic of paramount relevance, as it allows network operators to 
phase their investment strategy integrating this existing equipment. 
 
On the other hand, this equipment has in most of cases hardware accelerators for executing the PDCP 
cryptography, so it has no sense not using this capability in order to lower the processing needs of the servers 
deployed in an Edge Cloud, the 5G ESSENCE Main Datacenter. 
 
For this reason, even though the project targets supporting all kind of protocol stack split options, we are 
focused in providing an initial support of the Option 1, executing the Layer 3 of the different RATs deployed in 
the CESCs in the Main Datacenter, in order to support the use cases and the project objectives. 
 
Finally, it is worth to say that the signaling interface is addressing only 3GPP RATs as the WiFi equipment is 
characterized for having a huge heterogeneity in terms of L3 implementations, so it leads to open the 
specification of the signaling interface for the WiFi RAT in order to accommodate different implementations. 
 
 

6.2 Support of different Protocol Stack Split Options 
 
As mentioned before, the 5G ESSENCE solution targets supporting different protocol stack split options, and 
mainly Option 1, 2, 6, and 7, together with the support of Control-User Plane Separation relies in having a well-
defined control plan interface or signaling interface in the 5G RAN when the protocol stack is split in different 
network entities like in case of the 5G ESSENCE project. 
 
Given the fact that 3GPP is working in the Option 2, having defined the F1AP interface, and in the Option 7, 
currently working in the F2 Interface integrating with eCPRI or IEEE1914 (Radio Over Ethernet) the signaling in 
low-level splits, the main value that can provide the project is extending the current work of 3GPP for 
supporting the Option 1, but also including the 4G technology, in order to extend the virtualization framework 
towards 4G as well. 
 
This interface is called F0, and essentially targets defining the signaling interface between the L3 and the L2 of 
the protocol stacks of both 4G and 5G, extending the concepts of the F1AP interface for supporting 4G, 
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configuring as well the PDCP layer, and introducing some relevant procedures not captured in the F1AP 
interface but highly relevant for the self-organization of a 5G small cell network. 
 
Thus, the definition of the F0 interface is provided below and the different procedures and its related messages 
are further defined in the ANNEX 2 of this document. 
 

6.3 F0 Interface 

6.3.1 Introduction 

 
The F0 interface is intended to structure the communication between the L3 deployed in the Edge Cloud 
Datacenter, within the cSD-RAN Controller and the L2 and L1 deployed in the CESC. This interface then targets 
structuring the communication of a RU and a DU using the Protocol Stack Virtualization Option Split 1. 
It is layer 2 oriented, using SCTP as a transport interface and the Aligned PER encoding rules of the ASN.1 
specification [73][74], trying to leverage the already defined work in 3GPP in respect of the F0AP interface 
which targets supporting the Option Split 2. 
 
The interface is extended in order to support many other needed functionalities typically included in small cells 
for performing self-configuration and self-organization functionalities, like the Radio Environment 
Measurements intended to acquire the configuration of the RF environment surrounding the small cell, crucial 
in unplanned networks like the typical small cell networks. 
 
The interface targets to be applied to LTE-A 4G solutions and 5G NR solutions, so there will be a variant using 
4G specific Information Elements and another using 5G specific Information Elements in order to be compliant 
to both RATs which are part of the 5G ESSENCE solution. Those information elements will be completely 
defined within the 5G ESSENCE. 
 
The present section document specifies the 5G radio network layer signalling protocol for the F1 interface. The 
F0 interface provides means for interconnecting a gNB-CU and a gNB-DU of a gNB within an NG-RAN, or for 
interconnecting a gNB-CU and a gNB-DU of an en-gNB within an E-UTRAN. The F1 Application Protocol (F1AP) 
supports the functions of F1 interface by signalling procedures defined in the present document. F1AP is 
developed in accordance to the general principles stated in TS 38.401 [4] and TS 38.470 [75]. 
F0AP provides the signalling service between gNB-DU and the gNB-CU that is required to fulfil the F1AP 
functions described in clause 7. F0AP services are divided into two groups: 
 
 Non UE-associated services: They are related to the whole F1 interface instance between the gNB-DU and 

gNB-CU utilising a non UE-associated signalling connection. 
 

 UE-associated services: They are related to one UE. F1AP functions that provide these services are 
associated with a UE-associated signalling connection that is maintained for the UE in question. 

 
Unless explicitly indicated in the procedure specification, at any instance in time one protocol endpoint shall 
have a maximum of one ongoing F0AP procedure related to a certain UE. 
 
The architecture of the protocol and its interaction with the different protocol stack layers is shown in the next 
figure. 
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Figure 56. Integration of the F0 interface in the 5G ESSENCE cSD-RAN Controller 
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6.3.2 Procedures Description 

6.3.2.1 General Procedures 

GENERAL PROCEDURES 
 

SW Procedure F0 Procedure Action 
 

L2, L1 Configuration & Start F0 SETUP REQUEST 

With this procedure, the cSD-RAN 
Controller provides the 

configuration of the protocol stack 
layers and starts  

L2, L1 Reset F0 RESET 

This procedure resets all the 
protocol stack layers of the CESC 

removing all UE-related information 
like UE contexts 

L2, L1 Reconfiguration 
initiated by the CESC 

CESC RECONFIGURATION 

With this procedure, the cSD-RAN 
Controller re-configures the protocol 
stack layers of the CESC. Sometimes 

this procedures includes a system 
reboot 

L2, L1 Reconfiguration 
initiated by the CESC 

CESC CONFIGURATION UPDATE 

In some scenarios and operation 
modes, a local dSON function in the 

CESC can take SON related 
reconfiguration decisions, that are 
notified to the cSD-RAN Controller. 
Sometimes this procedures includes 

a system reboot 

cSD-RAN Controller 
Reconfiguration 

cSDRC CONFIGURATION UPDATE 

This procedures informs the CESC 
about a re-configuration of the 

protocol stack layers of the cSD-RAN 
Controller or the network interface 

or interfaces used in the F0 Interface 

Activation of the 
Performance Reporting 

Function for SON from the 
CESC to the cSD-RAN 

Controller 

CESC SON REPORT ACTIVATION 

The CESC receives the SON report 
activation message to get the  list of 

performance counters and 
configuration of the Performance 

Report service for RRM or SON 
purposes 

Performance Counters 
Report from the CESC to the 

cSD-RAN Controller 
CESC SON REPORT 

Report of the different system 
performance counters for RRM 
purposes or SON purposes, like 
RACH or MCS related counters 

Activation of the REM or 
Network Listening function 
of the CESC for performing 

SON related Radio 
Measurements 

CESC REM REPORT ACTIVATION 

The CESC receives the REM report 
activation message to get the 

EARFCN list and configuration for 
acquiring the Radio Environment 
Measurements for RRM or SON 

purposes 

REM Report from the CESC 
to the cSD-RAN Controller 

CESC REM REPORT 

Report with the different REM 
Measurements configured in the 
CESC for RRM or SON purposes 

including byte streams of the BCH of 
neighbor cells 
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6.3.2.2 UE-Related Procedures 

 

UE-RELATED PROCEDURES 
 

SW Procedure F0 Procedure 
Action 

 

SON & Co-existence 
scheduling and spectrum 

utilization information 
CESC RESOURCE COORDINATION 

This message is sent for resource 
coordination purposes, in order to 
apply specific configurations to the 

system schedulers 

Setup of a UE context in the 
different PS Layers of the 

CESC 
UE CONTEXT SETUP 

This procedure configures the 
different PDCP, RLC and MAC 

entities for a UE according to the 
configuration sent by the L3 setting 

the default configuration at the 
different PS layers in terms of radio 

resources  

Release a UE context in the 
different PS Layers of the 

CESC 

UE CONTEXT RELEASE (cSDRC 
INITIATED) 

This procedure modifies the 
configuration of the different PS 

layers establishing, modifying and 
releasing radio resources.  

Modify a UE context in the 
different PS Layers of the 

CESC 

UE CONTEXT MODIFICATION (cSDRC 
INITIATED) 

This procedure modifies the 
configuration of the different PS 

layers establishing, modifying and 
releasing radio resources. This 

procedure is also used to set the UE 
in HO state, to stop data 

transmission for the UE for mobility, 
setting the UE’s PDCP security… 

Modify a UE context in the 
different PS Layers of the 

cSD-RAN Controller 

UE CONTEXT MODIFICATION 
REQUIRED (CESC INITIATED) 

The CESC modifies the UE context of 
a given UE, for instance releasing a 

carrier because the UE is not able to 
use one carrier (the RSRP is too low). 

Notification of the 
expiration of a UE inactivity 

timer 
UE INACTIVITY NOTIFICATION 

Notification to L3 that a given 
inactivity timer has expired for 

setting the UE in IDLE Mode 

QoS problems detection / 
slice or resource saturation 

NOTIFY 
Notification of problems for 

achieving a given QoS level or 
performance level 
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6.3.2.3 UE-Related Procedures 

 

PROCEDURES RELATED TO SYSTEM CHANNELS 
 

SW Procedure F0 Procedure Action 
 

Messages for CMAS and 
ETWS services to be 

broadcasted in the SIBs 
WRITE-REPLACE WARNING 

Sending of the Byte Stream of the 
CMAS or ETWS message from the 
cSD-RAN Controller to the CESC 

Cancellation of the 
broadcast of a given 

Warning message 
PWS CANCEL 

This message indicates the scheduler 
to stop transmitting the SIB with the 

Warning message 
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7 cSD-RAN Controller and Network Slicing realizations for the 5G ESSENCE 
Project  

7.1 cSD-RAN Realizations  5G-EmPower: Open-source solution for the cSD-RAN Controller 
 
3GPP is embracing the concept of Control-User Plane Separation (a cornerstone concept in SDN) in the 5G core 
network and the Radio Access Network (RAN). In the following we present an abstraction-based solution for the 
cSD-RAN Controller introducing a flexible, programmable, and open-source SDN platform for heterogeneous 5G 
RANs. The proposed platform builds upon an open protocol capable of abstracting the technology-dependent 
aspects of the radio access technology allowing network programmers to deploy complex network 
management task as policies on top of a programmable logically centralized controller.  
The main idea is to abstract and centralize the control functions that are necessary to allow, for instance, 
mobility management and handover. More precisely, the objective of the controller is not to substitute the 
whole WiFi/LTE control plane operations but rather to provide the necessary abstractions in order to perform 
the centralized control of the cluster of RANs. For instance, in case of handover, the objective of the controller 
is not to support the whole handover procedure, but rather to decide and trigger the handover decisions. 
 

 
Figure 57. Abstraction-based cSD-RAN Controller based on the open-EmPower protocol 

 
Figure 57 sketches the high-level system architecture. As it can be seen, it consists of three layers: user plane, 
control plane, and management plane. The user plane encompasses the network elements deployed in the RAN 
(e.g., LTE eNBs, Wi-Fi Access Points (APs), and possibly also 5G gNodeB). The control plane consists in the 5G-
EmPOWER runtime service which in time is connected to a number of 5G-EmPOWER Agents, one for each 
network element in the RAN, through the SBI. The 5G-EmPOWER Agent receives, from one side, the commands 
and configuration directives issued by the control plane while, from the other side, it provides the control plane 
with statistics and events generated by the network elements. The agent and the SD-RAN Controller 
communicate using the 5G-EmPOWER Protocol which acts as southbound API, e.g. like the OpenFlow [92] 
protocol. Finally, operation, administration, and management applications reside at the management plane. 
The northbound interface provides useful abstractions to the orchestration and management applications 
allowing them to access and manipulate the state of the network without having to deal with all the complexity 
of the underlying radio technology. The northbound interface isolates and protects the various users and 
applications from each other providing each of them a secure and dedicated view of the network. The kind of 
applications supported by 5G-EmPOWER range from basic monitoring applications that simply gather statistics 
from the network elements and report them to other applications, e.g. monitoring applications like Prometheus 
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to full-fledged radio resource management applications implementing complex Self-Organizing Network (SON) 
features. The management layer is provided with the capability to deploy slices defining the allocated resources 
and the kind of self-organising features to be included. 
 
The controller agent is one important entity allowing the abstraction of the heterogeneous RANs and 
supporting the controller unified protocol to manage the user plane of the radio access. The controller agent 
architecture is composed of two parts, the platform independent 5G-EmPOWER Agent itself and the platform 
dependent Wrapper. The former consists of a protocol parser responsible for serializing and de-serializing the 
OpenEmPOWER messages and of two managers: one for scheduled events and one for triggered events. The 
latter is in charge of translating such messages into commands for the actual radio access stack. The structure 
of the Agents in case of LTE and WiFi protocol stack are shown in Figure 58. In both the cases, the wrapper 
defines a set of operations that should be supported in order to be part of a 5G-EmPOWER-managed network. 
 

 
Figure 58. The 5G-EmPower agent structure for (a) LTE and (b) WiFi. 

 
In case of LTE, such operations include getting/setting certain parameters from the LTE Access Stratum (i.e. the 
PHY, MAC, RLC, and PDCP layers), triggering UE measurements reports, reporting UE attach/detach events, 
issuing commands (e.g. perform a handover), and reconfiguring a certain access stratum policy (e.g. swap a 
MAC scheduler). All these operations can be invoked by the controller through the OpenEmPOWER Protocol. 
The Wrapper itself is structured into as many submodules as the layers in the LTE Access Stratum plus an 
additional module for the Radio Resource Configuration (RRC) functions. The implementation of each of these 
submodules is the responsibility of the eNB vendor and is platform dependent. The agent architecture does not 
mandate for a particular communication mechanism between Wrapper’s modules and the LTE stack. 
 
The Wrapper module imposes a very limited list of requirements on the LTE stack implementation. More 
specifically, each eNB is required, to advertise its presence to the controller as well as its information and 
capabilities (e.g. eNB id, the number of cells supported and their id, and the uplink/downlink centre frequencies 
and bandwidth). Beyond this, the wrapper defines a set of reporting command such as MAC report, UE report, 
UE measurement and control policy commands for example to perform handover and replace/re-configure a 
control policy operating within any of the Access Stratum layers.  
 
For example, the 5G-EmPOWER Agent could be instructed to replace the PRB scheduling from pure round robin 
to a weighted fair queuing policy. Then, the weights used by the new scheduling policy could be adjusted by the 
5G-EmPOWER OS using the same mechanisms. 
 
 

7.1.1 Abstraction-based cSD-RAN Controller for heterogeneous RANs 

 
As explained previously, 3GPP is embracing the concept of Control-User Plane Separation (a cornerstone 
concept in SDN) in the 5G core network and the Radio Access Network (RAN). In the following, we present an 
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abstraction-based solution for the cSD-RAN Controller introducing a flexible, programmable, and open-source 
SDN platform for heterogeneous 5G RANs. The proposed platform builds upon an open protocol capable of 
abstracting the technology-dependent aspects of the radio access technology allowing network programmers 
to deploy complex network management task as policies on top of a programmable logically centralized 
controller.  
The main idea is to abstract and centralize the control functions that are necessary to allow, for instance, 
mobility management and handover. More precisely, the objective of the controller is not to substitute the 
whole WiFi/LTE control plane operations but rather to provide the necessary abstractions in order to perform 
the centralized control of the cluster of RANs. For instance, in case of handover, the objective of the controller 
is not to support the whole handover procedure, but rather to decide and trigger the handover decisions. 
 

 
Figure 59. Abstraction-based cSD-RAN Controller based on the open-EmPower protocol 

 
The above figure sketches the high-level system architecture. As it can be seen, it consists of three layers: user 
plane, control plane, and management plane. The user plane encompasses the network elements deployed in 
the RAN (e.g., LTE eNBs, Wi-Fi Access Points (APs), and possibly also 5G gNodeB). The control plane consists in 
the 5G-EmPOWER runtime service which in time is connected to a number of 5G-EmPOWER Agents, one for 
each network element in the RAN, through the SBI. The 5G-EmPOWER Agent receives, from one side, the 
commands and configuration directives issued by the control plane while, from the other side, it provides the 
control plane with statistics and events generated by the network elements. The agent and the SD-RAN 
Controller communicate using the 5G-EmPOWER Protocol which acts as southbound API, e.g. like the OpenFlow 
[92] protocol. Finally, operation, administration, and management applications reside at the management 
plane. 
 
The northbound interface provides useful abstractions to the orchestration and management applications 
allowing them to access and manipulate the state of the network without having to deal with all the complexity 
of the underlying radio technology. The northbound interface isolates and protects the various users and 
applications from each other providing each of them a secure and dedicated view of the network. The kind of 
applications supported by 5G-EmPOWER range from basic monitoring applications that simply gather statistics 
from the network elements and report them to other applications, e.g. monitoring applications like Prometheus 
to full-fledged radio resource management applications implementing complex Self-Organizing Network (SON) 
features. The management layer is provided with the capability to deploy slices defining the allocated resources 
and the kind of self-organising features to be included. 
 
The controller agent is one important entity allowing the abstraction of the heterogeneous RANs and 
supporting the controller unified protocol to manage the user plane of the radio access. The controller agent 
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architecture is composed of two parts, the platform independent 5G-EmPOWER Agent itself and the platform 
dependent Wrapper. The former consists of a protocol parser responsible for serializing and de-serializing the 
OpenEmPOWER messages and of two managers: one for scheduled events and one for triggered events. The 
latter is in charge of translating such messages into commands for the actual radio access stack. The structure 
of the Agents in case of LTE and WiFi protocol stack are shown in Figure 60. In both the cases, the wrapper 
defines a set of operations that should be supported in order to be part of a 5G-EmPOWER-managed network. 
 

 
Figure 60. The 5G-EmPower agent structure for (a) LTE and (b) WiFi. 

 
In case of LTE, such operations include getting/setting certain parameters from the LTE Access Stratum (i.e. the 
PHY, MAC, RLC, and PDCP layers), triggering UE measurements reports, reporting UE attach/detach events, 
issuing commands (e.g. perform a handover), and reconfiguring a certain access stratum policy (e.g. swap a 
MAC scheduler). All these operations can be invoked by the controller through the OpenEmPOWER Protocol. 
The Wrapper itself is structured into as many submodules as the layers in the LTE Access Stratum plus an 
additional module for the Radio Resource Configuration (RRC) functions. The implementation of each of these 
submodules is the responsibility of the eNB vendor and is platform dependant. The agent architecture does not 
mandate for a particular communication mechanism between Wrapper’s modules and the LTE stack. 
 
The Wrapper module imposes a very limited list of requirements on the LTE stack implementation. More 
specifically, each eNB is required, to advertise its presence to the controller as well as its information and 
capabilities (e.g. eNB id, the number of cells supported and their id, and the uplink/downlink centre frequencies 
and bandwidth). Beyond this, the wrapper defines a set of reporting command such as MAC report, UE report, 
UE measurement and control policy commands for example to perform handover and replace/re-configure a 
control policy operating within any of the Access Stratum layers. For example, the 5G-EmPOWER Agent could 
be instructed to replace the PRB scheduling from pure round robin to a weighted fair queuing policy. Then, the 
weights used by the new scheduling policy could be adjusted by the 5G-EmPOWER OS using the same 
mechanisms. 
 
 

7.1.2 Radio resource allocation strategy for slicing 

7.1.2.1 WiFi 

 
This section presents a solution for the RAN slicing in the specific case of 802.11-based WLANs. We assume that 
an infrastructure provider owns the physical APs which are in time leased to virtual operators, verticals or 
service providers. 
 
In Figure 61, the high-level architecture of the slice-enabled AP is shown. The basic idea, builds upon a 
programmable hypervisor, sitting on top of the standard Linux Wi-Fi stack, in charge of creating, monitoring, 
and managing the slices, thus ensuring performance isolation and efficient radio resource utilization. As can be 
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seen, each AP can support a variable number of tenants each one containing one or more slice. Each of these 
slices contains one aggregation buffer for each Wi-Fi client in the network and can have its own Enhanced 
Distributed Channel Access (EDCA) parameters. For example, one slice can use no aggregation and voice-
optimized EDCA parameters, while another slice can enable frame aggregation and use background traffic EDCA 
parameters. 
 

 
Figure 61. CEAP hypervisor for RAN slicing 

 
The slice scheduler is the main component of the Hypervisor, handling the queues for the different slices 
accordingly to defined traffic rule. The Traffic Rule is an introduced abstraction to map a specific portion of the 
flowspace to a particular scheduling discipline. The Traffic Rule abstraction defines a set of parameters the AP 
must use when forwarding traffic belonging to a particular slice. Such parameters include: 
 
 EDCA: The EDCA parameters to be used for this slice. This includes Congestion Window (CW), Arbitration 

Interframe Space Number (AIFSN) and Transmit Opportunities (TXOPs). 
 

 Aggregation: The type of frame aggregation to be used for this slice, including A-MSDU, A-MPDU, or none. 
 

 Quantum: The fraction of airtime that can be assigned to this slice in each round. 
 
In this case, a Traffic Rule configuration is identified by the tuple (SSID, DSCP), where the Service Set Identifier 
(SSID) refers to the name of a Wi-Fi network and the Differentiated Services Code Point (DSCP) determines the 
priority of each IP packet. The SSID recognizes a tenant, while the DSCP recognizes a slice of the tenant. Please 
note that those field are used in this specific case to formulate the problem and perform experimentation, 
however, any field of the packet can be used to recognize the correct slice and thus use the correct scheduling 
discipline.  
 
 

Hypervisor and airtime-based scheduler 
The hypervisor proposed in this work uses a modified version of the Deficit Round Robin policy to schedule 
Traffic Rules. The proposed slice scheduling policy, named Airtime Deficit Weighted Round Robin (ADWRR), 
assigns to each Traffic Rule a fraction of the airtime according to its relative priority. This is done because, in a 
wireless network, the cost of transmitting a frame depends on the frame length and on the actual channel 
conditions experienced by the receiver of that frame. For example, a receiver that is far away from the AP will 
utilize more radio resources due to the use of less efficient MCSs and/or more frame retransmissions. 
 
Our hypervisor uses the transmission statistics maintained by the AP MCS selection module in order to estimate 
the airtime that will be required to serve a particular Traffic Rule. The details of the MCS selection algorithm 
used by the AP are not important as long as they include, for each client, the link delivery probability for each 
MCS supported by the AP. Based on this algorithm, let P(Ri) be the probability of transmitting a frame and 
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receiving the corresponding Wi-Fi acknowledgement using the MCS Ri, and let Rbest be the MCS with the highest 
delivery probability. The expected transmission airtime A for a packet L bits long can be approximated with: 
 

 
 
Notice how this formula ignores the exponential growth of the congestion window for each failed transmission, 
however, such a simplification proved to be sufficient in our measurement campaign. The pseudo code of the 
enqueue and dequeue processes used by the hypervisor are given respectively in Alg. 1 and Alg. 2 where: 
 
 ActiveQueue is the list of backlogged Traffic Rule (default is {∅}) 

 
 Q(i) is the quantum of the Traffic Rule i (default is 12000μs) 

 
 DC(i) is the deficit counter of the Traffic Rule I (default is 0) 
 
For the enqueuing process (Alg. 1), the hypervisor maintains a list of currently backlogged Traffic Rules 
(ActiveQueue). Incoming frames are classified according to the (SSID, DSCP) tuple (row 3) and then fed to the 
corresponding Traffic Rule (row 5). If such a Traffic Rule does not exist yet, it is created dynamically by the 
hypervisor. 
 
The most important part of the hypervisor is the dequeuing process (Alg. 2) determining how the various slices 
are served. At each round the deficit counter DC(i) of the current Traffic Rule is increased by a fixed quantity 
Q(i) (row 5). The hypervisor only serves Traffic Rules whose expected transmission time is smaller than the 
deficit counter (row 8). After each transmission, this counter is decreased by the expected transmission time of 
the frame (row 11). A frame whose transmission time exceeds the deficit counter is held back until the next 
visit of the scheduler (Alg. 2, row 13). Empty Traffic Rules are removed from the ActiveQueue and their deficit 
counter is set to zero (Alg. 2, row 15).  
 
It should be noted that the possibility of assigning a different quantum to each Traffic Rule, and thus to each 
slice, enables advanced QoS management features. For example, the slices supporting services with stricter 
performance requirements can be assigned more radio resources by specifying a larger value for the Traffic 
Rule quantum parameter. On the other hands, assigning to two slices the same value of quantum parameter 
will involve that the two slices will share evenly the airtime. It is worth noticing that the same procedure can be 
adapted to consider the bit-rate rather than the airtime so that to achieve fairness in terms of bit-rate. 
Each Traffic Rule contains multiple Aggregation Buffers, one for each station in the virtual network. 
Aggregation Buffers share the DC of the parent Traffic Rule. Nevertheless, each Traffic Rule can schedule 
Aggregation Buffers in a different manner. For example, one Traffic Rule can schedule its stations using a Round 
Robin policy, while another Traffic Rule could use a best-MCS policy. Notice how, according to the configuration 
of the parent Traffic Rule, Aggregation Buffers can generate A-MSDU, A-MPDU, or non-aggregated frames. In 
case of aggregated frames, the maximum frame length and the aggregation timeout can be on a per-Traffic 
Rule basis. 
 

Algorithm 1 Enqueuing process. 

1: procedure ENQUEUE(p) 

2:  (SSID, DSCP) ← GetTrafficRule(p) 

3: if (SSID, DSCP) not in ActiveQueue then 

4:  ActiveQueue.pushBack((SSID, DSCP)) 

5: ActiveQueue((SSID, DSCP)).enqueue(p) 

 

Algorithm 2 Dequeuing process. 

1: procedure DEQUEUE 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   141/212 
 

2: (SSID, DSCP) ← GetTrafficRule(p) 

3: if ActiveQueue is not empty then 

4:  i = ActiveQueue.next() 

5:  DC(i) = DC(i) + Q(i) 

6:  while True do 

7:   airtime = ActiveQueue(i).computeTxAirtime() 

8:   if airtime < DC(i) then 

9:    p = ActiveQueue(i).dequeue() 

10:    p.send() 

11:    DC(i) = DC(i) - airtime 

12:   else 

13:    break 

14:  if i is empty then 

15:   ActiveQueue.remove(i) 

 

7.1.2.2 LTE 

 
The LTE RAN slicing model aims to accommodate multiple virtual networks or slices on top of the same physical 
infrastructure. The target of the slicing mechanism is to achieve performance isolation, programmatic slice 
customization, and efficient resource utilization. The first goal means that misbehaving slices cannot affect the 
performance of other slices. The second goal means that each slice should be allowed to freely allocate its 
resources. Finally, the third goal means that the slicing operation must make efficient use of the radio 
resources. The proposed framework aims at ensuring efficient sharing of the same physical infrastructure by 
different services providers (or MVNOs or verticals). More specifically, we assume that an infrastructure 
provider owns the physical LTE eNBs and the network switches, which are in time leased to the service provider 
(the slices owners or tenants).  
 

 
Figure 62. The LTE slicing model 

 
The LTE RAN slicing model is represented in Figure 62 where, within the MAC layer, a hypervisor is introduced 
in order to allow the management of the different slices. The hypervisor is sitting on top of the LTE physical 
layer and is in charge of creating, monitoring, and managing the network slices, thus ensuring performance 
isolation and efficient radio resource utilization. As can be seen, each eNB can support a variable number of 
slices. Each slice is associated with its own Service Level Agreement (SLA). The hypervisor is responsible for 
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allocating the available Physical Resource Blocks (PRBs) to each slice in order to meet their SLA. More 
specifically, the hypervisor translates physical resources into virtual resources and hands them to a slice specific 
scheduler.  
 

 
Figure 63. Example of the RAN slicing scheduling for 2 slices and 3 UEs in 5MHz (25 PRBs) 

 
Figure 63 shows an example of these scheduling levels. Conversely, the decisions taken by the slice specific 
scheduler (which operates on virtual resources) are translated again into physical resource commands by the 
hypervisor before being delivered to the data plane. In addition to the SLA, each slice also specifies the list of 
UE that belongs to that slices. Notice that this approach allows significant flexibility in the declaration of the 
slice. For example, it is possible to assign all the UEs attached to a particular PLMN to a certain slice or it is 
possible to define slices that are cross-PLMNs.  
At the same time a UE can be in one or more slice. This allows, for example, public safety users (e.g. fire 
fighters) to use the same UE for non-critical as well as for critical communications. This can be done by adding 
the fire fighters UE to both a slice for best effort traffic, possibly mapped to a certain M(V)NO, and to a public 
safety slice with full pre-emptive access to the radio resources. 
 
 

7.2 cSD-RAN Realizations  i2CAT WLAN cSD-RAN Controller 
 
In the case of the Wi-Fi RAN, as introduced in Section 2.2.6, some control plane operations related with 
configuration and user management will be centralized in the cSD-RAN Controller, while the rest of procedures 
related with control and user plane will remain distributed in each Light DC. This section introduces a proposal 
for the centralizing the management of the Wi-Fi RAN at the Main DC as follows:  
 
 At the Light DC, the architecture will be based on the open source mac80211 framework [35], which 

allows to control and modify common functionalities of the wireless network (via mac80211 or cfg80211) 
or the specific wireless SoftMAC drivers (e.g. ath9k or ath10k). Also, it is able to create and manage 
multiple virtual wireless interfaces over one physical NIC [36]. The combination of schedulers and virtual 
access points at MAC level is a way to support multi-tenancy [37] and RAN slicing in Wi-Fi [19]. At the user 
level, hostapd

4
 is a software access point implementation which is able to manage the configuration of the 

wireless drivers, the Media Access Control (MAC) sublayer Management Entity (MLME) and the different 
procedures related to user association.  
 

 At the Main DC, the interface to the Light DC will be implemented according to a standardized remote 
management protocol. In particular, the Network Configuration Protocol (NETCONF) will be used [23], 
since it provides a flexible data model to define configurations and operations, being one of the most 
popular protocols of the state of the art. More details about NETCONF can be found in Section 5.5.1. 
 

 NETCONF is supported as southbound interface by several SDN controllers, like OpenDayLight
5
 or ONOS

6
. 

Thus, devices managed by NETCONF can be integrated in these controllers, exposing to them their 
configuration and operational status, and the RPCs/notifications. Also, this allows using the northbound 

                                                           
4
  See: https://en.wikipedia.org/wiki/Hostapd  

5
  See: https://docs.opendaylight.org/en/stable-oxygen/user-guide/netconf-user-guide.html#southbound-netconf-

connector 
6
  See: https://wiki.onosproject.org/display/ONOS/NETCONF 

https://en.wikipedia.org/wiki/Hostapd
https://docs.opendaylight.org/en/stable-oxygen/user-guide/netconf-user-guide.html#southbound-netconf-connector
https://docs.opendaylight.org/en/stable-oxygen/user-guide/netconf-user-guide.html#southbound-netconf-connector
https://wiki.onosproject.org/display/ONOS/NETCONF
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interfaces of these SDN controllers (usually REST APIs) to manage the devices. In particular, OpenDayLight 
will be used for the Wi-Fi RAN, using NETCONF and OpenFlow

7
 to manage the control and data planes of 

the network devices, respectively. The virtualization of the data forwarding plane in the Light DC will be 
managed by means of Open vSwitch

8
. 

 
The defined architecture for this proposal, according to 5G ESSENCE project, is depicted in Figure 64.  
 

 
Figure 64. Wi-Fi RAN proposal: Centralization and separation between control and data planes. 

 
 

7.3 cSD-RAN Realizations  Casa Systems’ Axyom cSD-RAN Controller 
 
The evolution of the standalone network equipment towards a virtualized network, where the Control Plane 
and User Plane Separation can be seamlessly achieved without investing in a complete HW refarming is highly 
relevant for many operators that have heavily invested in legacy Radio Access Network solutions. 
 
The aggregation of different connections in the network edge together with the evolution of the Home eNodeB 
Gateways into Small Cell Gateways integrating different network functions that are critical for the operator into 
the network, edge like the Security Gateway, the Centralized SON function or the Element Management Service 
in a converged solution based in virtualized services. 
 
The Axyom cSD-RAN Controller, follows the ETSI NFV 2.0 specifications, using OpenMANO as a principal 
Network Orchestrator, integrating technologies like Dockers, Kubernetes and OpenDayLight. The driver of the 
Axyom cSD-RAN controller is having a control plane implemented using OpenSource virtualization and SDN 

                                                           
7
 See: https://www.opennetworking.org/technical-communities/areas/specification/open-datapath/ 

8
 See: https://www.openvswitch.org/ 

https://www.opennetworking.org/technical-communities/areas/specification/open-datapath/
https://www.openvswitch.org/
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technologies and a zero-buffer-copy dataplane to boost real-time, packet-processing efficiencies, especially in 
those functions that need encryption and compression acceleration.  
 
This architectural solution, following the principles of 5G ESSENCE aims at consolidate the discrete architectures 
for each major workload — such as signal processing, network control, packet processing and application 
delivery — into just one architecture, helping to simplify both application development and system 
management, while significantly improving the scalability. 
 
In this sense, the solution supports different slices using two protocol stack option splits, Option 1 and Option 
2, in order to be able to re-use the existing equipment, minimizing the processing requirements in terms of 
hardware acceleration on the network edge, which leads to lower operational costs and a simplified network 
management strategy.   
 

 
Figure 65. Interfaces and entities of the 4G RAN Axyom cSD-RAN Controller 

 
 

7.4 Network Slicing Realizations 

7.4.1 5G E2E Slicing for Mission Critical Applications 

 
The use case 2 is devoted to show a network-sharing model for mission critical (MC) applications as opposed to 
dedicated legacy public safety (PS) networks, in order to address the challenges of next generation broadband 
public safety networks. This model implies that the PS applications not only share the available network 
resources among themselves, but also with other commercial applications. 
In this context, end-to-end slicing becomes crucial due to the tight low latency, availability and isolation 
requirements of mission critical services. The deployment of such services must take into account that a 
prioritised call must always be served, even if it means that lower priority calls will be denied or even cut off. In 
consequence, the deployed application must not only satisfy the KPIs of the MC service regarding latency, but 
also the principles of availability and service continuity. 
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Figure 66. Mission Critical applications for Public Safety. 

 
The use case includes two mission critical applications: a messaging and localisation service deployed as over-
the-top application and a MCPTT service that will be integrated with relevant elements of the target 5G 
ESSENCE architecture and computational resources. These two MC applications can coexist in the same 
scenario involving one or more PS communication providers that share cloud network resources offered by the 
5G ESSENCE platform. The scenario considered for the demonstration both MC applications of the use case 2 is 
organised in three stages, which are depicted in  
Figure 67. 

 

 
 

Figure 67. Use Case 2 scenario: Stage 1 – Default service agreement. 
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In the first stage, we assume a normal situation with no detected incident. In normal circumstances, only a few 
connections are necessary to support a group call or a private call. Consequently, a PS tenant only needs a 
reduced E2E slice to operate appropriately, and this slice shares network resources with other PS slices or 
commercial slices. Figure 68 shows an example of this situation for the MCPTT service. 

 

 
 

Figure 68. Use Case 2 scenario: Stage 2 - Incident. 
 

When an emergency incident occurs, it attracts more first responder personnel to the affected area. This fact 
involves the request of more or bigger call groups, more private calls and, in contrast to the stage 1, also 
emergency calls. Figure 68 depicts this situation for the MCPTT service. As previously commented, prioritised 
call requests must always be served. In consequence, the capacity of the PS slice should be increased. To that 
aim, the monitoring/telemetry system must be able to detect this situation and inform the NMS in order to 
reconfigure the resource allocation for the E2E slice through the NFV orchestrator, the EMS and, eventually, the 
cSD-RAN Controller. 

 

 
 

Figure 69. Use Case 2 scenario: Stage 3 – Damaged infrastructure. 
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Finally, if the ICT infrastructure of the SC cluster is damaged in the incident, even affecting the backhaul toward 
the core network, the stage 3 considers the addition of a deployable system for coverage extension.  
Figure 69 shows an example of this situation for the MCPTT service. Each deployable unit should be included in 
the cluster as a new CESC. In such a situation, where the shared resources are scarce and unstable, the 
available network infrastructure will be devoted exclusively to provide connectivity to first responders. In 
consequence, commercial network slices disappear and MC services must be able to operate in isolation mode 
as tactical bubbles. 
 

7.4.2 5G In-flight Communications and Entertainment System 

 
The 5G ESSENCE Use Case 3 (UC3) developed in WP7 revolves around the next generation of Inflight 
Entertainment and Communications (IFEC) system, setting up the goal to include the sector of civil aviation in 
the 5G ecosystem by means of the 5G ESSENCE system architecture. Communications on-board aircrafts have 
traditionally suffered from technology slowdowns due to the very strict aviation standards (e.g. ARINC series). 
Anyway, the unprecedented flexibility offered by 5G technology creates an opportunity for the next generation 
IFEC that shall be capable of connecting a variety of different devices, ranging from Personal Electronic Devices 
(PEDs) such as smartphones and tablets to wireless seat screens.  
 
The 5G ESSENCE architecture combines efficiently the virtualised and multi-tenant small cell network with a 
multi-tier edge cloud infrastructure as a crucial advance towards the next generation IFEC. The aircraft becomes 
a self-contained 5G network edge wherein computing, storage and networking resources are deployed. The 
multi-tier edge cloud infrastructure can relieve the current limitations and bring the flexibility to add new 
network services for mobile operators that want to invest in aviation, as well as value added services to 
passengers and flight attendants. To materialise this advanced communication system, the 5G ESSENCE UC3 
will also leverage on the paradigm of Multi-Access Edge Computing (MEC) to cope with a resource constrained 
environment wherein virtualised network functions can be orchestrated alongside with the services selected 
for this use case demonstration.  
 
This use case will rely on specific 5G ESSENCE technology pillars: multi-RAT communication management in 
which the purpose is to manage both unlicensed and licensed radio systems, respectively Wi-Fi and mobile 
network technology; multi-tenancy to host multiple operators and service providers embracing the concept of a 
neutral host, which will be implemented by means of RAN slicing techniques; RRM approaches to manage the 
heterogeneous radio environment. Moreover, virtualisation technologies will be used to deploy VNFs on the 
network side, as well as on the value-added services side. Regarding network functions, virtualisation of the 
core network and of the heterogeneous RAN was planned as part of D7.1 [71], whereas value-added services 
include video transcoding and edge caching to name the most important for UC3.  
 
In the context described above, the cSD-RAN Controller is the main responsible entity to manage the 
heterogeneous radio environment by means of radio resource management techniques to take actions in the 
management and reconfiguration of radio resources across both licensed and unlicensed portions of the 
frequency spectrum. The cSD-RAN Controller will be the key outcome of WP3, and a description of existing 
controllers was provided already in Section 6. The cSD- RAN controller ought to be able to control the slicing of 
both small cells, that use 3GPP technology, and Wi-Fi access points. The cSD-RAN shall be able also to activate 
communication features such as the multicast groups creation, termination and management (Figure 70).  
While the NFV orchestrator is responsible to deploy and manage the VNFs, the cSD-RAN Controller shall control 
and reconfigure the heterogeneous RAN working jointly with the management and orchestration framework of 
the 5G ESSENCE. 
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Figure 70: Mapping of WP3 cSD-RAN Controller tasks into UC3 scenarios 

 
 

7.5 Practical deployment of a network slice 

7.5.1 OpenStack basic introduction 

 
OpenStack is open source software for creating private and public clouds. It controls large pools of compute, 
storage, and networking resources throughout a data centre, working with popular enterprise and open source 
technologies, making it ideal for heterogeneous infrastructures. 
 
With OpenStack you can manage different types of hypervisors, devices and networking and storage elements, 
using a single interface to build a data centre. 
 
OpenStack is a modular piece of software, with several projects, being the most important ones the following 
[60]: 
 

KEYSTONE: is an authentication service with an identity management system responsible for user and 
service authentication. 
 
GLANCE: is an images service responsible for managing images uploaded by users that conform a catalogue 
of images.  
 
NOVA: is a compute service responsible for creating virtual machine instances and managing the whole life 
cycle, as well as managing the hypervisor running in each machine. 
 
NEUTRON: is the most used networking service, responsible for guaranteeing network connectivity and 
service provisioning. 
 
HEAT: is an orchestration service, responsible for managing the life cycle of the OpenStack full 
infrastructure, including servers, addressing, security, volumes and applications.  
 
CEILOMETER: is the data collection service, which gathers monitoring information to allow the orchestration 
system to react in front of different situations. 
 
HORIZON: is a web interface service to control the OpenStack deployment. With HORIZON users deploy 
instances and make them connect. Nodes are a virtual machine with Linux as operating system, in which a 
hypervisor is running. Most common hypervisor is KVM (Kernel-based Virtual Machine). 
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For the installation of OpenStack, we need to know the hardware requirements of the system. The minimum 
requirements are the following: 
 
 Controller node: 1 processor, 2GB memory and 5GB storage. 

 
 Network node: 1 processor, 512MB memory and 5GB storage. 

 
 Computer node: 1 processor, 2GB memory and 10GB storage. 
 
 
The main concepts and terms of OpenStack are listed below: 
 
 User: is a digital representation of a person, system, or service who use OpenStack cloud services. The 

identity service validates that incoming request are made by the user who claims to be making the call. 
Users have a login. 
 

 Credentials: data that confirm the user’s identity. 
 

 Token: as a part of the authentication process, the user gets the token. A token is nothing but an alpha-
numeric string of text used to access OpenStack APIs and resources. A token may be revoked at any time 
and is valid for a finite duration. 
 

 Tenant: is a container used to group or isolate resources. Tenants also group or isolate identity objects. 
Depending on the services operator, a tenant may map to a customer, account, organisation, or project. 
 

 Service: there are different OpenStack service, as described above, such as NOVA, HORIZONG, etc. A service 
provides one or more endpoints in which users can access resources and perform operations. After 
installing keystone, a service manager, we execute keystone commands to register these services into the 
project. 
 

 Endpoint: is an internet address, usually a URL address, where a service is reachable. Templates can be used 
for these endpoints. 

 
 
The storage used in OpenStack can be ephemeral or persistent. Ephemeral storage is removed when the 
instance is over, while persistent content is not deleted after the closure of the instance. Volume is the term 
used by OpenStack to refer to persistent storage and can be used to launch an instance or it can be defined as 
an additional unit attached to an instance to keep permanent data. In order to manage volumes, OpenStack 
uses Cinder service, which can be used to create, modify or delete drivers. In addition, Swift service can be also 
used to support object storage. 
 
With respect to Software Defined Networking (SDN), OpenStack has the Neutron service, including routing, 
firewall, DNS, DHCP, load balancing and VPN support. Neutron allows creating Tenant networks, that is, isolated 
networks operating over the same physical resources. For this, Neutron uses layer 2 isolation based on VLANs, 
VxLANs, and GRE (Generic Routing Encapsulation) tunnels. Once defined the scheme for isolation, Neutron is 
responsible for allocating the resources as needed. For instance, it can be configured a VLAN switch, allocating 
the VLAN range, and configuring the VLAN. When a new network is created, Neutron automatically allocates a 
new VLAN and ensures isolation. In order to connect two networks, virtual routers are to be used.  
You can also define firewall rules without the need to touch or change any element of the physical network 
topology. Furthermore, there is a complete abstraction that separates physical topologies and virtual networks, 
that is, the same physical resources can be used by different nodes belonging to different networks. In this 
case, there is not any security or address problem between these elements, since they are totally isolated. 
 
Allowing multiple users to share the same physical resources while ensuring complete isolation between them 
is a basic feature of OpenStack. This is referred to as multi-tenancy support and is transparent to the users. 
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OpenStack offers ways to share virtual resources between tenants, but always maintaining complete 
separation. 
 
 

7.5.2 Defining a virtual network 

 
Many different technologies can be used to build an NFV data centre. NFV OpenStack is one of the most popular 
open source technologies that are used to build a virtualized network. Operators, cloud service providers, and 
most industries are introducing OpenStack as their method to launch a NFV infrastructure. The solution from 
OpenStack is also compatible with the ETSI MANO standards for virtualization. 
 
The first step to install OpenStack is to create a Server in which all services are going to run. This first machine 
(which can be virtual or physical) is called the controller node. In this Master Thesis, we opted for DevStack 
server, since this is a simple full version of the system, and its installation is straightforward still allowing for a 
complete OpenStack experience. Devstack makes a lot of changes in the system and is exhaustive in terms of 
resources consumption. This is why, it is better to install it in a specific-purpose machine. In this Master Thesis, 
for the aim of isolation, we installed Devstack in a virtual machine running on a personal computer. This is a 
safer approach to keep real resources isolated from any potential mistake in the process. 
 
In the process of installation of Devstack, an IP address is to be given to the server together with a default 
credential for administration. After installation in the machine, the HORIZON service is already available and it is 
possible to access the dashboard like shown in Figure 71. 
 

 
Figure 71. Access to the HORIZON dashboard. 

 
After accessing the HORIZON dashboard, the existing physical resources in the managed network will be 
displayed, as well as how many of those resources are available. Figure 72 shows an example of an installation 
on a local PC with 4 CPUs, in which there are two instances already created (test 1 and test 2 in the example). 
Each of these virtual machines has 1 GByte of ephemeral storage capacity, and 512 MBytes of RAM. 
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Figure 72. First view in HORIZON dashboard with the available physical resources in the network. 

 
The next concept to integrate are the images. An image is a copy of all the content from the storage device, such 
us hard drive, that includes all the partition information, boot sectors, the file allocation table, operation system 
installation and application software. After the installation of Devstack there is a default image, a cirrus system. 
In addition, there are other images available in the OpenStack repository.  
Basically, an image is a file with everything necessary to create an operational virtual machine with a functional 
operating system. In Figure 73, it is captured the dashboard view of the image manager. In this case, there are 
two additional images created by Casa System corresponding to a HeNB Manager and to a virtual network 
function manager. Note that having an image does not mean that this image is running in any virtual machine. 
There are simply available. 
 

 
Figure 73. Capture of the set of images available in the project.  

 
The question now, is how to create an image. An image always comes from an existing operating system, which 
is intended to replicate. Imagine that we have a PC in which we have installed an Ubuntu distribution and, after 
configuring the operating system with all the necessary functions and applications, we want to replicate this 
configuration in one or more virtual machines. For this, the first thing that has to be done is to install the right 
application that allows generating the image file. This program is the diskimage-builder. Figure 74 shows how to 
install this software. Diskimage-builder is a tool for creating customized operating system images for use in 
clouds and other environment like OpenStack. 
 

 
Figure 74. Command to install disk-image builder from the official repository. 
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Once the program is installed, to create an image of the current status of the operating system the following 
command is to be executed. 
 

 
Figure 75. Command to make an image of an Ubuntu operating system. 

 
The result of the process of generating the image is a file of extension qcow2. In this file there are all the 
necessary data to duplicate the system. Figure 76 shows the capture of the result of said execution. 
 

 
Figure 76. Output of the process of creation of an image. 

 
In order to add the new image, it will be necessary to access in the Horizon dashboard in the Images section, 
and then click on the Create Image option. The new created image will be selected and the operation will be 
accepted. Figure 77 shows the result of this process, with the new Ubuntu image incorporated into the 
repository of available images. 
 

 
Figure 77. Process of creation of new images in Horizon. 

 
The next step is to create a subnet in which to deploy our system. A subnet is defined by its mask, its address 
range and its exit gateway. As it is presented in Figure 78, in OpenStack it is possible to create multiple virtual 
networks in the same physical resources, isolating traffic from each network. We can also create different levels 
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of service for different users, such as using different flavours (number of computer units, RAM, storage capacity, 
etc.) for instances or volumes. 
 
The figure lists all created networks, including the subnets to which each of these networks accommodates. You 
can give Internet access to these networks, as well as activate or deactivate the networks based on the decision 
of the administrators. 
 
Figure 79 shows another type of representation for these networks, in which emphasis is put on the topology of 
the network. At this moment there are no active machines in these networks, so the information is reduced, but 
from this view you can check the isolation options among networks. 
 

 
Figure 78. View in HORIZON dashboard about the available networks in an administrator account. 

 

 
Figure 79. View in HORIZON dashboard about network topology (no instances created yet). 

 
The next step is to create instances. An instance is a virtual machine (VM) running in the cloud. As shown 
before, we can launch an instance from an OpenStack image downloaded from the available repository or 
creating an image and uploading it to OpenStack’s environment. A flavour is an available hardware configuration 
for instance. It also defines a set of virtual resources: the compute, memory, and storage capacity of this 
instance. 
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Figure 80 depicts the first step to launch an instance. In this case, you start providing a name to the VM and 
making a short description of it.  
Next, what should be done is to select the image that will be used to create the instance. In our case we will 
select cirrus, which is a basic operating system that comes by default in OpenStack. In addition, you can assign a 
volume of larger or smaller size and select the option to make this storage persistent or ephemeral with the 
option "Delete Volume on Instance Delete". This step is depicted in Figure 81. 

 
Figure 80. First step for launching an instance: choose the instance name and description. 

 

 
Figure 81. Second step for launching an instance: select the image to create the VM. 
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Still the VM cannot be launched since the flavour is still to be assigned. This step is illustrated in Figure 82, 
where there is a list of available flavours, or basic configuration of the instance. This flavour includes number of 
CPUs, RAM and disk storage capacity. Of course, the assigned flavour will have to be enough to support the 
image that is loaded. For example, you cannot assign a virtual machine with 512 MBytes of RAM to support an 
operating system that needs 2 GBytes for its execution. In case the assignment is not enough, the system will 
give an execution error. 

 
Figure 82. Selection of the flavour for the VM. 

 
In Figure 83 the last step is now shown, being related to the assignment of the VM to one or several of the 
networks already created in our administration system. In our example, there is only the 5gnet network, which 
after selecting it will be the one to which the VM will be assigned. It should be noted that the same VM can be 
assigned to many networks and subnets, in such a way that you can define machines that are gateways among 
different networks. 
 
Figure 83 and Figure 84 represent the final network topology after replicating this process with a second VM, 
both instantiating the same image. It can be seen how the system automatically assign IP addresses to the VM. 
In this moment, the network has no access to the Internet, for which a floating IP should be created, and the 
networks must be connected with a valid bridge or router, in the form of another VM. 
 
Following the same methodology, a full network slice can be created. All that is needed is to create one or more 
VMs emulating base stations, then other VMs in charge of switching and finally the internet gateway. The only 
thing needed is to have the appropriate images for all these entities, which is something that can be easily done 
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following the procedures explained in this section. Using HORIZON these VMs could be connected properly to 
create the slice. 
 

 
Figure 83. Allocation of the network to the VM 
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Figure 84. Final network topology 

 

 
Figure 85. Graph representation of network topology 
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7.5.3 Using containers 

 
There are two ways of creating a slice: by using Virtual Machines or by using containers. Containers are a lighter 
way of instantiating a software, since it does not need a full operating system to run it, but they are simply 
executed on the hosting machine. 
 
The first thing to be done is to install docker software in the operating system. For Ubuntu installation, and for 
the CE version, which is a light version of the full package, the next commands are to be executed in the 
console: 
 

$ sudo apt-get update 

 

$ sudo apt-get install \ 

    apt-transport-https \ 

    ca-certificates \ 

    curl \ 

    software-properties-common 

 

$ curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add - 

 

Once installed, you need to access the dashboard of docker, by simply opening in a web browser the portainer, 
which is a server running in a container already created after the installation. The URL is the following: 
 

127.0.0.0:9000 

 

Figure 86. Aspect of portainer signing webpage 
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After accessing, the first question of docker suite is to ask you if you are going to manage containers in your own 
computer, where the program is installed, or rather in a remote cloud server. For this example, we will continue 
with the local management of the network slice, as depicted in Figure 87. 
 

 
Figure 87. Configuration of the endpoint of docker 

 
Figure 88 illustrates the portainer dashboard. The tool indicates which is the capacity of the hosting machine. In 
this case, the local PC over which the software is running has 4 CPU and 16.5 GBytes of free RAM available for 
allocation. As in the case of OpenStack, the system allows managing networks, loading images and setting one 
or several volumes for storage. The dashboard also highlights that two containers are up and running. On the 
left menu, the administrator can access to several options for configuration and management of the docker 
system. 
 

 
Figure 88. Docker portainer dashboard 

 
Concerning images, there are three ways of creating them. The first one is directly with an editor, as illustrated 
in Figure 89. 
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With the web editor, you can directly create an image of a container by using a series of Unix commands, as 
described in [59]. What you have to define, basically, are the libraries required by the program or programs 
running on top of that container. An example of this kind of command definition is given in Figure 90. However, 
it is not necessary to have such a detailed knowledge of docker to load containers, since there are many 
examples and very practical containers in the docker repository, called docker hub. In Figure 91 we capture the 
main webpage of docker hub (hub.docker.com). 
 

 
Figure 89. Options for creating images 

 

 
Figure 90 Example of an image created by commands 
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Figure 91. Docker hub webpage 

 
Once in docker hub webpage, you can insert a search description (like web server in the example) and browse 
for all the images available in the repository. A good prioritization criterion is the number of stars and pulls 
(downloads) that a specific container received from the community. In this specific example, we opted for the 
httpd official container. After making a choice, you can see the details of the image and copy the command 
necessary to create an instance on it, or you can directly copy the name of the image to, afterwards, create a 
container with this name as container configuration option. 
 
Figure 92 shows a detail of this docker hub browsing, including the prioritization of the different options. On 
the other hand, Figure 93 shows the detail of the option of creating a container in the container section of the 
portainer dashboard after clicking the Add container option. For the sake of simplicity, we will not discuss about 
the advanced options allowed by docker, but similarly as in the OpenStack case, you can assign a container to 
one or several networks. Besides, the container can have a persistent or ephemeral volume for storage. 
 

 
Figure 92. Looking for a web server in the docker hub 
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Figure 93. Creating a container from a docker hub element 

 
Figure 94 shows the views of the Images section. Again, you can upload an image by using the name of the 
image and downloading it from the DockerHub repository. Likewise, a new image can be created, just as it was 
done to create a container, by means of a command sequence. It is important to note that once a container is 
loaded, the system automatically uploads its image to the image repository, so that the administrator can, in its 
next use, directly load the container from an image already downloaded and available in the docker. 
 

 
Figure 94. List of images available in the docker 

 
Finally, Figure 95 shows the view of the Containers menu. In this view you can see which containers are 
running, stop or activate containers, reinitialize them, pause them or even delete them. The view includes the 
description of the image associated with the container, as well as the assigned IP address. In addition, you can 
obtain statistics of the container, to know if it is necessary to make a management decision. 
 
Note that this information can be also retrieved by executing a Unix command, as illustrated in Figure 96. 
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Figure 95. List of containers in the docker 

 
 

 
Figure 96. Result of the execution of docker container ls command 

 
As with containers, using dockers you can configure a network slice. In fact, dockers are much more agile than 
virtual machines, because to launch them you only need to define the functions and libraries to be executed, 
but it is not necessary to initialize the entire operating system, which in this case is already underway when the 
container is launched. In this way, a container could be defined to execute all functions of a base station, 
allocating to it an IP address and then, within the same network, creating other network elements, such as 
routers or gateways. The problem in this case is that the multi-tenant option would be in question, since all the 
containers within the same execution cluster share the file systems, so the software isolation does not exist.  
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8 Conclusions 
 
This deliverable completely defines the fundamental 5G network entity envisioned by the 5G ESSENCE which is 
the cSD-RAN or centralized Software-Defined Radio Access Network Controller which is intended to be 
deployed in the Edge Cloud Datacentre, becoming the brain of the 5G ESSENCE infrastructure. 
 
This virtualized network function, constitutes the main technical novelty of the project, and is the centerpiece 
and main enabler for the seamless integration of legacy Radio Access Technologies into the 5G network 
infrastructure, as provides the centralized radio resource management solutions that allows to abstract the 
underlying radio resources in order to optimize the utilization of the available spectral resources, providing a 
generalized spectrum aggregation framework that in RAT independent, in order to meet the goal of leveraging 
the legacy 4G and WiFi network equipment already deployed by mobile network operators in order to meet 
their technology-related requirements but also their business-related in terms of investment strategy and 
investment cycle for facilitating the transition from 4G to 5G throughout a sustainable network evolution 
strategy by means of leveraging existing backhaul and transport solutions, deploying an 5G ESSENCE Edge Cloud 
Datacentre in order to utilize the operator assets already in place, in order to gradually introduce the 5G core 
technologies within these operator networks, allowing the cSD-RAN Controller able to evolve together with 
these 5G radio access networks. 
 
For that reason, the 5G ESSENCE project defines the cSD-RAN Controller, a massively scalable solution able to 
potentially manage massive network deployments of multimodal 5G CPE, using as a foundation the key 
virtualization technologies identified by the research community during the recent years. 
In that sense, the cSD-RAN controller constitutes the heart of the Edge Cloud Datacentre, aligning the outcome 
of the project with the ongoing standardization path defined by 3GPP, providing the right network distribution 
with the intention of supporting the most relevant 5G use cases and services according to their latency and 
bandwidth requirements. 
 
On the other hand, the cSD-RAN Controller definition sets a relevant step for Multi-Vendor solution, able to 
accommodate VNFs from different providers, promoting the open innovation paradigm. Given this fact, the 
solution shall be designed in order to use open interfaces, open virtualization technologies and any of the 
definitions should be locked to a particular vendor’s solution, development or protected technology, making 
use as much as it is possible of international standards and open technologies and developments such as the 
ones provided by the Open Source community.   
 
In this deliverable, the 5G ESSENCE consortium provides relevant material to the 5G research community, like 
the first analytical model and optimization model for the abstraction and selection of radio resources in a 5G 
heterogeneous network with 3 different RATs, the definition of a novel RRM concept based in using the 
network slicing as a constitutive element of the Radio Resource Management algorithms, the management of 
RAN slices for small cell networks, the self-planning of network slices for supporting multi-tenancy and the 
definition of a new signaling interface, the F0 interface, fully aligned with the work of 3GPP in order to support 
a new and very interesting split option, not investigated by 3GPP, but of paramount importance in opinion of 
the 5G ESSENCE Consortium in order to take advantage of the existing network equipment with the minimal 
cost for the operator with the purpose of facilitating the deployment of 5G technologies as soon as possible.   
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10 ANNEX 1: Self-planning of small cell capacity in multi-tenant networks  
 

10.1 System model 
Let us assume a scenario where a certain infrastructure provider owns a RAN comprised of SCs. The SCs are 

intended to meet the high capacity requirements in localized areas. The provider offers at time t  such a RAN to 

a certain number 
( )tM  of tenants, so that the tenants’ customers can get access to the tenant’s service. Let 

denote as 
( )

,

t

i mD  the traffic demand (in Mbps) of tenant m in SC i at time t , calculated as the sum of the traffic 

from all the users attached to SC i. The tenants’ traffic 
( )

,

t

i mD  can be aggregated into a new variable, ( )t

iD , which 

provides the total traffic demand in SC i, i.e.: 

 

 

( )

( ) ( )

,

1

tM
t t

i i m

m

D D


  (3) 

Let also 
( )

,

t

u md  be the traffic demand (in Mbps) of tenant m in the u
th

 pixel of the scenario ( u U ). The metric 

( )t

ud  is computed in a similar way to (3) in order to determine the total traffic at the pixel-level.  

 The geographical area of interest is divided into a set U of grid points, called pixels. A subset 
CU U  of these 

locations are candidate site locations for SCs. A typical placement of a SC site is below rooftops. However, in 

many cases, the selection of potential sites depends on how easily they can be acquired and backhauled, e.g. if 

there exists line of sight to a nearby hub. In this respect, an adequate filter of unaffordable site locations to 

determine the subset UC will reduce computational complexity of the later planning process. Finally, let 
( )t

S CU U  be the subset of site locations with deployed SCs at time t . 

The transmit power and the allocated bandwidth of the i
th

 SC are denoted by ( )t

iP  and ( )t

iB , respectively. The 

transmit power is configured such that it provides a certain Signal-to-Interference-plus-Noise Ratio (SINR) at the 

targeted coverage range [16]. With respect to the carrier frequency, SCs are assumed to be deployed in higher 

frequencies than the 1~2 GHz, such as e.g. the 5 GHz considered by the 3GPP as a feasible solution [16]. The 

frequency band is partitioned into a set  1,..., KF f f  of K orthogonal channels of bandwidth B. The subset 

of channels allocated to SC i at time t  is given by ( )t

iF F . Therefore, the total bandwidth allocated to SC i is 

expressed as ( ) ( )t t

i iB F B  , where   denotes cardinality. 

The capacity of SC i is given by: 

 

 
( )( ) ( ) tt t
ii iC B SE   (4) 

where 
( )t

iSE  represents the average spectral efficiency achievable at SC i. In general, the spectral efficiency 

depends on the radio access technology and the SINR conditions. 

To determine areas in the network with a lack of capacity and areas with spare capacity, the required 

bandwidth becomes a key metric in the planning process. Specifically, this metric at the pixel-level can be 

determined from the traffic demand and the spectral efficiency as follows: 
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( )

( )

, ( ) ( )

t
t u

i u t

i

d
B

SE u
   (5) 

In a similar way, ( )t

iB  represents the required bandwidth on a cell basis. 

10.2 Functional architecture 
This section elaborates in detail the components of the self-planning functional architecture that has been 
introduced previously in Figure 50.  
 

10.2.1 Multi-tenancy management entity 

The multi-tenancy management entity acts as an interface between the tenants and the network planning tool 

of the network provider. From the perspective of planning, the SLA defines the contracted capacity ˆ
mA  (in 

Mbps) that tenant m demands to the network provider. Normally, it is expressed in terms of aggregate (or 

average) values over relatively coarse time and space scales. The SLA may also include some other guarantees, 

e.g. related to QoS metrics.  

For network planning purposes, the SLA has to be expressed in smaller time and space scales that can be more 

easily used when taking planning decisions. In particular, the contracted capacity ˆ
mA  is translated into a set of 

detailed planning specifications 
( )

,

t

m iA  that depend on SC i and time t . To do this, the current or predicted traffic 

demand in the network can be employed. This process, which ensures that the contracted capacity is provided, 

depends exclusively on the network provider’s side. As a consequence, the SLA is simplified and tenants are 

excluded from gaining a detailed picture of the network infrastructure. 

Each time a set of detailed planning specifications are generated, the multi-tenancy management entity sends 

this information to the self-planning entity, which will use them to determine whether the infrastructure needs 

to be updated or not. This situation typically occurs when a new tenant is aggregated or an ongoing tenant 

updates the SLA. In the former case, the traffic demand of the tenant is unknown, while in the latter case it 

depends on the geographical area where the contracted capacity is modified. For example, if an ongoing tenant 

extends its service coverage (e.g. according to business plans) to a new geographical area that is owned by the 

infrastructure provider, the traffic demand of the tenant in this area is unknown. On the contrary, if the tenant 

modifies the contracted capacity (i.e. due to an increase in traffic demand) within the limits of the current 

service coverage area, the temporal and spatial distributions of the traffic demand are already known in this 

case. 

Depending on whether the traffic demand of the tenant is unknown or not, the detailed planning specifications 

are generated in a different way. 

In the first case (i.e. traffic demand is unknown), 
( )

,

t

m iA  is calculated based on the temporal and spatial variations 

of the traffic demand from other tenants. Specifically, the temporal variation of the traffic demand is mainly 

given by the traffic fluctuations that take place over one day’s time. Such a temporal pattern is typically 

repeated over different days. An example sequence of total tenants’ traffic demand 
( )tD  during several days is 

illustrated in Figure 97, where T  stands for the one-day period and 
Bt  is the busy hour. Based on this, let ( )Bt

mA  

be the detailed planning specification at the busy hour, which can be estimated from ˆ
mA  and from the time 

variations of the other tenants’ traffic demand as follows: 

 
( )

( ) ˆ
B

B

t
t

m m

D
A A

D
   (6) 
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Figure 97. Example of normalized traffic demand over three days 

Regarding the spatial variations of the traffic demand, the contracted capacity at the busy hour ( )Bt

mA  is 

distributed among the number ( )t

SU  of deployed SCs taking into account the following condition:  

 
 

( )

( ) ( )

,
B B

t
S

t t

m m i

i U

A A


   (7) 

where 
( )

,
Bt

m iA  is the contribution of the contracted capacity in SC i. Depending on the spatial correlation that can 

be expected between the tenant’s traffic demand and the actual network’s traffic demand, the detailed 
planning specifications per cell for tenant m can be formulated in different ways: 
 

 Uniform distribution. In case that the spatial traffic demand of the new tenant is unknown, an even 
distribution of traffic is assumed. Estimation can be conducted at the SC-level (8) or pixel-level (9): 

  

 
( )
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, ( )

B

B

t
t m

m i t

S

A
A

U
  (8) 
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t
t m

m u

A
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U
  (9) 

where ( )

,
Bt

m uA  stands for the contracted capacity at the u
th

 pixel and U  is the total number of pixels in the 

area. If uniform distribution at the SC-level is adopted, the values of ( )

,
Bt

m uA  at pixel u are obtained 

considering a uniform distribution of traffic within the service area of the corresponding SC. On the other 

hand, when estimation is at the pixel-level, the value of
( )

,
Bt

m iA  in SC i is obtained from aggregating the 

values of ( )

,
Bt

m uA  only for pixels served by SC i. Note that this value may be different to that obtained from 

using (8).  
 

 Correlated distribution. In case that the correlation between the traffic demand for the new tenant and 
the already existing tenants is expected, areas with higher traffic demand of other tenants will receive a 
greater contribution of ( )Bt

mA . Such an estimation can also be conducted at either SC- or pixel-level. In the 

former case, using the information on KPIs that measure ( )Bt

iD  in SC i as an estimation of the spatial traffic 

demand of tenant m, the detailed planning specification is given by: 
 

 

( )

( )
( ) ( )

, ( )

B

B B

B

t
S

t
t t i

m i m t

p

p U

D
A A

D


 


 (10) 

In the latter case, the traffic measurements at the pixel-level are taken from call traces that provide geo-located 
information for each user in an automatic way. Thus, the specification is calculated as: 
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where ( )Bt

ud  is the total traffic demand in the u
th

 pixel of the scenario. 

 
In the second case (i.e. traffic demand is known), the temporal and spatial variations of the traffic demand of 
tenant m are considered for the generation of the detailed planning specifications over such domains. In 

particular, if the traffic demand is given at the SC-level, ( )Bt

iD  is replaced by ( )

,
Bt

i mD  in (10). If, on the contrary, the 

traffic demand is given at the pixel-level, ( )Bt

ud  is replaced by ( )

,
Bt

u md  in (11). 

 

10.2.2 Self-planning entity 

According to Figure 50, the detailed planning specifications, ( )

,

t

m iA , are used by the self-planning entity, whose 

aim is twofold. The first objective is to check whether or not the deployed network capacity fits the tenants’ 
demand. The second is to provide the required changes in the network layout and channel allocation, given by 

( 1)t

SU   and ( 1)t

iF   respectively, in case there is a lack of capacity. The self-planning entity follows an automated 

approach characterized by running an iterative process that is executed during the network operation assuming 
that a set of SCs have already been deployed. Thus, the currently deployed infrastructure is incrementally 
adapted to the evolving tenants’ requirements to make capacity expansion smoother, less costly and faster. 
The proposed approach is applied to smaller regions that are covered by a subset (or cluster) of SCs, so that 
dimensioning and planning tasks are accelerated and simplified. As a result, dimensioning and planning can be 
regarded as an automated function that can be easily integrated into the SON framework. This approach 
contrasts with the traditional planning, which employs longer timescales to accommodate larger capacity needs 
over the whole network’s geographical area. Nevertheless, both traditional and SON-based planning are 
complementary approaches to drive network expansion at different time scales. 
 

10.2.2.1 Capacity conformance monitoring 

This module watches over the network to determine when the network infrastructure has to be reconfigured in 

order to meet the tenant’s traffic demand while minimizing over-provisioning. The required bandwidth in the 

SCs can vary due to high tenant’s actual traffic demand ( )

,

t

i mD , the addition or removal of new tenants (i.e. 

variations in 
( )tM ) or changes in the planning specification ( )

,

t

m iA . Also, if the process is executed proactively, the 

predicted traffic demand can be considered. To this end, the traffic forecasting entity provides the predicted 

traffic demand in time t at the SC-level (which can be computed from historical data using statistical models) as 

input in the self-planning entity. The proactive response is key as long as the deployment of new infrastructure 

may require substantial time compared to the evolution of the traffic demand. Thus, the traffic forecasting 

entity predicts the traffic growths on a relatively long-term time scale (e.g. weeks, months). As a result, the 

system is able to anticipate the need for more SCs and/or spectrum. 

The capacity conformance is conducted in terms of the required bandwidth ( )t

iB by SC i, which can be 

estimated as: 

  
( )

( ) ( ) ( )

, ,( )
1

1
min ,

tM
t t t

i i m m it
mi

B D A
SE 

   (12) 

In case of working with variables at the pixel-level, the translation to the SC-level is a simple aggregation of data 

per cell. If the traffic demand of tenant m at SC i is below the SLA’s planning specification, 
( )

,

t

i mD  is used to 

provide cost-effective dimensioning, since the SC’s bandwidth would fit the actual required bandwidth. If, on 
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the contrary, the traffic demand exceeds the SLA’s planning specification, the required bandwidth is then 

limited by 
( )

,

t

m iA . To compute ( )t

iB  in practice, variable 
( )t

iSE  can be estimated from the transmitted data 

volume ( )t

iv  (measured in bits) under full-buffer conditions and the amount of resource elements ( )t

in  

(measured in s Hz ) that have been used for transmission in SC i, i.e.: 

 
( )

( )

( )

t
t

i
i

t

i

v
SE

n
  (13) 

With respect to variable 
( )

,

t

i mD , it can be estimated as follows: 

 
( )

,( )

,

t

i mt

i m

v
D

T
  (14) 

where 
( )

,

t

i mv  is the total data volume (in bits) transferred in SC i during time T (see Figure 97) for tenant m. 

The bandwidth of SC i, ( )t

iB , is dimensioned so that the required bandwidth ( )t

iB  is satisfied at the busy hour 

Bt , which is calculated as: 

  ( )arg max ,   1,..., .B it B t T t



     (15) 

According to this, the capacity conformance monitoring module triggers the capacity dimensioning and 

planning module if the following condition is fulfilled for any of the deployed SCs in L consecutive periods of T 

duration: 

 ( ) ( )B Bt t

i iB F B    (16) 

where [0,1] is an adjustable parameter that determines the ability to support some variations in the traffic 

demand with respect to the estimated value. Note that an increase in ( )Bt

iB  does not always trigger the 

condition in (16), since there can be spare capacity in the SCs. This situation can occur when: (i) the network 

capacity has been intentionally overprovisioned; (ii) the traffic demand has been overestimated when planning 

tenants for the first time; (iii) the traffic demand of any tenant has decreased over time; or (iv) a certain SLA has 

been modified. 

Lastly, note that, if the total traffic demand of any tenant exceeds the contracted capacity, the capacity 

conformance monitoring module should communicate the multi-tenancy management entity the need of 

reviewing (or negotiating) the SLA in order to meet the traffic demand. 

 

10.2.2.2 Capacity dimensioning and planning 

This module aims to determine the optimal solution (i.e. an updated RAN) to cope with the varying traffic 

demand. A candidate solution is represented by 
( )ˆ t

SU  and 
( )ˆ t

iF , which represent a modified version of the 

actual network deployment and spectrum allocation, respectively. The required bandwidth of the candidate 

solution, 
( )ˆ t

iB , is obtained from the network performance model, which emulates the behavior of the network 

with a certain layout and configuration. Unlike the SC bandwidth (measured in steps of B MHz), 
( )ˆ t

iB  is a 
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continuous variable that depends on the traffic demand and the spectral efficiency. 

The dimensioning and planning is modelled as an iterative process, initiated after satisfying (16), where a set of 

conditions are sequentially checked at each time step in order to trigger specific planning actions (i.e. 

adding/removing a channel and deploying/relocating a SC). Such actions are accumulated during the planning 

process and, after that, the infrastructure provider is notified about the changes in the network to be 

implemented. The execution of planning actions depends on the limited budget of possible network changes 

that can be taken in a specific period. This means that the infrastructure provider is responsible for deciding 

when communicating the changes to the infrastructure deployment team according to other regulation and 

economic factors.  

The planning process is summarized in Algorithm 1, where SC

maxN  is the maximum number of SCs that can be 

deployed in the area of interest, 
maxK  is the maximum number of channels that can be allocated in a SC and 

, [0,1]    are adjustable parameters. In detail, in steps 1-20, the planning process focuses on extending the 

capacity in areas with a lack of capacity, while in steps 21 to 31, this process aims at minimizing the capacity 

overprovisioning. Note that actions such as removing channels or SCs where traffic has decreased significantly 

may result in reduced interference, increased quality and/or capacity. During the execution of this process, a 

certain planning action (e.g. adding a channel) can be cancelled due to the execution of the opposite action 

(e.g. removing a channel) depending on the actions carried out between the two (e.g. a channel added in steps 

1-6 may no longer be needed if a SC is later on added in steps 7-20). The channel selection in a SC is performed 

so that the SC-to-SC distance between the given SC and the closest neighbouring SC using the same channel is 

the maximum possible. This process is summarized in Algorithm 2. In addition, when a planning action is 

selected the network performance model is launched to obtain the value of required bandwidth, 
( )ˆ t

iB , 

corresponding to the new network configuration. In case a new SC has to be deployed, 
( )ˆ t

iB  is calculated for 

each candidate site in the area of interest. Then, the site with the lowest required bandwidth is selected. 

Algorithm 1 Capacity dimensioning and planning 

1: // Adding a channel 

2: While ( ) ( )ˆ ˆ | Bt t

j jj B F B     and ( )ˆ t

j maxF K  

3:   Set ( ) ( )ˆ ˆ 1t t

j jF F  ; 

4:   ( )ˆ t

jF = Channel_Selection(
( )ˆ t

SU , ( )ˆ t

iF ,  j ); 

5:   
( )ˆ Bt

iB =Network_Performance_Model(
( )ˆ t

SU , ( )ˆ t

iF )    
( )ˆ t

Si U  ; 

6: End 

7: // Deploying a SC 

8: While ( )ˆ | B

(t)

St

j SC

max max

U
j B B

N / K
    and (t) SC

S maxU N  

9:  0k  ;  // k: number of allocated channels 

10:   Do 

11:      Set 1k k  ; 

12:      For all ( )ˆ t

Cx U  do: 

13:        Set  ( ) ( )ˆ ˆt t

S SU U x   ; 
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14:        ( )ˆ t

xF  = Channel_Selection(
( )ˆ t

SU  , ( )ˆ t

iF , x ); 

15:        
( )ˆ Bt

iB = Network_Performance_Model(
( )ˆ t

SU  ,…,   ( ) ( )ˆ ˆ,t t

i xF F  )   
( )ˆ t

Si U   ; 

16:      End For 

17: 
     Select x* with objective: 

( )

( )

ˆ

ˆmin B

t
S

t

i

i U

B


 ; 

18:   While ( )

*
ˆ Bt

xB k B     and 
maxk K ; 

19:   Set  ( ) ( )ˆ ˆ *t t

S SU U x  ,  ( ) ( )ˆ ˆ \ *t t

C CU U x , 
( ) ( )

* *
ˆ ˆt t

x xF F ; 
( ) ( )ˆ ˆB Bt t

i iB B  
( )ˆ t

Si U   

20: End 

21: // Removing a channel 

22: While  ( ) ( )ˆ | 1Bt t

j jj B F B      and ( )ˆ 1t

jF   

23:   Set ( ) ( )ˆ ˆ 1t t

j jF F  ; 

24:   ( )ˆ t

jF = Channel_Selection(
( )ˆ t

SU , ( )ˆ t

iF ,  j ); 

25:   
( )ˆ Bt

iB =Network_Performance_Model(
( )ˆ t

SU , ( )ˆ t

iF )  
( )ˆ t

Si U  ; 

26: End 

27: // Removing a SC 

28: While ( )ˆ | Bt

jj B B    

29:   Set  ( ) ( )ˆ ˆ \t t

S SU U j ,  ( ) ( )ˆ ˆt t

C CU U j  ; 

30:   
( )ˆ Bt

iB =Network_Performance_Model(
( )ˆ t

SU , ( )ˆ t

iF ) 
( )ˆ t

Si U  ; 

31: End 

32: Set 
( ) ( )ˆt t

S SU U , 
( ) ( )ˆt t

C CU U  ; 
( ) ( )ˆt t

i iF F , 
( )ˆ t

Si U   

 

Algorithm 2 Channel selection 

1: Inputs: 
( )ˆ t

SU ,  ( )ˆ t

iF ,  x: targeted SC; 

2: Initialize: 
( )ˆ t

xF  ; 

3: Do: 

4:     Calculate ( , )s x y ; // s: distance between x and y 

5:      ( ) ( )ˆ ˆ( , )   
( , )

Inf

t t

j x y

j

s x y if f F F
s x y

otherwise

  
 



 

6:     ( ) min ( , ),      j j j
y

s x s x y f F   ; 

7:     arg max ( )j
j

i s x ; 

8:     Set  ( ) ( )ˆ ˆt t

x x iF F f  ;     \ iF F f ; 

 9: While ( )ˆ t

xF k ; 
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Algorithm 1 is designed such that the deployment of new SCs is carried out gradually as the traffic demand 

grows and new channels are allocated. According to this, as the number of deployed SCs gets closer to the 

saturation point (given by (t) SC

S maxU N ), the threshold in the first condition of step 8 that is used to deploy new 

SCs approaches the value of maximum amount of allocable bandwidth in a SC (i.e. 
maxK B ). 

Regarding the computational complexity of Algorithm 1, it is worth highlighting that, as long as the 

dimensioning and planning are rather long-term processes, computational complexity is not a first-order 

requirement to consider. However, to limit the complexity when the number of SCs increases, the considered 

geographical area could be divided into smaller regions so that Algorithm 1 is applied to each of them 

independently. 

From an economic perspective, each kind of planning action entails a different cost for the infrastructure 

provider. In particular, adding or removing channels represents the cheapest solution since it can be executed 

remotely. On the opposite side is the deployment of new SCs, which requires investing on new infrastructure. 

The infrastructure provider can be interested in balancing the priority of these two planning actions according 

to its financial objectives. This can be done in the proposed algorithm by tuning 
SC

maxN , which is the parameter 

that has a direct impact on the deployment costs. 

The parameter 
maxK  is also adjustable and it determines the interference levels that are allowed in the 

network. For example, by setting the maximum value, all the SCs can use all the channels. However, a high 

value of this parameter may not be recommended as it would result in excessive interference levels, making 

the solution spectrally inefficient. Likewise, a too low value of this parameter should be avoided since it entails 

a waste of spectrum and an increased cost due to a faster deployment of SCs. 

The parameters   and   determine the amount of spare capacity that is retained by the infrastructure 

provider in the SCs e.g. to absorb eventual peaks of traffic demand. They are jointly configured to avoid 

recursive channel allocations and releases in the SCs. 

Lastly, the parameter   establishes the sensitivity of the planning action related to relocation of SCs that 

support marginal amount of traffic. This situation happens, for example, when a tenant’s contract expires 

leaving a large amount of spare capacity in the SCs. 

 

10.2.2.3 Network performance model 

To evaluate the candidate solutions, a network performance model is required. The objective of this model is to 

compute the required bandwidth in the network to satisfy a certain traffic demand. As observed in Figure 50, 

the inputs of the model are the traffic demand (either actual or predicted), the average spectral efficiency and 

the candidate network configuration. 

In the model, the transmit power ( )ˆ t

iP  for each SC of the candidate solution is determined by:  

 ( ) ( ) ( )

,
ˆ ˆ( )t t t

i N PL i edge i edgeP P G u F SINR     (17) 

where 
NP  is the noise power measured in one channel, ( ) ( )

, ( )t t

PL i edgeG u is the path gain (loss) from SC i to pixel 

( )t

edgeu  located at the cell-edge and 
edgeSINR  represents the target value at such a distance. The range of ( )t

iP  is 
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limited by the maximum allowed transmit power, 
maxP . The cell-edge is a function of the inter-site distance 

(ISD), which is given by the distance to the closest adjacent SC. 

The received power ( )

,
ˆ ( )t

RX iP u  at pixel u when served by SC i using a single channel is given by: 

 ( ) ( )

,
ˆ ˆ( ) ( )t t

RX i i iP u P G u   (18)  

where ( )iG u  is the overall gain between SC i and pixel u, expressed as the sum of individual gains (losses) 

including the antenna gain and the path loss. 

The users are served by the SC from which they receive the strongest received power. In this way, the function 
( )ˆ ( )t u  returns the SC that serves the users in pixel u (i.e. it defines the service area of every SC). Formally, it is 

defined as: 

 ( ) ( )

,
ˆˆ ( ) arg max ( )t t

RX i
i

u P u   (19) 

Such a function facilitates the conversion between the SC and pixel domains in the model. 

The ( )

, ( )t

i kSINR u  at pixel u when served by SC i using channel k is expressed as: 

 

 

( )

,( )

,

( ) ( ) ( )

,

\

ˆ ( )
( )

ˆ( ) ( )
S

t

RX it

i k

t t t

j j RX j N

j U i

P u
SINR u

k P u P 



 

    
 


 (20) 

where ( ) ( )t

j k  indicates whether channel k is allocated to SC j (with value 1) or not (0) and ( )t

j  is the average 

load. Computing the SINR requires to solve a system of non-linear equations due to the load-coupling, i.e. the 

load of a cell is a function of the load levels of other cells. To simplify this procedure, the average load  ( )t

j  in 

SC j is approximated by: 

 
( )

( )

( 1)
min ,1

t

jt

j t

j

D

C




 
  

 
 

 (21) 

where 
( 1)t

jC 
 is the capacity of SC j at the previous time step. The average ( )iSINR u  at pixel u when served by 

SC i is given by: 

 
( )

( ) ( )

,( )
ˆ

1
( ) ( )

ˆ t
i

t t

i i kt
k Fi

SINR u SINR u
F 

   (22) 

Then, the spectral efficiency ( ) ( )t

iSE u  at pixel u is obtained by:  

 ( ) ( )( ) ( ( ))t t

i RAT iSE u f SINR u  (23) 

where ( )RATf   is a function that depends on the radio access technology (e.g. LTE). From the spectral efficiency 

and the traffic demand at the pixel-level, the required bandwidth 
( )

,

t

i uB  is calculated based on (5). Lastly, this 

information can be aggregated on a cell basis using the function ( )ˆ ( )t u  as follows: 
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( )

( ) ( )

,
ˆ| ( )t

t t

i i u

u i u

B B


    (24) 

 

10.3 Performance evaluation 

10.3.1 Simulation scenario 

 
An urban SC scenario with dimensions 0.4 km × 0.4 km and a grid resolution of 5 m has been considered. To 
represent the areas where deploying SCs is possible, e.g. no backhaul and site acquisition constraints, 2% of the 
points (or pixels) in the scenario have been randomly selected as candidate site locations. The actual network 
layout and the traffic demand at the busy hour in the situation before the consideration of the new tenant was 
represented in Figure 51 (see section 5.5.3.2), where the triangles represent the location of the three deployed 
SCs and the values in brackets are the number of allocated channels. Color scale indicates the traffic demand 
density, which is non-uniformly distributed over the considered area. The traffic demands supported by SCs 1-3 
are 8.8, 5.6 and 5.0 Mbps, respectively. 
 
The network performance model has been implemented according to Section Σφάλμα! Το αρχείο προέλευσης 
της αναφοράς δεν βρέθηκε.. Table 11 summarizes the main parameters of this model. The transmit power ( )t

iP  

is configured for each SC to have 9edgeSINR   dB at 3

2
 of the ISD  [16]. The spectral efficiency function 

SE(SINR) used to compute the average spectral efficiency 
( )t

iSE  at SC i depending on the SINR at each pixel is 

obtained from Section A.1 in [14] with 4.4maxSE   b/s/Hz.. 

Table 11: Simulation parameters 

Parameter Configuration 
 

Deployment scenario 
 

Urban, small cells, 0.4km x 0.4km 

Operating frequency 
 

5 GHz 

Channel bandwidth 
 

20 MHz 

Cell bandwidth 
 

4 channels 

Propagation (path loss) 
 

ITU InH model [13] 

SC antenna directivity 
 

omni-directional 

SC antenna height 
 

6 m 

UE antenna height 
 

1.5 m 

SC antenna gain 
 

2 dBi 

UE thermal noise 
 

-174 dBm/Hz 

UE noise figure 
 

9 dB 

UE minimum SINR 
 

-10 dB 

SC TX power range 
 

[10-24] dBm 
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From a network planning perspective, the parameters used in the capacity conformance monitoring module to 

trigger the planning actions are configured as: 0.95  , 0.7   and 0.05  . Parameter   is configured 

assuming moderate traffic variations over the expected values. However, depending on the provider’s 

deployment policies, this parameter can be configured with a lower value in order to provide higher levels of 

spare capacity in the SCs and thus leaving some room for coping with unexpected traffic variations. Regarding 

parameters   and  , a reasonable configuration of such parameters has been considered in this work to react 

to traffic variations while, at the same time, limiting the number of “re-planning” actions and targeting an 

efficient resource utilization. In addition, the maximum number of allocated channels per SC is set to 3maxK  , 

while the maximum number of SCs that can be deployed in the considered area is set to 10SC

maxN  . 

 

10.3.2 Analysis of the network planning solutions 

Let assume that the SLA of the new tenant is translated to a specification at the busy hour of ( ) 100Bt

mA   

Mbps. At this initial stage, the new tenant’s spatial traffic demand distribution is assumed to be unknown, so 

the planning is carried out using the detailed planning specifications from the methods explained in Section 

Σφάλμα! Το αρχείο προέλευσης της αναφοράς δεν βρέθηκε.. Thus, the total traffic demand is calculated as 

the actual traffic demand from existing tenants plus the estimated new tenant’s demand. After generating the 

detailed planning specifications, it is observed that in the capacity conformance monitoring module condition 

(16) is satisfied for the three deployed SCs, so that the capacity dimensioning and planning module is launched. 

Figure 98(a-d) show the results of the planning process for different sets of detailed planning specifications 

corresponding to the methods of Section Σφάλμα! Το αρχείο προέλευσης της αναφοράς δεν βρέθηκε.. 

For the uniform distribution at the SC-level method, Figure 98 (a) shows that, given that SC 2 has the smallest 

service area, the traffic demand per pixel in this SC is estimated to be slightly higher than in SC 1 and 3. Then, 

the capacity dimensioning and planning module adds 6 new SCs, three of which are located in the right upper 

corner of the scenario, where the traffic density is higher. 

The correlated distribution at the SC-level method is represented in Figure 98 (b). This method estimates that 

SC 3, which initially carried less traffic (i.e. 5.0 Mbps), is the cell that receives proportionally less traffic from the 

new tenant. Therefore, compared to the method of Figure 98 (a), additional SCs such as SC 9 are not required in 

the service area of SC 3. Instead, the number of channels allocated to SC 3 is increased by one. 

For the method based on uniform distribution at the pixel-level, illustrated in Figure 98 (c), the results are quite 

similar to the first method since both methods approximate the uniform distribution. The only difference is that 

SC 4 is placed a bit more to the right. 

The last method [see Figure 98 (d)], based on correlated distribution at the pixel-level, produces the largest 

variations in the traffic demand per pixel. Consequently, SCs 5 and 7 are placed in, or close to, the area with 

high traffic density, so that part of the traffic is offloaded from SC 1, having this cell three channels allocated 

after the planning. Besides, unlike other methods, additional SCs are not required in the service area of SC 3 

because a lower traffic density is assumed in this region. 
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Figure 98. Network deployment and estimated traffic demand using the detailed planning specifications: (a) 

Based on uniform distribution at the SC-level, (b) Based on correlated distribution at the SC-level, (c) Based 

on uniform distribution at the pixel-level, and (d) Based on correlated distribution at the pixel-level 

 
 

10.3.3 Analysis of the network operation with the new tenant 

This section evaluates the solutions of the planning algorithm when the new tenant’s service is 
operative and the actual traffic demand at the busy hour of the new tenant is spatially distributed as 
illustrated in Figure 99, where two cases are distinguished. In the former [Figure 99 (a)], the new 
tenant’s spatial traffic demand exhibits quite high correlation with already existing tenants, whose 
spatial traffic distribution is represented in Figure 51. Specifically, using Pearson’s coefficient, both 
traffic distributions are 90% correlated. In the latter case [Figure 99 (b)], the distributions are only 
15% correlated. 
 
Let assume now that the network has been deployed as dictated by the planning [i.e. with the real 
network layouts as illustrated in Figure 98(a-d)] and let consider the real traffic demand of the new 
tenant shown in Figure 99. In that case, Table 12 shows the required bandwidth  and the cell 
bandwidth  in each SC considering the actual traffic demand for the two levels of correlation with the 
different planning methods. The last row in the table shows values aggregated over all the SCs. The 
notation in the table is X/Y where X represents the required bandwidth and Y the cell bandwidth. As a 
reference for comparison with the methods discussed in Figure 98, the table also includes the result 
of the network planning taking as input the real traffic of the new tenant (shown in Figure 99). The 
deployments for this case are shown in Figure 100. 
 
In general, the method that fits better the traffic demand (in this case, the reference approach) will minimize 
the required resources without generating a loss of traffic. However, according to Table 12, this does not 
necessarily mean a lower value of total required bandwidth. For example, the methods based on uniform 
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distribution provide the lowest values; however, this happens because these methods deploy a greater number 
of SCs in the scenario, as reflected in Figure 98(a) and (c). 
 

 
Figure 99. Traffic demand of the new tenant: (a) 90% correlated with network’s traffic demand; (b) 15% 
correlated with network’s traffic demand 
 

 
Figure 100. Network deployment with real tenant’s traffic demand for: (a) 90% correlated traffic; (b) 15% 
correlated traffic 
 
Given the minimum number of deployed SCs (i.e. 8), the reference case obtains the lowest value of total 
required bandwidth. With respect to the methods based on correlated distribution, the method with SC-level 
resolution results in a lower total required bandwidth since its network layout is more similar to the reference 
case, as previously stated. Regarding the two methods based on uniform distribution, the results in terms of 
required bandwidth are very close to each other because of the similarity of their network layouts. 
  
Another aspect from Table 12 (see numbers highlighted in bold) is that the required bandwidth in some SCs 
exceeds (or nearly exceeds) the cell bandwidth, meaning that some traffic might be lost. These cases are more 
evident in the case of 15% correlated traffic due to the poorer match between the network layout and the 
spatial distribution of traffic demand. In the case of 90% correlated traffic, only the methods based on 
correlated distribution provide insufficient bandwidth or they are close to it. However, this lack of bandwidth 
(about 1 MHz) is marginal compared to the channel bandwidth. In addition, the deployment has been carried 
out with only 8 SCs, so that the cost of the solution is cheaper than other methods. 
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Table 12: Actual Req. BW [MHz] and Cell BW [MHz] for 90 and 15% correlated traffic 

Cor. 

[%] 
SC 

REFERENCE 

(ACTUAL 

TRAFFIC 

KNOWN) 

UNIFORM 

SC-LEVEL 

CORR. 

SC-

LEVEL 

UNIFORM 

PX-LEVEL 

CORR. 

PX-LEVEL 

90 

1 30/60 32/40 30/40 29/40 38/60 

2 18/40 23/40 28/40 19/40 14/20 

3 43/60 25/40 48/60 24/40 53/60 

4 28/60 23/60 23/60 32/60 24/40 

5 35/60 17/40 29/40 19/40 41/40 

6 16/40 24/40 22/40 22/40 37/60 

7 36/40 36/40 39/40 36/40 28/40 

8 9/20 10/20 10/20 10/20 8/20 

9 -- 10/40 -- 10/40 -- 

tot 215/380 200/360 229/340 201/360 243/340 

15 

1 24/40 21/40 19/40 19/40 38/60 

2 22/40 20/40 24/40 16/40 15/20 

3 42/60 31/40 53/60 33/40 66/60 

4 28/60 21/60 20/60 30/60 30/40 

5 14/40 19/40 35/40 22/40 69/40 

6 30/60 23/40 20/40 22/40 36/60 

7 27/40 48/40 55/40 49/40 38/40 

8 19/40 7/20 7/20 7/20 6/20 

9 -- 9/40 -- 9/40 -- 

tot 206/380 199/360 233/340 207/360 298/340 

 

10.3.4 Re-planning the new tenant during tenant’s operation 

 
Once the new tenant’s service is operative, condition (16) is evaluated again to determine whether there exists 
a lack of capacity or not. If so, the capacity dimensioning and planning module is relaunched to provide a new 
network configuration. In our experiment, this happens for the SCs whose statistics in Table 12 are represented 
in bold. 
 
For the methods based on uniform distribution, it is noted that, in case of 90% correlated traffic, there is no 
lack of capacity. However, in case of 15% correlated traffic, SC 7 satisfies condition (16) and therefore a new 
planning stage is launched. As a result of the re-planning process, it is obtained that the network layout is not 
modified, but SCs 4 and 7 increase the number of channels by one, while SC 9 decreases it by one. 
 
With respect to the methods based on correlated distribution, Figure 101. shows the network layout after the 
re-planning process for 90% and 15% correlated traffic. As observed, both the network layout and bandwidth 
assignment have changed. In case of 90% correlated traffic [Figure 101.(a) and (b)], a new SC (i.e. SC9) is 
deployed in the left upper side of the scenario to relieve traffic from congested SCs. This new SC also produces 
changes in the bandwidth assignment, which can be observed by comparing the numbers in parentheses in 
Figure 98(b) and (d) with those of Figure 101.(a) and (b), respectively. In total, there are three changes (i.e. 
adding or removing a channel) in each case.  
 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   184/212 
 

In case of 15% correlated traffic [Figure 101.(c) and (d)], a new SC (i.e. SC9) is deployed in the center of the 
scenario, where the traffic density is higher. With respect to the channel assignment, the changes can be 
observed by comparing Figure 98(b) and (d) with Figure 101.(c) and (d), respectively.  
 
Table 13 shows a comparative analysis between the network layouts before and after the re-planning process 
for each analyzed method. For a high level of correlated traffic (90%), the best methods (without considering 
the reference) are the two based on correlated distribution, since they utilize the lowest number of channels 
(i.e. 15 and 17), provided that the number of deployed SCs is 9 for all methods. Note that these two solutions 
are achieved through a two-step process that comprises planning and re-planning (where an additional SC is 
deployed). If the method employs pixel-level resolution, there is also a bandwidth shortage (about 1 MHz), 
which might lead to a small loss of traffic. For this reason, the method based on correlated distribution at the 
SC-level is a better solution when the new tenant’s traffic is not fully correlated with already existing tenants. 
For a low level of correlated traffic (15%), it is observed that all the methods result in bandwidth shortage 
before the re-planning stage, since the network layouts do not fit properly the traffic demand. Such an effect is 
more pronounced for the methods based on correlated distribution, especially when pixel-level resolution is 
used. In this latter case, because of the bad traffic estimation, the number of channels assigned after re-
planning represents the worst case (i.e. 20). In case of the SC-level resolution, there is a bandwidth shortage of 
15 MHz. However, this method eliminates the lack of bandwidth by adding a new SC in an optimal location 
during the re-planning phase, while the other methods that previously deployed more SCs are unable to 
improve the solution. 
 
It is clear that the pixel-level methods do not leverage the higher spatial resolution when the traffic correlation 
is low, as they have to employ the greatest number of channels. Thus, the best methods (excluding the 
reference) in terms of minimum number of channels are the two methods with SC-level resolution. An 
important difference between them is the amount of traffic that could be lost before the re-planning stage. 
Thus, although one method requires less amount of resources, it might lead to higher traffic losses. 
 

 
Figure 101. Network deployment with real tenant’s traffic demand for: (a) 90% correlated traffic, method 

based on correlated distribution at the SC-level; (b) 90% correlated traffic, method based on correlated 
distribution at the pixel-level: (c) 15% correlated traffic, method based on correlated distribution at the SC-

level; (d) 15% correlated traffic, method based on correlated distribution at the pixel-level 
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Table 13: Network deployment before and after re-planning 
 

Cor. 
[%] 

Method 
#SCs #channels Req. BW 

[MHz] 
BW shortage 

[MHz] 

Bef Aft Bef Aft Bef Aft Bef Aft 

90 

REFERENCE 8 8 19 19 215 215 0 0 

UNIFORM SC-
LEVEL 

9 9 18 18 200 200 0 0 

CORR. SC-LEVEL 8 9 17 15 229 210 0 0 

UNIFORM PX-
LEVEL 

9 9 18 18 201 201 0 0 

CORR. PX-LEVEL 8 9 17 17 243 215 1 0 

15 

REFERENCE 8 8 19 19 206 206 0 0 

UNIFORM SC-
LEVEL 

9 9 18 17 199 205 8 0 

CORR. SC-LEVEL 8 9 17 16 233 215 15 0 

UNIFORM PX-
LEVEL 

9 9 18 18 207 198 9 0 

CORR. PX-LEVEL 8 9 17 20 298 228 35 0 
 

10.3.5 Comparison with the state-of-the-art 

 
Various approaches to solve the Radio Network Planning (RNP) problem have been proposed in the literature. 
In this work, the selected approach, summarized in Algorithm 1, is based on an iterative approach where a 
certain planning action (such as deploying a new SC or adding a channel) is executed at each step. Previous 
works based on iterative approach [17][18] reduce the set of planning actions at each step to determining the 
location of the SC [17] and, optionally, in heterogeneous networks, selecting the optimal bandwidth allocation 
with respect to the macrocell layer [18]. However, the problem of bandwidth allocation in the SC layer (i.e. with 
respect other SCs) has not been addressed in those works. 
 
Based on the above considerations, a state-of-the-art (SOTA) method has been developed to compare the 
performance with the proposed Algorithm 1. Specifically, the SOTA method implements the iterative approach 
in [17][18]. Unlike Algorithm 1, this method only comprises the planning action of deploying a new SC. Since the 
actions of adding or removing a channel are not available during the planning process, the number of allocated 
channels per SC must be constant. Lastly, channel selection is performed according to Algorithm 2. 
The SOTA method has been evaluated under two distinct contexts. One takes as input the real traffic of the 
new tenant in the same way that Algorithm 1 was evaluated as a reference in Section 10.3.3 (see Table 12). The 
other combines Algorithm 1 with the best planning method of Section 10.2.1 used to derive the detailed 
planning specifications. According to the evaluations in Sections 10.3.2, 10.3.3 and 10.3.4, the best solution 
corresponds to the method based on correlated distribution at the SC-level, since it employed the least amount 
of network resources. The study has been performed with two different values of the number of channels per 
SC, i.e. 2 and 3 channels. This constraint is only applied to the newly deployed SCs in the scenario, because the 
SOTA method does not consider the possibility of changing the number of allocated channels in existing SCs. In 
addition, evaluations are carried out for the two levels of traffic correlation (90 and 15%) used in previous 
sections. 
 
Table 14 shows the required bandwidth and the cell bandwidth in each SC for the SOTA method under the 
above-explained conditions (the notation is the same as in Table 12). The values in the table correspond to the 
situation when the updated network is operative and carries actual traffic from the new tenant. Compared to 
Algorithm 1 (see Table 12), it is observed that, in general, the number of SCs is larger with the SOTA method. In 
addition, since the same (constant) bandwidth is allocated for all the newly deployed SCs, the total number of 
allocated channels is also larger. This highlights that the possibility of changing the number of channels per SC 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   186/212 
 

(e.g. by considering a larger set of possible planning actions to choose from as in Algorithm 1) is much more 
effective than limiting the cell bandwidth to a constant value and just considering the addition of new SCs as in 
the SOTA method. A closer look at Table 14 reveals that, when three channels per SC are allocated, the SOTA 
method based on correlated distribution at the SC-level employs, as expected, a larger amount of resources (10 
SCs) than if the actual traffic is known (8-9 SCs). However, when the cell bandwidth is limited to two channels, 
the amount of resources in both cases is the same (10 SCs). In turn, the method proposed in this work is able to 
support the traffic with only 8 SCs (see Table 12), thus outperforming the SOTA method with both 2 and 3 
channels. 
 

Table 14: Actual Req. BW [MHZ] and Cell BW [MHz] for SOTA Method 
 

Cor. 
[%] 

SC 
SOTA-2CH (ACTUAL 
TRAFFIC KNOWN) 

SOTA-3CH (ACTUAL 
TRAFFIC KNOWN) 

SOTA-2CH + CORR. 
SC-LEVEL 

SOTA-3CH + 
CORR. 

SC-LEVEL 

90 

1 27/40 30/40 20/40 23/40 

2 13/40 22/40 26/40 24/40 

3 20/40 22/40 12/40 14/40 

4 16/40 16/60 19/40 16/60 

5 45/40 34/60 23/40 17/60 

6 28/40 22/60 25/40 18/60 

7 9/40 22/60 33/40 27/60 

8 8/40 14/60 8/40 6/60 

9 8/40 16/60 8/40 9/60 

10 19/40 -- 10/40 8/60 

tot 193/400 198/480 184/400 162/540 

15 

1 22/40 31/40 13/40 15/40 

2 8/40 38/40 23/40 20/40 

3 23/40 25/40 17/40 19/40 

4 31/40 40/60 15/40 13/60 

5 45/40 22/60 26/40 20/60 

6 17/40 35/60 24/40 17/60 

7 7/40 16/60 44/40 35/60 

8 8/40 8/60 6/40 4/60 

9 14/40 -- 10/40 12/60 

10 12/40 -- 10/40 8/60 

tot 187/400 215/420 188/400 163/540 

 
 

10.4 Conclusion 
 
In this work, the cell planning problem for small cell multi-tenant networks has been studied. From the 
perspective of infrastructure providers, the automation of procedures is a key consideration due to the 
complexity of managing diverse tenants’ capacity requirements. In the proposed scheme, these requirements 
are translated into a set of detailed planning specifications over the spatial/temporal domains. Then, the 
planning process is modeled following a SON approach, where a condition to detect capacity issues is 
periodically checked in order to trigger particular planning actions, such as adding/removing a channel or 
deploying/relocating a SC. 
 
The proposed framework has been evaluated in a scenario in which a new tenant is added in the network. To 
derive the set of planning specifications of the new tenant, different methods are considered depending on the 
expected correlation with the actual traffic demand in the network and the spatial resolution of the traffic 
measurements. The evaluation has been carried out for two different traffic correlation levels. Results show 
that the detailed planning specifications based on correlated distribution with a spatial resolution at the SC-
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level employ the least amount of network resources. This is because the differences between the estimated 
and actual traffic demand make the use of higher spatial resolutions less effective. The specifications based on 
uniform distribution require a larger amount of resources to meet the traffic demand even if the new tenant’s 
traffic and network’s traffic are poorly correlated. In addition, the proposed capacity and dimensioning scheme 
(Algorithm 1) has been compared with existing planning solutions, which do not consider the spectrum 
planning in the SC-layer. Results show that the existing solutions require a larger number of deployed SCs for 
serving the same traffic than the proposed approach. 
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11 ANNEX 2: F0 Interface Procedures Description  
 

11.1 General Procedures 

11.1.1 F0 Setup  

11.1.1.1 General 

The purpose of the F0 Setup procedure is to exchange application level data needed for the CESC-RU and the 
DU or cSD-RAN Controller named as cSDRC in the following figures, to correctly interoperate on the F0 
interface. This procedure shall be the first F0AP procedure triggered after a TNL association has become 
operational. The procedure uses non-UE associated signaling. 
 
This procedure erases any existing application level configuration data in the two nodes, providing the 
configuration of the different protocol stack layers (PDCP, RLC, MAC, PHY) deployed in the CESC and replaces it 
by the one received. This procedure also re-initializes the F0AP UE-related contexts (if any) and erases all 
related signaling connections in the two nodes like a Reset procedure would do.  
 

11.1.1.2 Successful Operation 

  CESC 

F0 SETUP REQUEST 

cSDRC 

F0 SETUP RESPONSE 

 

Figure 102. F0 Setup procedure: Successful Operation 
 
The CESC or RU initiates the procedure by sending a F0 SETUP REQUEST message including the capabilities of 
the node in terms of supported RATs and features like CA or MR-DC and other required data to the DU (cSD-
RAN Controller). The cSD-RAN Controller responds with a F0 SETUP RESPONSE message including the 
appropriate configuration data. 
 
If the F0 SETUP REQUEST message contains the CESC Name IE, the cSD-RAN Controller may use this IE as a 
human readable name of the CESC. 
 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.06.2018 

 

 
Deliverable D3.1 (“Techniques for advanced radio resource centralised management and 5G network 

coordination”)   189/212 
 

11.1.1.3 Unsuccessful Operation 

 CESC 

F0 SETUP REQUEST 

cSDRC 

F0 SETUP FAILURE 
 

 

Figure 103. F0 Setup procedure: Unsuccessful Operation 
 
If the cSD-RAN Controller cannot accept the setup, it should respond with a F0 SETUP FAILURE and the 
appropriate cause value. 
 
If the F0 SETUP FAILURE message includes the Time To Wait IE, the CESC-RU shall wait at least for the indicated 
time before reinitiating the F0 setup towards the same cSD-RAN Controller entity. 
 

11.1.1.4 Abnormal Conditions 

If the CESC cannot activate cell(s) indicated by Cells to be Activated List Item IE in the F0 SETUP RESPONSE 
message, the CESC shall initiate CESC Configuration Update procedure to indicate the cell(s) that are currently 
active. 
 

11.1.2 Error Indication 

11.1.2.1 General 

The Error Indication procedure is initiated by a CESC node in order to report detected errors in one incoming 
message, provided they cannot be reported by an appropriate failure message. 
 
If the error situation arises due to reception of a message utilizing UE associated signaling, then the Error 
Indication procedure uses UE associated signaling. Otherwise the procedure uses non-UE associated signaling. 
 

11.1.2.2 Successful Operation 

 CESC 

F0 ERROR INDICATION 

cSDRC 

 

 

Figure 104. Error Indication procedure, cSDRC originated. Successful operation 
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 CESC 

F0 ERROR INDICATION 

cSDRC 

 

Figure 105. Error Indication procedure, CESC originated. Successful operation 
 
The ERROR INDICATION message shall contain at least either the Cause IE or the Criticality Diagnostics IE. In 
case the Error Indication procedure is triggered by utilizing UE associated signaling, the cSDRC UE F0AP ID IE and 
CESC UE F0AP ID IE shall be included in the ERROR INDICATION message. If one or both of the cSDRC UE F0AP ID 
IE and the CESC UE F0AP ID IE are not correct, the cause shall be set to appropriate value, e.g., "Unknown or 
already allocated cSDRC UE F0AP ID", "Unknown or already allocated CESC UE F0AP ID" or "Unknown or 
inconsistent pair of UE F0AP ID". 
 

11.1.3 CESC Configuration Update  

11.1.3.1 General 

The purpose of the CESC Configuration Update procedure is to update application level configuration data 
needed for the CESC and the cSDRC to interoperate correctly on the F0 interface. This procedure does not 
affect existing UE-related contexts, if any. The procedure uses non-UE associated signaling. 
 

11.1.3.2 Successful Operation 

 CESC 

CESC CONFIGURATION UPDATE 

cSDRC 

CESC CONFIGURATION UPDATE ACKNOWLEDGE 
 

 

Figure 106. CESC Configuration Update procedure: Successful Operation 
 
The CESC initiates the procedure by sending a CESC CONFIGURATION UPDATE message to the cSDRC including 
an appropriate set of updated configuration data for the different protocol stack layers that it has just taken 
into operational use. The cSDRC responds with CESC CONFIGURATION UPDATE ACKNOWLEDGE message to 
acknowledge that it successfully updated the configuration data.  
 
The updated configuration data shall be stored in both nodes and used as long as there is an operational TNL 
association or until any further update is performed. 
 
If Served Cells To Add Item IE is contained in the CESC CONFIGURATION UPDATE message, the cSDRC shall add 
cell information according to the information in the Served Cell Information IE. 
 
If Served Cells To Modify Item IE is contained in the CESC CONFIGURATION UPDATE message, the cSDRC shall 
modify information of cell indicated by Old ECGI IE or Old NR CGI IE according to the information in the Served 
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Cell Information IE. Further, if the CESC System Information IE is present the cSDRC shall store and replace any 
previous information received. 
 
If Served Cells To Delete Item IE is contained in the CESC CONFIGURATION UPDATE message, the cSDRC shall 
delete information of cell indicated by Old ECGI IE or Old NR CGI IE. 
 
If Active Cells Item IE is contained in the CESC CONFIGURATION UPDATE message, the cSDRC shall update the 
information about the cells that are currently active. If the Active Cells List is present and does not contain any 
cells, the cSDRC shall assume that there are currently no active cells. 
 
If Cells to be Activated Item IE is contained in the CESC CONFIGURATION UPDATE ACKNOWLEDGE message, the 
CESC shall activate the cell indicated by ECGI IE or NR CGI IE and reconfigure the physical cell identity for cells 
for which the PCI IE or NR PCI IE is included. 
 
If Cells to be Activated List Item IE is contained in the CESC CONFIGURATION UPDATE ACKNOWLEDGE message 
and the indicated cells are already activated, the CESC shall update the cell information received in Cells to be 
Activated List Item IE. 
 
For NG-RAN, the cSDRC shall include the cSDRC System Information IE in the CESC CONFIGURATION UPDATE 
ACKNOWLEDGE message. 
 
For NG-RAN, the CESC may include the RAN Area Code IE in the CESC CONFIGURATION UPDATE message, and 
for 4G RAN the CESC may include the Tracking Area Code IE in the CESC CONFIGURATION UPDATE message. The 
cSDRC shall store and replace any previously provided RAN Area Code IE by the received RAN Area Code IE. 
 

11.1.3.3 Unsuccessful Operation 

 CESC 

CESC CONFIGURATION UPDATE 

cSDRC 

CESC CONFIGURATION UPDATE FAILURE 
 

 

Figure 107. CESC Configuration Update procedure: Unsuccessful Operation 
 
If the cSDRC cannot accept the update, it shall respond with a CESC CONFIGURATION UPDATE FAILURE message 
and appropriate cause value.  
 
If the CESC CONFIGURATION UPDATE FAILURE message includes the Time To Wait IE, the CESC shall wait at 
least for the indicated time before reinitiating the CESC CONFIGURATION UPDATE message towards the same 
cSDRC. 
 

11.1.4 cSDRC Configuration Update  

11.1.4.1 General 

The purpose of the cSDRC Configuration Update procedure is to update application level configuration data 
needed for the CESC and cSDRC to interoperate correctly on the F0 interface. This procedure does not affect 
existing UE-related contexts, if any. The procedure uses non-UE associated signaling. 
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11.1.4.2 Successful Operation 

 CESC 

cSDRC CONFIGURATION UPDATE 

cSDRC 

cSDRC CONFIGURATION UPDATE ACKNOWLEDGE 
 

 

Figure 108. cSDRC Configuration Update procedure: Successful Operation 
 
The cSDRC initiates the procedure by sending a cSDRC CONFIGURATION UPDATE message including the 
appropriate updated configuration data to the CESC. The CESC responds with a cSDRC CONFIGURATION 
UPDATE ACKNOWLEDGE message to acknowledge that it successfully updated the configuration data.  
 
The updated configuration data shall be stored in the respective node and used as long as there is an 
operational TNL association or until any further update is performed. 
 
If Cells to be Activated List Item IE is contained in the cSDRC CONFIGURATION UPDATE message, the CESC shall 
activate the cell indicated by ECGI IE or NR CGI IE and reconfigure the physical cell identity for which the PCI IE 
or NR PCI IE is included. 
 
If Cells to be Deactivated List Item IE is contained in the cSDRC CONFIGURATION UPDATE message, the CESC 
shall deactivate the cell indicated by PCI IE or NR CGI IE. This action triggers the Admin Mode state for the 
above-mentioned list, which means stopping using a given radio interface. 
 
If Cells to be Activated List Item IE is contained in the cSDRC CONFIGURATION UPDATE message and the 
indicated cells are already activated, the CESC shall update the cell information received in Cells to be Activated 
List Item IE. 
 
If the cSDRC TNL Association To Add List IE is contained in the cSDRC CONFIGURATION UPDATE message, the 
CESC shall, if supported, use it to establish the TNL association(s) with the cSDRC. The CESC shall report to the 
cSDRC, in the cSDRC CONFIGURATION UPDATE ACKNOWLEDGE message, the successful establishment of the 
TNL association(s) with the cSDRC as follows: 
 
- A list of TNL address(es) with which the CESC successfully established the TNL association shall be included 

in the cSDRC TNL Association Setup List IE; 
 
- A list of TNL address(es) with which the CESC failed to establish the TNL association shall be included in the 

cSDRC TNL Association Failed To Setup List IE. 
 
If the cSDRC TNL Association To Remove List IE is contained in the cSDRC CONFIGURATION UPDATE message the 
CESC shall, if supported, initiate removal of the TNL association(s) indicated by the received cSDRC Transport 
Layer Address towards the cSDRC. 
 
If the cSDRC TNL Association To Update List IE is contained in the cSDRC CONFIGURATION UPDATE message the 
CESC shall, if supported, overwrite the previously stored information for the related TNL Association.  
 

If the TNL usage IE or the TNL Association Weight Factor IE is included in the cSDRC TNL Association To Add List 
IE or the cSDRC TNL Association To Update List IE, the CESC node shall, if supported, use it as described in TS 
38.472. 
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For NG-RAN, the cSDRC shall include the cSDRC System Information IE in the cSDRC CONFIGURATION UPDATE 
message. 
 
If Protected E-UTRA Resources List IE is contained in the cDRC CONFIGURATION UPDATE message, the CESC 
shall protect the corresponding resource of the cells indicated by List of E-UTRA Cells IE for spectrum sharing 
between E-UTRA and NR. 
 
If the CSDRC CONFIGURATION UPDATE message contains the Protected E-UTRA Resource Indication IE, the 
receiving CESC should forward it to lower layers and use it for cell-level resource coordination. The CESC shall 
consider the received Protected E-UTRA Resource Indication IE when expressing its desired resource allocation 
during CESC Resource Coordination procedure. The CESC shall consider the received Protected E-UTRA Resource 
Indication IE content valid until reception of a new update of the IE for the same CESC. 
 

11.1.4.3 Unsuccessful Operation 

 CESC 

cSDRC CONFIGURATION UPDATE 

cSDRC 

cSDRC CONFIGURATION UPDATE FAILURE 
 

 

Figure 109. cSDRC Configuration Update: Unsuccessful Operation 
 
If the CESC cannot accept the update, it shall respond with a CSDRC CONFIGURATION UPDATE FAILURE 
message and appropriate cause value. 
 
If the CSDRC CONFIGURATION UPDATE FAILURE message includes the Time To Wait IE, the cSDRC shall wait at 
least for the indicated time before reinitiating the CSDRC CONFIGURATION UPDATE message towards the same 
CESC. 
 

11.1.4.4 Abnormal Conditions 

Not applicable. 
 

11.1.5 CESC SON Report Activation 

11.1.5.1 General 

 
The purpose of the CESC SON Report Activation procedure is configuring in the CESC the sending of the SON 
performance counters defined in the SON Performance Counters List IE for the self-optimization function 
according to the measurements requested by the upper layer SON function deployed in the cSDRC. This 
procedure can also report the Measurement Reports of the Physical Layer (RRSI, SINR) operation related to the 
different Active Cells of the CESC included in the Cells To Report IE. This procedure does not affect existing UE-
related contexts, if any. The procedure uses non-UE associated signaling. 
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11.1.5.2 Successful Operation 

 CESC 

CESC SON REPORT ACTIVATION REQUEST 

cSDRC 

CESC SON REPORT ACTIVATION RESPONSE 
 ACKNOWLEDGE 

 

 

Figure 110. CESC Performance Report: Successful Operation 
 
If the CESC cannot send all the counters present in the SON Performance Counters List IE, in the CESC SON 
REPORT ACTIVATION RESPONSE message, the CESC shall indicate the performance counters that are currently 
supported and can be included in the CESC SON REPORT message. 
 
If the message includes the Report Period IE, the CESC shall use this period as the reporting period for providing 
the cSDRC with SON Reports. Otherwise, the CESC shall send only one SON Report, being a single event report. 
If the message includes the Granularity Period IE, the CESC shall use this granularity period as the period 
between performance counters samples while providing the cSDRC with SON Reports. Otherwise, the CESC 
shall acquire only one sample of the different performance counters included in the SON Report, being the 
granularity period equal to the reporting period. 
 
If the SON REPORT ACTIVATION REQUEST message includes the Time To Wait IE, the CESC shall wait at least for 
the indicated time before sending the SON REPORT message towards the CESC. 
 

11.1.5.3 Unsuccessful Operation 

 CESC 

CESC SON REPORT ACTIVATION REQUEST 

cSDRC 

CESC SON REPORT ACTIVATION FAILURE 
 ACKNOWLEDGE 

 

 

Figure 111. CESC Performance Report: Successful Operation 

 
If the cSD-RAN Controller cannot accept the SON REPORT ACTIVATION REQUEST, it should respond with a SON 
REPORT ACTIVATION FAILURE and the appropriate cause value. 
 
If the SON REPORT ACTIVATION FAILURE message includes the Time To Wait IE, the cSDRC shall wait at least for 
the indicated time before reinitiating the SON REPORT ACTIVATION FAILURE towards the same CESC.  
 

11.1.5.4 Abnormal Conditions 

Not applicable. 
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11.1.6 CESC SON Report  

11.1.6.1 General 

The purpose of the CESC Performance Report procedure is sending to the cSDRC the performance counters 
defined in the cell configuration process according to the measurements requested by the upper layer SON 
function deployed in the cSDRC. This procedure also reports the Measurement Reports of the Physical Layer 
(RRSI, SINR) operation related to the different Active Cells of the CESC. This procedure does not affect existing 
UE-related contexts, if any. The procedure uses non-UE associated signaling. 
 

11.1.6.2 Successful Operation 

 CESC 

CESC SON REPORT 

cSDRC 

CESC SON REPORT ACKNOWLEDGE 
 ACKNOWLEDGE 

 

 

Figure 112. CESC Performance Report: Successful Operation 
 
When the CESC has collected the different performance counters from the CESC, the CESC shall send the CESC 
SON REPORT message to the cSDRC including the Performance Counters as a PC-Container IE.  
 

11.1.6.3 Unsuccessful Operation 

Not applicable. 
 

11.1.6.4 Abnormal Conditions 

Not applicable. 
 

11.1.7 REM Report Activation 

11.1.7.1 General 

The purpose of the REM Activation procedure is defined to activate the Network Monitor Mode or Sniffer 
Function of the CESC. A CESC may have a dedicated sniffer antenna in order to perform in-band and out-of-
band measurements so the EARFCNs to be scanned should be defined in order to determine if this procedure 
should stop the transmission and or reception over any radio interface or cell. This procedure does not affect 
existing UE-related contexts, if any. The procedure uses non-UE associated signaling. 
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11.1.7.2 Successful Operation 

 CESC 

REM REPORT ACTIVATION REQUEST 

cSDRC 

REM REPORT ACTIVATION RESPONSE 
 ACKNOWLEDGE 

 

 

Figure 113. cSDRC Configuration Update procedure: Successful Operation 
 
If the message includes the Report Period IE, the CESC shall use this period as the reporting period for providing 
the cSDRC with REM Reports. Otherwise, the CESC shall send only one REM Report, being a single event report. 
If the CESC cannot support some of the EARFCNs present in the EARFCNs REM List IE, in the CESC REM REPORT 
ACTIVATION RESPONSE message, the CESC shall indicate the EARFCNs that are currently supported and can be 
included in the REM REPORT message. 
 
If the message includes the Report Period IE, the CESC shall use this period as the reporting period for providing 
the cSDRC with REM Reports. Otherwise, the CESC shall send only one REM Report, being a single event report. 
 
If the message includes the Granularity Period IE, the CESC shall use this granularity period as the period 
between performance counters samples while providing the cSDRC with REM Reports. Otherwise, the CESC 
shall acquire only one sample of the REM measurements included in the REM Report, being the granularity 
period equal to the reporting period. 
 
If the REM REPORT ACTIVATION REQUEST message includes the Time To Wait IE, the CESC shall wait at least for 
the indicated time before sending the REM REPORT message towards the CESC. 
 

11.1.7.3 Unsuccessful Operation 

 CESC 

REM REPORT ACTIVATION REQUEST 

cSDRC 

REM REPORT ACTIVATION FAILURE 
 ACKNOWLEDGE 

 

 

Figure 114. cSDRC Configuration Update procedure: Unsuccessful Operation 
 
If the cSD-RAN Controller cannot accept the SON REPORT ACTIVATION REQUEST, it should respond with a REM 
REPORT ACTIVATION FAILURE and the appropriate cause value. 
 
If the SON REPORT ACTIVATION FAILURE message includes the Time To Wait IE, the cSDRC shall wait at least for 
the indicated time before reinitiating the REM REPORT ACTIVATION FAILURE towards the same CESC.  
 

11.1.7.4 Abnormal Conditions 

Not applicable. 
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11.1.8 REM Report  

11.1.8.1 General 

The purpose of the REM Report procedure is sending to the cSDRC the Measurement Reports from the REM 
function, which includes RRSI measurements of the previously defined EARFCNs, SINR) with related to the 
different Active Cells. This procedure does not affect existing UE-related contexts, if any. The procedure uses 
non-UE associated signaling. 
 

11.1.8.2 Successful Operation 

 CESC 

REM REPORT 

cSDRC 

REM REPORT ACKNOWLEDGE 
 ACKNOWLEDGE 

 

 

Figure 115. CESC Performance Report: Successful Operation 

11.1.8.3 Unsuccessful Operation 

Not applicable. 
 

11.1.8.4 Abnormal Conditions 

Not applicable. 
 

 

11.2 UE Context Management procedures 

11.2.1 CESC Resource Coordination 

11.2.1.1 General 

The purpose of the CESC Resource Coordination procedure is to enable coordination of radio resource 
allocation between a cSDRC and a CESC for the purpose of spectrum sharing between E-UTRA and NR. This 
procedure is to be used only for the purpose of spectrum sharing between E-UTRA and NR. 
 
The procedure uses non-UE-associated signalling. 
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11.2.1.2 Successful Operation 

 CESC 

CESC RESOURCE COORDINATION 
REQUEST 

cSDRC 

CESC RESOURCE COORDINATION RESPONSE 
 ACKNOWLEDGE 

 

 

Figure 116. CESC Resource Coordination, successful operation 
 
A cSDRC initiates the procedure by sending the CESC RESOURCE COORDINATION REQUEST message to a CESC 
over the F0 interface. The CESC extracts the E-UTRA – NR Cell Resource Coordination Request Container IE and it 
replies by sending the CESC RESOURCE COORDINATION RESPONSE message. In case of E-UTRA-initiated CESC 
Resource Coordination procedure, the E-UTRA – NR Cell Resource Coordination Request Container in the CESC 
RESOURCE COORDINATION REQUEST message and the E-UTRA – NR Cell Resource Coordination Response 
Container in the CESC RESOURCE COORDINATION RESPONSE message shall be included. 
 
In case of NR-initiated CESC Resource Coordination procedure, the E-UTRA – NR Cell Resource Coordination 
Response Container in the CESC RESOURCE COORDINATION RESPONSE message shall be included. 
 

11.2.2 UE Context Setup  

11.2.2.1 General 

The purpose of the UE Context Setup procedure is to establish the UE Context including, among others, SRBs, 
and default DRB configuration. The procedure uses UE-associated signaling. 
 

11.2.2.2 Successful Operation 

 CESC 

UE CONTEXT SETUP REQUEST 

cSDRC 

UE CONTEXT SETUP RESPONSE 
 ACKNOWLEDGE 

 

 

Figure 117. UE Context Setup Request procedure: Successful Operation 
 
The cSDRC initiates the procedure by sending UE CONTEXT SETUP REQUEST message to the CESC. If the CESC 
succeeds to establish the UE context, it replies to the cSDRC with UE CONTEXT SETUP RESPONSE. If no UE-
associated logical F0-connection exists, the UE-associated logical F0-connection shall be established as part of 
the procedure. 
 
If the SpCell UL Configured IE is included in the UE CONTEXT SETUP REQUEST message, the CESC shall configure 
the UL for the indicated SpCell accordingly. 
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If the SCell To Be Setup List IE is included in the UE CONTEXT SETUP REQUEST message, the CESC shall act as 
specified in TS 38.401 [4]. If the SCell UL Configured IE is included in the UE CONTEXT SETUP REQUEST message, 
the CESC shall configure UL for the indicated SCell accordingly. 
 
If the DRX Cycle IE is contained in the UE CONTEXT SETUP REQUEST message, the CESC shall use the provided 
value from the cSDRC. 
 
If the UL Configuration IE in DRB to Be Setup Item IE is contained in the UE CONTEXT SETUP REQUEST message, 
the CESC shall take it into account for UL scheduling. 
 
If the SRB To Be Setup List IE is contained in the UE CONTEXT SETUP REQUEST message, the CESC shall act as 
specified in TS 38.401 [4]. If Duplication Indication IE is contained in the SRB To Be Setup List IE, the CESC shall 
setup two RLC entities for the indicated SRB and send the LCID IE for the primary path in the UE CONTEXT 
SETUP RESPONSE message. 
 
If the DRB To Be Setup List IE is contained in the UE CONTEXT SETUP REQUEST message, the CESC shall act as 
specified in TS 38.401 [4]. 
 
If two UL UP TNL Information IEs are included in UE CONTEXT SETUP REQUEST message for a DRB, CESC shall 
include two DL UP TNL Information IEs in UE CONTEXT SETUP RESPONSE message. cSDRC and CESC use the UL 
UP TNL Information IEs and DL UP TNL Information IEs to support packet duplication for intra-CESC CA as 
defined in TS 38.470 [75].  
 
If Duplication Activation IE is included in the UE CONTEXT SETUP REQUEST message for a DRB, CESC should take 
it into account when activing/deactiving PDCP duplication for the DRB. 
 
For EN-DC operation, and if the Subscriber Profile ID for RAT/Frequency priority IE is received from an MeNB, 
the UE CONTEXT SETUP REQUEST message shall contain the Subscriber Profile ID for RAT/Frequency priority IE. 
The CESC shall store the received Subscriber Profile ID for RAT/Frequency priority in the UE context and use it 
as defined in TS 36.300 [53]. 
 
If the Index to RAT/Frequency Selection Priority IE is available at the cSDRC, the Index to RAT/Frequency 
Selection Priority IE shall be included in the UE CONTEXT SETUP REQUEST. The CESC may use it for RRM 
purposes. 
 
The CESC shall report to the cSDRC, in the UE CONTEXT SETUP RESPONSE message, the result for all the 
requested DRBs and SRBs in the following way: 
 

 A list of DRBs which are successfully established shall be included in the DRB Setup List IE; 
 

 A list of DRBs which failed to be established shall be included in the DRB Failed to Setup List IE; 
 

 A list of SRBs which failed to be established shall be included in the SRB Failed to Setup List IE. 
 
When the CESC reports the unsuccessful establishment of a DRB or SRB, the cause value should be precise 
enough to enable the cSDRC to know the reason for the unsuccessful establishment. 
 
For EN-DC operation, the cSDRC shall include in the UE CONTEXT SETUP REQUEST the E-UTRAN QoS IE. The 
allocation of resources according to the values of the Allocation and Retention Priority IE included in the E-
UTRAN QoS IE shall follow the principles described for the E-RAB Setup procedure in TS 36.413 [80]. 
 

For NG-RAN operation, the cSDRC shall include in the UE CONTEXT SETUP REQUEST the DRB Information IE. 
 
For EN-DC operation, the CG-ConfigInfo IE shall be included in the CU to DU RRC Information IE. 
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If the cSDRC received the MeNB Resource Coordination Information as defined in TS 36.423 [81], it shall 
transparently transfer it to the CESC via the Resource Coordination Transfer Container IE in the UE CONTEXT 
SETUP REQUEST message. The CESC shall use the information received in the Resource Coordination Transfer 
Container IE for reception of MeNB Resource Coordination Information at the gNB acting as secondary node as 
described in TS 36.423 [81]. 
 
If the Resource Coordination Transfer Container IE is included in the UE CONTEXT SETUP RESPONSE, the cSDRC 
shall transparently transfer this information for the purpose of resource coordination as described in TS 36.423 
[81]. 
 
If the Masked IMEISV IE is contained in the UE CONTEXT SETUP REQUEST message the CESC shall, if supported, 
use it to determine the characteristics of the UE for subsequent handling. 
 
If the SCell Failed To Setup List IE is contained in the UE CONTEXT SETUP RESPONSE message, the cSDRC shall 
regard the corresponding SCell(s) failed to be established with an appropriate cause value for each SCell failed 
to setup. 
 
If the Inactivity Monitoring Request IE is contained in the UE CONTEXT SETUP REQUEST message, CESC may 
consider that the cSDRC has requested the CESC to perform UE inactivity monitoring. If the Inactivity 
Monitoring Response IE is contained in the UE CONTEXT SETUP RESPONSE message and set to "Not-supported", 
the cSDRC shall consider that the CESC does not support UE inactivity monitoring for the UE.  
 
If the Full Configuration IE is contained in the UE CONTEXT SETUP RESPONSE message, the cSDRC shall take this 
into account. 
 
If the C-RNTI IE is included in the UE CONTEXT SETUP RESPONSE, the cSDRC shall consider that the C-RNTI has 
been allocated by the CESC for this UE context. 
 
The UE Context Setup Procedure is not used to configure SRB0. 
 
If the UE CONTEXT STEUP REQUEST message contains the RRC-Container IE, the CESC shall send the 
corresponding RRC message to the UE via SRB1. 
 
If the Notification Control IE is included in the DRB to Be Setup List IE and it is set to active, the CESC shall, if 
supported, monitor the QoS of the DRB and notify the cSDRC if the QoS cannot be fulfilled any longer or if the 
QoS can be fulfilled again. The Notification Control IE can only be applied to GBR bearers. 
 

11.2.2.3 Unsuccessful Operation 

 CESC 

UE CONTEXT SETUP REQUEST 

cSDRC 

UE CONTEXT SETUP FAILURE 
 ACKNOWLEDGE 

 

 

Figure 118. UE Context Setup Request procedure: unsuccessful Operation 
 
If the CESC is not able to establish an F0 UE context, or cannot even establish one bearer it shall consider the 
procedure as failed and reply with the UE CONTEXT SETUP FAILURE message. 
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If the CESC is not able to accept the SpCell ID IE in UE CONTEXT SETUP REQUEST message, it shall reply with the 
UE CONTEXT SETUP FAILURE message with an appropriate cause value. Further, if the Candidate SpCell List IE is 
included in the UE CONTEXT SETUP REQUEST message and the CESC is not able to accept the SpCell ID IE, the 
CESC shall, if supported, include the Potential SpCell List IE in the UE CONTEXT SETUP FAILURE message and the 
cSDRC should take this into account for selection of an opportune SpCell. The CESC shall include the cells in the 
Potential SpCell List IE in a priority order, where the first cell in the list is the one most desired and the last one 
is the one least desired (e.g., based on load conditions). If the Potential SpCell List IE is present but no Potential 
SpCell Item IE is present, the cSDRC should assume that none of the cells in the Candidate SpCell List IE are 
acceptable for the CESC. 
 

11.2.2.4 Abnormal Conditions 

Not applicable. 
 

11.2.3 UE Context Release Request (CESC initiated)   

11.2.3.1 General 

The purpose of the UE Context Release Request procedure is to enable the CESC to request the cSDRC to 
release the UE-associated logical F0-connection. The procedure uses UE-associated signaling. 
 

11.2.3.2 Successful Operation 

 CESC cSDRC 

UE CONTEXT RELEASE REQUEST 
 ACKNOWLEDGE 

 

 

Figure 119. UE Context Release (CESC initiated) procedure. Successful operation 
 
The CESC controlling a UE-associated logical F0-connection initiates the procedure by generating a UE CONTEXT 
RELEASE REQUEST message towards the affected cSDRC node.  
 
The UE CONTEXT RELEASE REQUEST message shall indicate the appropriate cause value. 
 
Interactions with UE Context Release procedure: 
The UE Context Release procedure may be initiated upon reception of a UE CONTEXT RELEASE REQUEST 
message.  
 

11.2.3.3 Abnormal Conditions 

Not applicable. 
 

11.2.4 UE Context Release (cSDRC initiated) 

11.2.4.1 General 

The purpose of the UE Context Release procedure is to enable the cSDRC to order the release of the UE-
associated logical connection. The procedure uses UE-associated signalling. 
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11.2.4.2 Successful Operation 

 CESC 

UE CONTEXT RELEASE COMMAND 

cSDRC 

UE CONTEXT RELEASE COMPLETE 
 ACKNOWLEDGE 

 

 

Figure 120. UE Context Release (cSDRC initiated) procedure. Successful operation 
 
The cSDRC initiates the procedure by sending the UE CONTEXT RELEASE COMMAND message to the CESC.  
 
Upon reception of the UE CONTEXT RELEASE COMMAND message, the CESC shall release all related signaling 
and user data transport resources and reply with the UE CONTEXT RELEASE COMPLETE message. 
 
Interactions with UE Context Setup procedure: 
The UE Context Release procedure may be performed before the UE Context Setup procedure to release an 
existing UE-associated logical F0-connection and related resources in the CESC. 

11.2.4.3 Abnormal Conditions 

Not applicable. 
 

11.2.5 UE Context Modification (cSDRC initiated) 

11.2.5.1 General 

The purpose of the UE Context Modification procedure is to modify the established UE Context, e.g., 
establishing, modifying and releasing radio resources. This procedure is also used to command the CESC to stop 
data transmission for the UE for mobility (see TS 38.401 [4]). The procedure uses UE-associated signalling. 
 

11.2.5.2 Successful Operation 

MO CESC 

UE CONTEXT MODIFICATION REQUEST 

cSDRC 

UE CONTEXT MODIFICATION RESPONSE 
 

 

Figure 121. UE Context Modification procedure. Successful operation 
 
The F0AP UE CONTEXT MODIFICATION REQUEST message is initiated by the cSDRC. 
 
If the SpCell ID IE is included in the UE CONTEXT MODIFICATION REQUEST message, the CESC shall replace any 
previously received value and regard it as a reconfiguration with sync as defined in TS 38.331[81]. If the SpCell 
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UL Configured IE is included in the UE CONTEXT MODIFICATION REQUEST message, the CESC shall configure UL 
for the indicated SpCell accordingly. 
 
If the SCell To Be Setup List IE or SCell To Be Removed List IE is included in the UE CONTEXT MODIFICATION 
REQUEST message, the CESC shall act as specified in TS 38.401 [4]. If the SCell To Be Setup List IE is included in 
the UE CONTEXT MODIFICATION REQUEST message and the indicated SCell(s) are already setup, the CESC shall 
replace any previously received value. If the SCell UL Configured IE is included in the UE CONTEXT 
MODIFICATION REQUEST message, the CESC shall configure UL for the indicated SCell accordingly. 
 
If the DRX Cycle IE is contained in the UE CONTEXT MODIFICATION REQUEST message, the CESC shall use the 
provided value from the cSDRC. 
 
If the SRB To Be Setup List IE is contained in the UE CONTEXT MODIFICATION REQUEST message, the CESC shall 
act as specified in the TS 38.401 [4]. If Duplication Indication IE is contained in the SRB To Be Setup List IE, the 
CESC shall setup two RLC entities for the indicated SRB and feedback the LCID for the primary path in the UE 
CONTEXT SETUP RESPONSE message. 
 
If the DRB To Be Setup List IE is contained in the UE CONTEXT MODIFICATION REQUEST message, the CESC shall 
act as specified in the TS 38.401 [4]. 
 
If two UL UP TNL Information IEs are included in UE CONTEXT MODIFICATION REQUEST message for a DRB, 
CESC shall include two DL UP TNL Information IEs in UE CONTEXT MODIFICATION RESPONSE message. cSDRC 
and CESC use the UL UP TNL Information IEs and DL UP TNL Information IEs to support packet duplication for 
intra-CESC CA as defined in TS 38.470 [75]. 
 
If Duplication Activation IE is included in the UE CONTEXT MODIFICATION REQUEST message for a DRB, CESC 
should take it into account when activating/deactivating PDCP duplication for the DRB. 
 
If the UL Configuration IE in DRB to Be Setup Item IE or DRB to Be Modified Item IE is contained in the UE 
CONTEXT MODIFICATION REQUEST message, the CESC shall take it into account for UL scheduling.  The cSDRC 
may include the RRC Reconfiguration Complete Indicator IE in the UE CONTEXT MODIFICATION REQUEST 
message to inform the CESC that the ongoing reconfiguration procedure has been successfully performed by 
the UE. The CESC does not need to wait for this confirmation for using the new UE configuration or taking other 
actions towards the UE. It is up to CESC implementation when to use the new UE configuration configured. 
 
If the UE CONTEXT MODIFICATION REQUEST message contains the RRC-Container IE, the CESC shall send the 
corresponding RRC message to the UE via SRB1. 
 
If the UE CONTEXT MODIFICATION REQUEST message contains the Transmission Stop Indicator IE, the CESC 
shall stop data transmission for the UE. It is up to CESC implementation when to stop the UE scheduling. 
 
For EN-DC operation, if the DRB to Be Setup List IE is present in the UE CONTEXT MODIFICATION REQUEST 
message the cSDRC shall include the E-UTRAN QoS IE. The allocation of resources according to the values of the 
Allocation and Retention Priority IE included in the E-UTRAN QoS IE shall follow the principles described for the 
E-RAB Setup procedure in TS 36.413 [80]. For NG-RAN operation, the cSDRC shall include the DRB Information 
IE in the UE CONTEXT MODIFICATION REQUEST message. 
 
If the cSDRC received the MeNB Resource Coordination Information as defined in TS 36.423 [81], after 
completion of UE Context Setup procedures, the cSDRC shall transparently transfer it to the CESC via the 
Resource Coordination Transfer Container IE in the UE CONTEXT MODIFICATION REQUEST message. The CESC 
shall use the information received in the Resource Coordination Transfer Container IE for reception of MeNB 
Resource Coordination Information at the gNB acting as secondary node as described in TS 36.423 [81]. 
 
For EN-DC operation, and if the Subscriber Profile ID for RAT/Frequency priority IE is received from an MeNB, 
the UE CONTEXT MODIFICATION REQUEST message shall contain the Subscriber Profile ID for RAT/Frequency 
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priority IE. The CESC shall store the received Subscriber Profile ID for RAT/Frequency priority in the UE context 
and use it as defined in TS 36.300 [53]. 
 
If the Index to RAT/Frequency Selection Priority IE is modified at the cSDRC, the Index to RAT/Frequency 
Selection Priority IE shall be included in the UE CONTEXT MODIFICATION REQUEST. The CESC may use it for RRM 
purposes. 
 
Upon reception of the UE Context Modification Request message, the CESC shall perform the modifications, 
and if successful reports the update in the UE CONTEXT MODIFICATION RESPONSE message.  
 
The CESC shall report to the cSDRC, in the UE CONTEXT MODIFICATION RESPONSE message, the result for all 
the requested or modified DRBs and SRBs in the following way: 
 

- A list of DRBs which are successfully established shall be included in the DRB Setup List IE; 
 
- A list of DRBs which failed to be established shall be included in the DRB Failed to Setup List IE; 
 
- A list of DRBs which are successfully modified shall be included in the DRB Modified List IE; 
 
- A list of DRBs which failed to be modified shall be included in the DRB Failed to be Modified List IE; 
 
- A list of SRBs which failed to be established shall be included in the SRB Failed to Setup List IE. 
 
When the CESC reports the unsuccessful establishment of a DRB or SRB, the cause value should be precise 
enough to enable the cSDRC to know the reason for the unsuccessful establishment. 
 
If the Resource Coordination Transfer Container IE is included in the UE CONTEXT MODIFICATION RESPONSE, 
the cSDRC shall transparently transfer this information for the purpose of resource coordination as described in 
TS 36.423 [81]. 
 
If the UE CONTEXT MODIFICATION RESPONSE message contains the DU To CU RRC Information IE, the cSDRC 
shall take this into account. 
 
If the SCell Failed To Setup List IE is contained in the UE CONTEXT MODIFICATION RESPONSE message, the 
cSDRC shall regard the corresponding SCell(s) failed to be established with an appropriate cause value for each 
SCell failed to setup. 
 
If the Inactivity Monitoring Request IE is contained in the UE CONTEXT MODIFICATION REQUEST message, CESC 
may consider that the cSDRC has requested the CESC to perform UE inactivity monitoring. If the Inactivity 
Monitoring Response IE is contained in the UE CONTEXT MODIFICATION RESPONSE message and set to “Not-
supported”, the cSDRC shall consider that the CESC does not support UE inactivity monitoring for the UE.  
The UE Context Setup Procedure is not used to configure SRB0. 
 
If the Notification Control IE is included in the DRB to Be Setup List IE or the DRB to Be Modified List IE and it is 
set to active, the CESC shall, if supported, monitor the QoS of the DRB and notify the cSDRC if the QoS cannot 
be fulfilled any longer or if the QoS can be fulfilled again. The Notification Control IE can only be applied to GBR 
bearers. 
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11.2.5.3 Unsuccessful Operation 

MO CESC 

UE CONTEXT MODIFICATION REQUEST 

cSDRC 

UE CONTEXT MODIFICATION FAILURE 
 

 

Figure 122. UE Context Modification procedure. Unsuccessful operation 
 
In case none of the requested modifications of the UE context can be successfully performed, the CESC shall 
respond with the UE CONTEXT MODIFICATION FAILURE message with an appropriate cause value. 
 
If the CESC is not able to accept the SpCell ID IE in UE CONTEXT MODIFICATION REQUEST message, it shall reply 
with the UE CONTEXT MODIFICATION FAILURE message. 
 

11.2.5.4 Abnormal Conditions 

Not applicable. 
 

11.2.6 UE Context Modification Required (CESC initiated) 

11.2.6.1 General 

The purpose of the UE Context Modification Required procedure is to modify the established UE Context, e.g., 
modifying and releasing radio bearer resources. The procedure uses UE-associated signaling. 
 

11.2.6.2 Successful Operation 

MO CESC 

UE CONTEXT MODIFICATION REQUIRED 

cSDRC 

UE CONTEXT MODIFICATION CONFIRM 
 

 

Figure 123. UE Context Modification Required procedure. Successful operation 
 
The F0AP UE CONTEXT MODIFICATION REQUIRED message is initiated by the CESC. 
The cSDRC reports the successful update of the UE context in the UE CONTEXT MODIFICATION CONFIRM 
message.  
 
If two DL UP TNL Information IEs are included in UE CONTEXT MODIFICATION REQUIRED message for a DRB, 
cSDRC shall include two UL UP TNL Information IEs in UE CONTEXT MODIFICATION CONFIRM message. cSDRC 
and CESC use the UL UP TNL Information IEs and DL UP TNL Information IEs to support packet duplication for 
intra-CESC CA as defined in TS 38.470 [75]. 
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If the Resource Coordination Transfer Container IE is included in the UE CONTEXT MODIFICATION REQUIRED, 
the cSDRC shall transparently transfer this information for the purpose of resource coordination as described in 
TS 36.423 [81]. 
 
If the cSDRC received the MeNB Resource Coordination Information as defined in TS 36.423 [81], after 
completion of UE Context Modification Required procedures, the cSDRC shall transparently transfer it to the 
CESC via the Resource Coordination Transfer Container IE in the UE CONTEXT MODIFICATION CONFIRM 
message. The CESC shall use the information received in the Resource Coordination Transfer Container IE for 
reception of MeNB Resource Coordination Information at the gNB acting as secondary node as described in TS 
36.423 [81]. 
 
If the UE CONTEXT MODIFICATION REQUIRED message contains the DU To CU RRC Information IE, the cSDRC 
shall take this into account. 
 

11.2.6.3 Abnormal Conditions 

Not applicable. 
 

11.2.7 UE Inactivity Notification 

11.2.7.1 General 

This procedure is initiated by the CESC to indicate the UE activity event. 
 
The procedure uses UE-associated signaling. 
 

11.2.7.2 Successful Operation 

MO CESC cSDRC 

UE INACTIVITY NOTIFICATION 
 

 

Figure 124. UE Inactivity Notification procedure. 
 
The CESC initiates the procedure by sending the UE INACTIVITY NOTIFICATION message to the cSDRC. 
 

11.2.7.3 Abnormal Conditions 

Not applicable. 
 

11.2.8 Notify 

11.2.8.1 General 

The purpose of the Notify procedure is to enable the CESC to inform the cSDRC that the QoS of an already 
established GBR DRB cannot by fulfilled any longer or that it can be fulfilled again. The procedure uses UE-
associated signaling. 
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11.2.8.2 Successful Operation 

 

MO CESC cSDRC 

NOTIFY 
 

 

Figure 125. Notify procedure. Successful operation.  
 
The CESC initiates the procedure by sending a NOTIFY message.  
 
The NOTIFY message shall contain the list of the GBR DRBs associated with notification control for which the 
QoS is not fulfilled anymore or for which the QoS is fulfilled again by the CESC. 
 
Upon reception of the NOTIFY message, the cSDRC may identify which are the affected PDU sessions and QoS 
flows. The cSDRC may inform the 5GC that the QoS for these PDU sessions or QoS flows is not fulfilled any 
longer or it is fulfilled again. 
 

11.2.8.3 Abnormal Conditions 

Not applicable. 
 

11.3 RRC Message Transfer procedures 

11.3.1 Initial UL RRC Message Transfer 

11.3.1.1 General 

The purpose of the Initial UL RRC Message Transfer procedure is to transfer the initial RRC message to the 
cSDRC. 
 

11.3.1.2 Successful operation 

MO CESC cSDRC 

INITIAL UL RRC MESSAGE TRANSFER  
 

 

Figure 126. Initial UL RRC Message Transfer procedure. 
 
The establishment of the UE-associated logical F0-connection shall be initiated as part of the procedure. 
 

If the DU to CU RRC Information IE is not included in the INITIAL UL RRC MESSAGE TRANSFER, the cSDRC should 
reject the UE under the assumption that the CESC is not able to serve such UE. If the CESC is able to serve the 
UE, the CESC shall include the DU to CU RRC Information IE. 
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11.3.1.3 Abnormal Conditions 

Not applicable. 
 

11.3.2 DL RRC Message Transfer 

11.3.2.1 General 

The purpose of the DL RRC Message Transfer procedure is to transfer an RRC message The procedure uses UE-
associated signaling. 
 

11.3.2.2 Successful operation 

MO CESC cSDRC 

DL RRC MESSAGE TRANSFER  
 

 

Figure 127. DL RRC Message Transfer procedure 
 
If a UE-associated logical F0-connection exists, the DL RRC MESSAGE TRANSFER message shall contain the CESC 
UE F0AP ID IE, which should be used by CESC to lookup the stored UE context. If no UE-associated logical F0-
connection exists, the UE-associated logical F0-connection shall be established at reception of the DL RRC 
MESSAGE TRANSFER message. 
 
If the Index to RAT/Frequency Selection Priority IE is included in the DL RRC MESSAGE TRANSFER, the CESC may 
use it for RRM purposes. 
 
The DL RRC MESSAGE TRANSFER message shall include, if available, the old CESC UE F0AP ID IE so that the CESC 
can retrieve the existing UE context in RRC connection reestablishment procedure. 
 
The DL RRC MESSAGE TRANSFER message shall include, if SRB duplication is activated, the Execute Duplication 
IE, so that the CESC can perform CA based duplication for the SRB. 
 

11.3.2.3 Abnormal Conditions 

Not applicable. 
 

11.3.3 UL RRC Message Transfer 

11.3.3.1 General 

The purpose of the UL RRC Message Transfer procedure is to transfer an RRC message as an UL PDCP-PDU to 
the cSDRC. The procedure uses UE-associated signaling. 
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11.3.3.2 Successful operation 

MO CESC cSDRC 

UL RRC MESSAGE TRANSFER  
 

 

Figure 128. UL RRC Message Transfer procedure 
 
When the CESC has received from the radio interface an RRC message to which a UE-associated logical F0-
connection for the UE exists, the CESC shall send the UPLINK RRC TRANSFER message to the cSDRC including 
the RRC message as a RRC-Container IE.  
 

11.3.3.3 Abnormal Conditions 

Not applicable. 
 

11.4 Warning Message Transmission Procedures 

11.4.1 Write-Replace Warning 

11.4.1.1 General 

The purpose of Write-Replace Warning procedure is to start or overwrite the broadcasting of warning 
messages. The procedure uses non UE-associated signaling. 
 

11.4.1.2 Successful Operation 

MO CESC 

WRITE REPLACE WARNING REQUEST 

cSDRC 

WRITE REPLACE WARNING RESPONSE 

 

Figure 129. Write-Replace Warning procedure: successful operation 
 
The cSDRC initiates the procedure by sending a WRITE-REPLACE WARNING REQUEST message to the CESC. 
Upon receipt of the WRITE-REPLACE WARNING REQUEST message, the CESC shall prioritize its resources to 
process the warning message. 
 
The CESC acknowledges the WRITE-REPLACE WARNING REQUEST message by sending a WRITE-REPLACE 
WARNING RESPONSE message to the cSDRC. 
 

11.4.1.3 Unsuccessful Operation 

Not applicable. 
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11.4.1.4 Abnormal Conditions 

Not applicable. 
 

11.4.2 PWS Cancel 

11.4.2.1 General 

The purpose of the PWS Cancel procedure is to cancel an already ongoing broadcast of a warning message. The 
procedure uses non UE-associated signaling. 
 

11.4.2.2 Successful Operation 

MO CESC 

PWS CANCEL REQUEST 

cSDRC 

PWS CANCEL RESPONSE 

 

Figure 130. PWS Cancel procedure: successful operation 
 
The cSDRC initiates the procedure by sending a PWS CANCEL REQUEST message to the CESC. 
 
The CESC shall acknowledge the PWS CANCEL REQUEST message by sending the PWS CANCEL RESPONSE 
message. 
 

11.4.2.3 Unsuccessful Operation 

Not applicable. 
 

11.4.2.4 Abnormal Conditions 

Not applicable. 
 

11.5 System Information Procedures 

11.5.1 System Information Delivery 

11.5.1.1 General 

The purpose of the System Information Delivery procedure is to command the CESC to broadcast the requested 
Other SI. The procedure uses non-UE associated signalling. 
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11.5.1.2 Successful Operation 

MO CESC 

SYSTEM INFORMATION DELIVERY COMMAND 

cSDRC 

 

Figure 131. System Information Delivery procedure. Successful operation. 
 
The cSDRC initiates the procedure by sending a SYSTEM INFORMATION DELIVERY COMMAND message to the 
CESC.  
 
Upon reception of the SYSTEM INFORMATION DELIVERY COMMAND message, the CESC shall broadcast the 
requested Other SI. 
 

11.5.1.3 Abnormal Conditions 

Not applicable. 
 

11.6 Paging procedures 

11.6.1 Paging  

11.6.1.1 General 

The purpose of the Paging procedure is used to provide the paging information to enable CESC to page a UE. 
The procedure uses non-UE associated signaling. 

11.6.1.2 Successful Operation 

MO CESC 

PAGING 

cSDRC 

 

Figure 132. Paging procedure. Successful operation. 
 
The cSDRC initiates the procedure by sending a PAGING message. 
 
The Paging DRX IE may be included in the PAGING message, and if present the CESC may use it to determine 
the final paging cycle for the UE. 
 
The Paging Priority IE may be included in the PAGING message, and if present the CESC may use it according to 
TS 23.501 [11]. 
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At the reception of the PAGING message, the CESC shall perform paging of the UE in cells which belong to cells 
as indicated in the Paging Cell List IE. 
 

11.6.1.3 Abnormal Conditions 

Not applicable. 
 

 

 


